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* * * First Change * * * *
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* * * Next Change * * * *

[bookmark: _Toc99195499]C.1.3	Error handling
Table C.1.3-1 lists response payload types that are applicable to all APIs and as responses for all requests in the present specification unless otherwise specified. The CoAP client shall mandatorily support the processing of the status code for all the applicable methods, when received in a CoAP response message. 
Table C.1.3-1: Response payloads supported for responses to all requests.
	[bookmark: MCCQCTEMPBM_00000026]Response body
	
Data type
	
Cardinality
	Response
Codes
(NOTE)
	Remarks

	Applied Methods

	
	ProblemDetails
	1
	4.00 Bad Request
	Incorrect parameters were passed in the request. 
	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.01 Unauthorized
	The client is not authorized.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.02 Bad Option
	The request could not be understood by the server due to one or more unrecognized or malformed options.
	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.03 Forbidden
	This represents the case when the server is able to understand the request but unable to fulfil the request due to errors (e.g. the requested parameters are out of range). 
More information may be provided in the "invalidParams" attribute of the "ProblemDetails" structure.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.04 Not Found
	The resource URI was incorrect.

	GET, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.06 Not Acceptable
	The content format provided in the "Accept" option is not acceptable by the server.
	GET, FETCH

	
	ProblemDetails
	1
	4.13 Request Entity Too Large
	If the received CoAP request contains entity larger than the server is able to process, the server shall reject the CoAP request with this status code. The server should include Size1 option in the response with the maximum size of the request entity it can handle.

	FETCH, POST, PUT, PATCH iPATCH

	
	ProblemDetails
	1
	4.15 Unsupported Content-Format
	The code indicates that the resource is in a format which is not supported by the server for the method.
	FETCH, POST, PUT, PATCH iPATCH

	
	ProblemDetails
	1
	4.22
Unprocessable Entity
	The code indicates the server is unable to or is incapable of processing the request.
	FETCH, PATCH, iPATCH

	
	ProblemDetails
	1
	4.29 Too Many Requests
	The code indicates that due to excessive traffic which, if continued over time, may lead to (or may increase) an overload situation.
The CoAP option "Max-Age" may be added in the response to indicate how long the client has to wait before making a new request.
	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	5.00 Internal Server Error 
	The server encountered an unexpected condition that prevented it from fulfilling the request.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	5.03 Service Unavailable 
	The server is unable to handle the request.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	NOTE 1:	In addition to the above response codes, the CoAP server may also send other valid CoAP response codes, if applicable. The list of all valid CoAP response codes can be found in CoAP Response Code Registry at IANA [19].
NOTE 2:	CBOR encoding and media type "application/concise-problem-details+cbor" ProblemDetails shall be used for ProblemDetails as defined in the IETF draft draft-problem-details-02 [20].



Editor's Note:	Handling of "ProblemDetails" indicated in Table C.1.3-1 based on the IETF draft [20] is FFS.
Editor's Note:	"ProblemDetails" indicated in Table C.1.3-1 is based on a stable IETF draft [20]. The reference needs to be changed to an RFC number when the IETF process is concluded.
Editor's Note:	Handling of the PATCH method indicated in Table C.1.3-1 is FFS.
Specific errors are contained in the related API definition for each API.


* * * End of Changes * * * *
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