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* * * First Change * * * *
[bookmark: _Toc99099975]K.3.3	TLS 1.3
Editor's note (WI AKMA_TLS, CR#0070):	The contents of this clause are FFS and will be added when the use of GBA with TLS 1.3 is specified.
The PSK TLS handshake shall be used with bootstrapped security association as follows:
1)	The UE shall include in the ClientHello message:
a)	an indication that it supports the TLS with PSK authentication using the "psk_key_exchange_modes" extension;
b)	the hostname of the AF using the "server_name" TLS extension;
c)	authentication methods other than PSK which the UE supports; and
d)	PSK identities within the psk_identities field. The psk_identity parameters within the psk_identities field shall contain a prefix indicating the PSK identity name space, i.e. "3GPP-AKMA", a separator character ";" and the A-KID. The psk_identity parameters within the psk_identities field are separated by a comma character (",");
	The UE shall derive the TLS external PSK from the AF specific key KAF.
2)	If the AF is willing to establish a TLS tunnel using PSK authentication with AKMA keys, the AF shall reply with the ServerHello message and indicate the index of the AKMA psk_identity parameter. The AF concludes the TLS handshake by sending Finished message to the UE.
NOTE 1:	The choice between AKMA and AKA-based GBA at the UE and the AF, if both are supported, is application dependent.
	The AF shall derive the TLS external PSK from the AF specific key KAF.
3)	The UE concludes the TLS handshake by sending Finished message to the AF.
Once the UE and the AF have established a TLS tunnel using AKMA-based shared secret, they may start to use the application level communication through this tunnel.
The authentication failures are supported as described in clause 5.3.3.2.
Clauses 5.3.3.3 and 5.3.3.4 are not supported as AKMA does not support deriving a fresh key in the same way as GBA.
NOTE 2:	How a fresh key is derived for AKMA is up to Ua* protocol implementation.
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