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	Reason for change:
	The following EN:

Editor's note:	Any possible changes to the 5G ProSe direct link re-keying procedure due to the security requirements of 5G ProSe layer-2 UE-to-network relay or 5G ProSe layer-3 UE-to-network relay are FFS and waiting for SA3 conclusion.

can now be resolved, where the requirements for the control plane security solution and the user plane security solution for UE-to-network relay have been clarified by SA3 in TS 33.503.

Following changes are needed for 5G ProSe direct link re-keying procedure to support refreshing security keys for UE-to-network case:

1- The "Re-authentication indication" IE becomes irrelevant for Relay cases, because according to both the control plane solution and the user plane solution in TS 33.503, the UE-to-network relay UE doesn't generate the Nonce_2/KNRP freshness parameter 2 by itself, but instead it will need always to contact the AMF/PKMF in order to proceed with key derivations, which results in getting a new KNRP in all cases.

2- The target UE (the Relay UE) upon accepting the PROSE DIRECT LINK REKEYING REQUEST message, it doesn't directly initiate the 5G ProSe direct link security mode control procedure, but instead it continues as described in the control plane solution and the user plane solution by contacting the AMF/PKMF to generate the keys…etc.

3- The initiating UE (the Remote UE) may include the PRUK ID in the PROSE DIRECT LINK REKEYING REQUEST message if it has obtained a new one from PKMF prior to the procedure, in order to be used in calculating the new KNRP.

It is worth to note that, in the PROSE DIRECT LINK REKEYING REQUEST message there is no need to provide the SUCI or the /RSC of the initiating UE, since those parameters have already been provided to the target UE while establishing the PC5 link (i.e. within the DCR procedure).


	
	

	Summary of change:
	Resolving the EN related to the possible changes to the 5G ProSe direct link re-keying procedure due to the security requirements of UE-to-network relay.

Adding clarification about the usage of the "Re-authentication indication" IE for the UE-to-network relay cases.

Adding clarification about how the target UE continues the procedure for UE-to-network relay cases.

	
	

	Consequences if not approved:
	EN is not resolved and unclarity how Re-keying procedure can be used for relay cases.
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***** First change *****
[bookmark: _Toc45282254][bookmark: _Toc45882640][bookmark: _Toc51951190][bookmark: _Toc59208946][bookmark: _Toc75734785][bookmark: _Toc92273877][bookmark: _Toc97296040]7.2.11.1	General
The purpose of the 5G ProSe direct link re-keying procedure is to derive a new KNRP-sess and, optionally, a new KNRP for an existing 5G ProSe direct link. The UE sending the PROSE DIRECT LINK REKEYING REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
NOTE 1:	There is no benefit in performing the 5G ProSe direct link re-keying procedure when using the null integrity protection algorithm, hence it is recommended not to trigger it when using the null integrity protection algorithm.
Editor's note:	Any possible changes to the 5G ProSe direct link re-keying procedure due to the security requirements of 5G ProSe layer-2 UE-to-network relay or 5G ProSe layer-3 UE-to-network relay are FFS and waiting for SA3 conclusion.
***** Next change *****
[bookmark: _Toc45282255][bookmark: _Toc45882641][bookmark: _Toc51951191][bookmark: _Toc59208947][bookmark: _Toc75734786][bookmark: _Toc92273878][bookmark: _Toc97296041]7.2.11.2	5G ProSe direct link re-keying procedure initiation by the initiating UE
The initiating UE shall meet the following pre-condition before initiating the 5G ProSe direct link re-keying procedure:
a)	there is a 5G ProSe direct link between the initiating UE and the target UE; and
1)	if the session key KNRP-sess used to protect 5G ProSe direct link needs to be refreshed and neither timer T5089 nor T5091 are running; 
2)	if the UE wants to refresh KNRP and neither timer T5089 nor T5091 are running; or
3)	if the lower layers indicate that a 5G ProSe direct link re-keying procedure needs to be performed.
In order to initiate the 5G ProSe direct link re-keying procedure, the initiating UE shall create a PROSE DIRECT LINK REKEYING REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container IE if the null integrity protection algorithm is not in use;
NOTE 1:	The key establishment information container is provided by upper layers.
b)	shall include a Nonce_1 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key refresh over this 5G ProSe direct link if the null integrity protection algorithm is not in use;
c)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the re-keying of this 5G ProSe direct link;
d)	shall include the MSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.503 [34] if the null integrity protection algorithm is not in use; and
e)	may include a Re-authentication indication if the initiating UE wants to derive a new KNRP. and the 5G ProSe direct link re-keying procedure is not between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE;
NOTE: 2:	When the 5G ProSe direct link re-keying procedure is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, a new KNRP is always derived according to the security procedure over user plane or the security procedure over control plane as specified in 3GPP TS 33.503 [34].
f)	may include the PRUK ID if it has obtained a new PRUK from PKMF and if the 5G ProSe direct link re-keying procedure is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE; and
g)	shall include the HPLMN ID of the 5G ProSe Remote UE if the PRUK ID is included and does not contain the HPLMN ID of the 5G ProSe remote UE or the routing information to the 5G PKMF of the 5G ProSe remote UE (see 3GPP TS 33.503 [34]).
After the PROSE DIRECT LINK REKEYING REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5091. The UE shall not send a new PROSE DIRECT LINK REKEYING REQUEST message to the same target UE while timer T5091 is running.
NOTE 32:	In order to ensure successful 5G ProSe direct link re-keying, T5091 should be set to a value larger than the sum of T5092 and T5089.


Figure 7.2.11.2.1: 5G ProSe direct link re-keying procedure
***** Next change *****
[bookmark: _Toc45282256][bookmark: _Toc45882642][bookmark: _Toc51951192][bookmark: _Toc59208948][bookmark: _Toc75734787][bookmark: _Toc92273879][bookmark: _Toc97296042]7.2.11.3	5G ProSe direct link re-keying procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK REKEYING REQUEST message, if the PROSE DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication, the target UE shall derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause 7.2.z.
NOTE:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
Then the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in in clause 7.2.10. If the 5G ProSe direct link re-keying procedure is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall proceed to establish a new KNRP according to the security procedure over user plane or the security procedure over control plane as specified in 3GPP TS 33.503 [34].
Upon successful completion of the 5G ProSe direct link security mode control procedure, the target UE shall create a PROSE DIRECT LINK REKEYING RESPONSE message. 
After the PROSE DIRECT LINK REKEYING RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
***** Next change *****
[bookmark: _Toc68196388][bookmark: _Toc59209059][bookmark: _Toc51951282][bookmark: _Toc45882732][bookmark: _Toc45282346][bookmark: _Toc97296230]10.3.16.1	Message definition
This message is sent by a UE to another peer UE when a 5G ProSe direct link re-keying procedure is initiated. See table 10.3.16.1.1.
Message type:	PROSE DIRECT LINK REKEYING REQUEST
Significance:	dual
Direction:	UE to peer UE
Table 10.3.16.1.1: PROSE DIRECT LINK REKEYING REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK REKEYING REQUEST message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
11.3.11
	M
	LV
	3-9

	74
	Key establishment information container
	Key establishment information container
11.3.9
	O
	TLV-E
	4-65538

	56
	Nonce_1
	Nonce
11.3.10
	O
	TV
	17

	5C
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID
11.3.13
	O
	TV
	2

	55
	Re-authentication indication
	Re-authentication indication
11.3.24
	O
	TV
	2

	XY
	PRUK ID
	PRUK ID
11.3.aa
	O
	TV
	9

	XZ
	HPLMN ID
	HPLMN ID
11.3.bb
	O
	TV
	4



***** Next change *****
[bookmark: _Toc68196343][bookmark: _Toc59209014][bookmark: _Toc51951242][bookmark: _Toc45882692][bookmark: _Toc45282306][bookmark: _Toc34404461][bookmark: _Toc34388690][bookmark: _Toc97192705]10.3.16.ee	PRUK ID
The UE may include this IE if PRUK is available and if the 5G ProSe direct link re-keying procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE.

***** Next change *****
10.3.16.ff	HPLMN ID
The UE shall include this IE if the PRUK ID is included and does not contain the HPLMN ID of the 5G ProSe remote UE or the routing information to the 5G PKMF of the 5G ProSe remote UE (see 3GPP TS 33.503 [34]).

***** End of changes *****
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