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NOTE 1: The choice between AKMA and AKA-based GBA is application dependent.
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And given that, in stage-3 TS 24.109 the following is mentioned:

a) in clause 5.2.1:

In the selection of the GBA mode by the UE, AKA-based modes shall take priority over GBA_Digest.
b) in clause 5.3.3.1:

In the selection of the GBA mode by the UE, AKA-based modes shall take priority over GBA_Digest.;

Hence the above indicates that there is also a need to clarify in stage-3 how the selection is done between AKMA and AKA-based GBA, otherwise it stays not clear when the UE supports both methods, then what shall be the selection preference. The same is applicable for the AF side.
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***** First change *****
[bookmark: _Toc91683878]5.2.1	General
The HTTP Digest authentication model as described in RFC 7616 [36] can be used with bootstrapped security association as the authentication and integrity protection method, if the application protocol used over Ua interface between UE and NAF is based on HTTP (see IETF RFC 7230 [30], IETF RFC 7231 [31], IETF RFC 7232 [32], IETF RFC 7233 [33], IETF RFC 7234 [34] and IETF RFC 7235 [35]). The HTTP Digest authentication may be used for all protocols that have adopted the HTTP authentication framework to mutually authenticate the UE and the NAF, and also optionally integrity protect any payload being transferred between them.
The UE shall indicate to an application server (i.e. a NAF) that it supports 3GPP-bootstrapping based HTTP Digest authentication by including a "product" token to the "User-Agent" header (cf. RFC 7231 [31]) in outgoing HTTP requests. If the UE supports 
a)	AKA- based authentication, then the "product" token is a static string "3gpp-gba" if the HTTP client application resides in the ME, or "3gpp-gba-uicc" if the HTTP client application resides in the UICC; or
b)	GBA_Digest, then the "product" token is "3gpp-gba-digest".
The UE may indicate multiple GBA modes by inserting multiple "product" tokens in the User-Agent header field. The User-Agent header field with GBA related "product" tokens shall be added to each outgoing HTTP request if the UE supports GBA-based authentication using HTTP Digest.
Upon receiving  GBA related "product" tokens, the application server if it supports NAF functionality may decide to authenticate the UE using GBA-based shared secret by executing the authentication procedure. If multiple GBA modes have been indicated in the User-Agent header field, then the NAF selects one GBA mode and indicates the selected mode in responses to the UE in the "realm" parameter of the WWW-Authenticate header field. In the selection of the GBA mode by the UE, AKA-based modes shall take priority over GBA_Digest.
The protocol stack of the Ua interface when HTTP Digest authentication is used is presented in figure 5.2-1. The details are defined in the following subclauses.


NOTE:	HTTP is not the only protocol that can be used. Other protocols can also be used as long as the protocol has adopted the HTTP authentication framework.
Figure 5.2-1: Protocol stack of Ua interface with HTTP Digest authentication
***** Next change *****
K.2	Shared key-based UE authentication with certificate-based AF authentication
The TLS profile for GBA in clause 5.3.2.1 is modified with the AKMA AF taking the role of the NAF from GBA (see 3GPP TS 33.220 [1]) to support AKMA keys as follows:
-	the UE and the AF shall support the TLS version as specified in annex E of 3GPP TS 33.310 [25]. See clause 5.3.1 in 3GPP TS 33.222 [5] for the detailed profiling of TLS.
a)	when the UE starts communication via Ua* reference point with the AF, it shall establish a TLS tunnel with the AF. The AF is authenticated to the UE by means of a public key certificate. The UE shall verify that the server certificate corresponds to the FQDN of the AF with which it established the tunnel. No client authentication is performed as part of TLS (no client certificate necessary).
b)	the UE sends an HTTP request to the AF inside the TLS tunnel (HTTPS, i.e. HTTP over TLS) as described in clause 5.2 with the following changes:
1)	the UE shall indicate to an AF that it supports AKMA based HTTP Digest authentication by including a "product" token, that is a constant string "3gpp-akma", in the "User-Agent" header (see RFC 7231 [31]) in outgoing HTTP requests; and 
2)	the AF may decide to authenticate the UE using AKMA-based shared secret by executing the authentication procedure. This is indicated in the "realm" parameter of the WWW-Authenticate header field. The realm attribute shall contain the constant string "3GPP-bootstrapping-akma". If the AF has a choice between GBA_Digest (see 3GPP TS 33.220 [1]) and AKMA keying, then the AF shall select AKMA over GBA_Digest.
NOTE 1:	The choice between AKMA and AKA-based GBA at the UE and the AF, if both are supported, is application dependent.
c)	the UE shall generate the HTTP request and the AF shall authenticate the HTTP request using HTTP Digest. HTTP Digest authentication (see RFC 3310 [6]) shall be used with previously bootstrapped security association as follows: 
1)	the "username" parameter shall be the A-KID;
2)	the password used in the digest calculations shall be KAF (AKMA Application Key) with the KAF Base64 encoded as specified in RFC 4648 [37]; and
3)	the "realm" parameter shall contain two parts delimited by "@" sign where the first part is the constant string "3gpp-akma" and the latter part shall be the FQDN of the AF (e.g. "3gpp‑akma@af1.operator.com"); and
d) 	both the UE and the AF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to the FQDN of the AF.
The authentication failures are supported as described in clause 5.3.2.2.
Clauses 5.3.2.3 and 5.3.2.4 are not supported as AKMA does not support deriving a fresh key in the same way as GBA.
NOTE 2:	How a fresh key is derived for AKMA is up to implementation.
***** End of changes *****
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