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1. Introduction
The pCR proposes changes to remove security specific ENs.
2. Reason for Change
The 3GPP TS 33.558 provided details about security procedures for EDGEAPP, in this pCR we have removed the ENs specific to security that were left for FFS by providing details in clause 9.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.558 v1.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc96848044]5.2.1	Service Description
The Eees_EECRegistration API, as defined in 3GPP TS 23.558 [2], allows an EEC via Eees interface to register, update its registration and deregister at a given EES.
Editor's Note: Details about the security credentials of the EEC, verification and authorization of Eees_EECRegistration Request, Update and Deregister by the EES depend on SA3 WG security requirements and are FFS.
[bookmark: _Toc96848046]Note: The security procedures for sending requests from EEC to EES securely is specified in clause 9.

* * * Next Change * * * *
[bookmark: _Toc96848048]5.2.2.2.1	General
This service operation is used by EEC to register itself with a given EES.
Editor's note: Details about EEC security credentials, verification and authorization of Eees_EECRegistration Request, by the EES, is FFS and depends on security requirements to be defined by SA3.
Note: The security procedures for sending requests from EEC to EES securely is specified in clause 9.

* * * Next Change * * * *
[bookmark: _Toc64278366][bookmark: _Toc96848123]6.2.5.2.2	Type: EecRegistration
Table 6.2.5.2.2-1: Definition of type EecRegistration
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eecId
	string
	M
	0..1
	Represents a unique identifier of the EEC.
	

	ueId
	Gpsi
	O
	0..1
	Represents the identifier of the UE.
	

	acProfs
	array(ACProfile)
	O
	1..N
	Profiles of ACs for which the EEC provides edge enabling services. 
	

	eecSvcContSupp
	array(ACRScenario)
	O
	0..1
	The ACR scenarios supported by the EEC for service continuity. If this attribute is not present, then the EEC does not support service continuity.
	

	expTime
	DateTime
	O
	0..1
	Represents an expiration time for the registration.

This attribute shall be present in the response of the HTTP POST message from EEC to create a new registration or in the response of the HTTP PUT message from EEC to update a specific registration.
If abesent, then it indicates that the registration of EEC never expires.
	

	eecCntxId
	string
	O
	0..1
	Identifier of the EEC context obtained from a previous registration. 
	

	srcEesId
	string
	O
	0..1
	Identifier of the EES that provided EEC context ID.
	

	srcEesEndpoint
	EndPoint
	O
	0..1
	The endpoint address of the EES that provided EEC context ID.
	



Editor's note:	The security credentials of EEC depends on SA3 WG and is FFS.
Note: The security procedures for sending requests from EEC to EES securely is specified in clause 9.
* * * Next Change * * * *
[bookmark: _Toc96848169]6.3.5.2.4	Type: EasDiscoverySubscription

Table 6.3.5.2.4-1: Definition of type EasDiscoverySubscription
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eecId
	string
	M
	1
	Represents a unique identifier of the EEC.
	

	ueId
	Gpsi
	O
	0..1
	Represents the identifier of the UE.
	

	easEventType
	EASDiscEventIDs
	M
	1
	Event type for which the EEC should be notified;
	

	easDiscoveryFilter
	EasDiscoveryFilter
	O
	0..1
	EAS characteristics filter; Applicable when easEventType is set to "EAS_AVAILABILITY_CHANGE" event
	

	easDynInfoFilter
	EasDynamicInfoFilter
	O
	0..1
	EAS dynamic information changes filter; Applicable when easEventType is set to "EAS_DYNAMIC_INFO_CHANGE" event
	

	eecSvcContinuity
	array(ACRScenario)
	O
	0..1
	Service continuity support; indicates EEC supported ACR scenarios
	

	notificationDestination
	Uri
	M
	1
	URI where the EAS discovery notification should be delivered to. This attribute shall be present in HTTP POST message to EES.
	

	expTime
	DateTime
	O
	0..1
	Expiration time of the subscription. If the expiration time is not present, then it indicates that the EEC subscription never expires.
	

	requestTestNotification
	boolean
	O
	0..1
	Set to true by Subscriber to request the EES to send a test notification as defined in clause 6.1. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in clause 7.6.
	Notification_websocket

	suppFeat
	SupportedFeatures
	C
	0..1
	Represents a list of Supported features used as described in clause 6.3.7. 
Shall be present in the HTTP POST request/response;
	


Editor's note:	The security credentials of EEC depend on SA3 WG and is FFS.
Note: The security procedures for sending requests from EEC to EES securely is specified in clause 9.
* * * Next Change * * * *
[bookmark: _Toc96848215]6.4.5.2.2	Type: ACREventsSubscription
Table 6.4.5.2.2-1: ACREventsSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eecId
	string
	M
	0..1
	Represents a unique identifier of the EEC.
	

	ueId
	Gpsi
	O
	0..1
	Represents the identifier of the UE.
	

	expTime
	DateTime
	O
	0..1
	Indicates the expiration time of the subscription. If the expiration time is not present, then it indicates that the EEC subscription never expires.
	

	easIds
	array(string)
	M
	1..N
	The list of identifier of the EASs
	

	eventIds
	ACREventIDs
	M
	1
	Specifies the events for which EEC is subscribing.
	

	notificationDestination
	Uri
	O
	1
	URI where the ACR Information Notification should be delivered to. This attribute shall be present in HTTP POST message to EES.
	

	requestTestNotification
	boolean
	O
	0..1
	Set to true by Subscriber to request the ECS to send a test notification as defined in clause 7.6 of 3GPP TS 29.558 [4]. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in clause 7.6 of 3GPP TS 29.558 [4].
	Notification_websocket

	suppFeat
	SupportedFeatures
	O
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8 of 3GPP TS 29.558 [4].
This attribute shall be provided in the HTTP POST request and in the response of successful resource creation.
	



Editor's note:	The security credentials of EEC depends on SA3 WG and is FFS.
Note: The security procedures for sending requests from EEC to EES securely is specified in clause 9.
* * * Next Change * * * *
[bookmark: _Toc94194879][bookmark: _Toc96848324]8.1.3.2.2	Operation Definition
This operation shall support the request data structures and the response data structures and response codes specified in tables 8.1.3.2.2-1 and 8.1.3.2.2-2.
Table 8.1.3.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ECSServProvReq
	M
	1
	Contains the parameters to request service provisioning information.



Editor’s note: Details of how the security credentials are conveyed in the HTTP POST request message are FFS and pending requirements from SA3.
Note: The security procedures for sending requests from EEC to ECS securely is specified in clause 9.

Table 8.1.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ECSServProvResp
	M
	1
	200 OK
	The requested service provisioning information is returned successfully.

	n/a
	
	
	204 No Content
	The requested service provisioning information does not exist.

	NOTE:	The manadatory HTTP error status code for the HTTP POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [3] also apply.



[bookmark: _Toc510696627][bookmark: _Toc35971418]Editor’s note:	The use of HTTP 307 and/or 308 redirection response status codes is FFS.

* * * Next Change * * * *
[bookmark: _Toc70160835][bookmark: _Toc96848336]8.1.5.2.4	Type: ECSServProvSubscription
Table 8.1.5.2.4-1: Definition of type ECSServProvSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eecId
	string
	M
	0..1
	Represents a unique identifier of the EEC.
	

	ueId
	Gpsi
	O
	0..1
	Represents the identifier of the UE.
	

	acProfs
	array(ACProfile)
	O
	1..N
	Information about services the EEC wants to connect to. 
	

	expTime
	DateTime
	O
	0..1
	Indicates the expiration time of the subscription. If the expiration time is not present, then it indicates that the EEC subscription never expires.
	

	eecSvcContSupp
	array(ACRScenario)
	O
	0..1
	The ACR scenarios supported by the EEC for service continuity. If this attribute is not present, then the EEC does not support service continuity.
	

	connInfo
	array(ConnectivityInfo)
	O
	0..N
	List of connectivity information for the UE.
	

	notificationDestination
	Uri
	O
	1
	The notification target address containing the URI where the service provisioning notification should be delivered to. This attribute shall be present in HTTP POST message to EES. (NOTE 1)
	

	requestTestNotification
	boolean
	O
	0..1
	Set to true by Subscriber to request the ECS to send a test notification as defined in clause 7.6 of 3GPP TS 29.558 [4]. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in clause 7.6 of 3GPP TS 29.558 [4].
	Notification_websocket

	suppFeat
	SupportedFeatures
	O
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8 of 3GPP TS 29.558 [4].
This attribute shall be provided in the HTTP POST request and in the response of successful resource creation.
This attribute also shall be provided in the HTTP PUT request and in the response of successful resource modification.
	

	NOTE 1:	The notification target address can terminate at the EEC (e.g. in an IoT device) if the deployment supports EEC reachability, or it can terminate at a push notification service. Details of the push notification service are out of scope of this release.



Editor's note:	The security credentials of EEC depend on SA3 WG and is FFS.
Note: The security procedures for sending requests from EEC to ECS securely is specified in clause 9.

* * * Next Change * * * *
9	Security
This clause will provide the security aspects.
Editor's note: Security related issues on the use of the concept of APIs are being studied by SA3 in TR 33.839. This clause needs to incorporate necessary security requirements based on normative requirements from SA3 work.

The EEC shall follow the security procedures as specified below:	
a)	if the request is initiated towards the ECS by the EEC, then the EEC shall:
1)	establish a TLS tunnel towards the ECS as specified in the clause 6.1 of 3GPP TS 33.558 [r33558]; 
2)	store the EES access token(s) if received from ECS as per clause 6.2 of 3GPP TS 33.558 [r33558], that needs to be used in the request towards each candidate EES(s) that use token-based authorization.
b)	if the request initiated towards the EES by the EEC, then the EEC shall:
1)	establish a TLS tunnel towards EES as specified in clause 6.1 of 3GPP TS 33.558 [r33558];

* * * Next Change * * * *
[bookmark: _Toc65746293][bookmark: _Toc96848035]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[3]	3GPP TS 29.122: "T8 reference point for Northbound APIs".
[4]	3GPP TS 29.558: "Enabling Edge Applications; Application Programming Interface (API) specification; Stage 3". 
[5]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[6]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
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* * * End of Changes * * * *

