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	Reason for change:
	Add functionality described in RFC 8443 and RFC 8224 to improve the capabilities of the verification service.

RFC 8443 describes the following security vulnerabilities associated with the Resource-Priority header field:

"However, the SIP 'Resource-Priority' header field could be spoofed and abused by unauthorized entities, the threat models and use cases of which are described in [RFC7375] and [RFC7340], respectively. Compromise of the SIP 'Resource-Priority' header field [RFC4412] could lead to misuse of network resources (i.e., during congestion scenarios), impacting the application services supported using the SIP 'Resource-Priority' header field."

The "rph" PASSporT protects against this security concern by integrity protecting the Resource-Priority header field with the "rph" claim of the "rph" PASSporT. This CR adds the optional capability for the Annex-V verification API to verify the integrity of the contents of the Resource-Priority header field using the "rph".

	
	

	Summary of change:
	The verification request is updated to enable the client (based on local policy) to include the Resource-Priority header field contents in the verification request. The verification service can then compare the received header field values with the associated claim values in the "rph" PASSporT, and declare a verification failure if a mismatch is found. Likewise, the verification response is updated to enable the verification service (based on local policy) to return the valid claims of a verified "rph" PASSporT to the client. This enables the option where the client performs the integrity check. The API updates are desiged to be sufficiently general to support integrity checking of any header field information protected by PASSporT claims. 


	
	

	Consequences if not approved:
	Malicious entities could spoof the Resource-Priority header field, thus giving them unauthorized access to network resources. This could negatively impact the ability of the network to support legitimate priority services, or in the worst case, its ability to support normal calls.
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	Other comments:
	Notes to 24.229 editor:
The verifyResults parameter row added to Table V.2.6.2-2 is identical to the same row added in CR 6555.

The following notes apply to Table V.2.6.2-3:
 - The verfyResults row must be combined with the same row in CR 6555. 
 - The ppt and status rows are identical to the same row in CR 6555.
 - The validClaims row is new in this CR.

The paragraph immediately following Table V.2.6.2-3 is identical to the same paragraph in CR 6555, while the single bullet after the paragraph is new, and should be inserted as the first bullet before the two bullets in CR 6555.
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* * * First Change * * * *

[bookmark: _Toc20149191][bookmark: _Toc27491068][bookmark: _Toc27493074][bookmark: _Toc35959760][bookmark: _Toc45206311][bookmark: _Toc51929823][bookmark: _Toc51931836][bookmark: _Toc91612376]V.2.6	verification
[bookmark: _Toc20149192][bookmark: _Toc27491069][bookmark: _Toc27493075][bookmark: _Toc35959761][bookmark: _Toc45206312][bookmark: _Toc51929824][bookmark: _Toc51931837][bookmark: _Toc91612377]V.2.6.1	General
[bookmark: _Toc20149193][bookmark: _Toc27491070][bookmark: _Toc27493076][bookmark: _Toc35959762][bookmark: _Toc45206313][bookmark: _Toc51929825][bookmark: _Toc51931838]To get a received identity claim verified, the client sends an HTTP POST request towards the AS for verification containing a PASSporT object, including one or more claims with the contents of the received Identity header field(s) signing:
-	the originating identity and optionally all the Identity header fields signing diverting identities; and/or
-	the Resource-Priority header field and optionally the header field value "psap-callback" of the Priority header field.
The verificationResponse contains the outcome of the verification in a verstat claim with values as specified for the verstat tel URI parameter in subclause 7.2A.20 and in a verstatPriority claim with values as specified for the Priority-Verstat header field in subclause 7.2.21. Unsuccessful requests are responded with an HTTP 4xx or 5xx response.
[bookmark: _Toc91612378]V.2.6.2	Data types
Table V.2.6.2-1 specifies the data types included in the verification request.
Table V.2.6.2-1:	Data types for the verificationRequest
	Parameter
	Type; Value
	Presence
	Description

	identityHeader
	string; Identity header field value for the originating identity as specified in RFC 8224 [252].
	M
	This string cannot be NULL

	IdentityHeaders
	array of string; Identity header field values as specified in RFC 8224 [252]. One identityHeader claim per received Identity header field is sent.
	O
	Identity headers containing the div, rph or sph claims to be verified.

	to
	String; identity claim JSON object; tn or uri
	M
	The destination identity taken from the To header field. Used when no div claim is included.

	dest
	string; identity claim JSON object; tn or uri
	O
	The destination identity taken from the R-URI in the incoming request. Used when div claim is included.

	time
	integer; Numeric date format defined in RFC 7519 [235]
	M
	Time based on the Date header field in the incoming request.

	from
	string; identity claim JSON object; tn or uri
	M
	The asserted identity, taken from the P-Asserted-Identity or the From header field of the incoming request

	retargets
	array of one or more div parameters defined in Table V.2.5.2-1
	O
	Contains the retargeting identities (TN or URI) in Diversion and History-Info header fields.

	rph
	array of strings corresponding to the r-values contained in the SIP Resource-Priority header field
	O
	Contains the Resource-Priority header field values as specified in RFC 4412 [116] and RFC 7135 [197].

	sph
	string; corresponding to the value contained in the Priority header field
	O
	Contains the SIP Priority header field value as specified in RFC 3261 [26] and RFC 7135 [197].

	protectedHeaders
	array of string; header field(s)
	O
	Contains the SIP header field(s) protected by claims in the PASSporT(s) of the identityHeaders array.



Based on local policy, the AS for verification may verify the integrity of header fields protected by the "div" and "rph" PASSporTs. Specifically, the policy can dictate that the AS for verification must check that the History-Info and Diversion header field values match the associated "div" PASSporT claim values, and/or the Priority and Resource-Priority header field values match the associated "rph" PASSporT claim values. The policy can be applied selectively, e.g., it could dictate that the AS for verification must verify the integrity of the Priority and Resource-Priority header fields but not the History-Info and Diversion header fields.  If local policy dictates that the AS for verification must verify the integrity of any of these header fields, and the identityHeaders array contains a PASSporT type that provides the required integrity protection, then the verification request must convey the integrity protected header field information to the AS for verification using one of the following mechanisms:
-	Populate the header field values in the appropriate retargets, rph, and sph parameters; or
-	Populate the header fields in the protectedHeaders parameter.
The client should include the above header field information in the verification request only if the integrity check of the protected header field is required per local policy, and only if the identityHeaders array contains a PASSporT type providing the required integrity protection. For example, if local policy dictates that the AS for verification must verify the integrity of the Diversion, History-Info, Priority, and Resource-Priority header fields, but the identityHeaders array contains only a single "shaken" PASSporT, then none of the above header field information is included in the verification request.
Table V.2.6.2-2 specifies the data types included in the verification response.
Table V.2.6.2-2:	Data types for the verificationResponse
	Parameter
	Type; Value
	Presence
	Description

	divResult
	array of one or more [div, verstatValue] tuples
	O
	Parameter informing of the result of the verification of diverting identities. For each verified identity the verstat parameter is added to the verified identity.

	verstatValue
	string; set to a value defined in table 7.2A.20.3-1
	O
	Parameter informing of the result of the verification of originating identity. To be used in the verstat parameter added to the verified identity. The parameter is mandatory if the request contained a PASSporT SHAKEN JSON Web Token.

	verstatPriority
	string; set to a value defined in table 7.2.21-1
	O
	Parameter informing of the result of the verification of the Resource-Priority header field and optionally the header field value "psap-callback" of the Priority header field.

	verifyResults
	array of one or more verifyResult, as defined in Table V.2.6.2-3
	O
	Each array entry contains the verification results of a PASSporT contained in the verification request.




Table V.2.6.2-3 specifies the data types included in the verification response.
Table V.2.6.2-3:	Data types for the verificationResponse
	Parameter
	Type; Value
	Presence
	Description

	verifyResult
	ppt, 
status, 
validClaims
	M
	Contains the verification results of a single PASSporT. If the PASSporT passed verification, then verifyResult contains the claims/values from the PASSporT payload.

	ppt
	string, set to the value of the ppt parameter in the protected header of the PASSporT.
	M
	Identifies the type of PASSporT associated with this array entry.

	status
	String, set to the value pass, fail or none.
	M
	Identifies the verification result of the PASSporT associated with this array entry.

	validClaims
	JSON object
	O
	If the status parameter has a value of "pass", then a validClaims parameter is included containing a JSON object of the payload of the verified PASSporT.



Each verifyResult entry of the verifyResults array conveys the verification results of an Identity header field contained in the identityHeader parameter or contained in an entry of the identityHeaders array of the verification request. Optional verifyResults parameters are included by the AS for verification based on the value of the status parameter, as follows:
-	If status = pass, then verifyResult includes the validClaims parameter containing the verified PASSporT claims. Based on local policy, the client can use this information to verify the integrity of SIP header field information associated with the validated claims (i.e., a mismatch results in a verification failure), or to ensure that header field contents contain the information authorized by the validated claims (i.e., a mismatch is resolved by updating the unprotected SIP header field to match the validated claims).

* * * End of Changes * * * *

