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* * * First Change * * * *
[bookmark: _Toc20232591][bookmark: _Toc27746682][bookmark: _Toc36212864][bookmark: _Toc36657041][bookmark: _Toc45286703][bookmark: _Toc51947972][bookmark: _Toc51949064][bookmark: _Toc76118867]5.4.x	Relay key request procedure
5.4.x.1	General
The purpose of the relay key request procedure is to enable 5G ProSe Remote UE authentication and authorization by Remote UE's HPLMN via 5G ProSe UE-to-Network Relay and 5G ProSe UE-to-Network Relay's AMF during 5G ProSe PC5 establishment, as specified in 3GPP TR 33.503 [xx].
Four messages are defined:
a)	Relay key request
b)	Relay key response
c)	Relay authentication request
d)	Relay authentication response
5.4.x.1.1	Relay key request
Upon receiving the ProSe direct link establishment request message, the 5G ProSe UE-to-Network Relay UE shall send the RELAY KEY REQUEST to the AMF of the 5G ProSe UE-to-Network Relay. The 5G ProSe UE-to-Network Relay UE shall include Remote UE’s SUCI, Relay Service Code, Nonce_1, and transaction identifier.
The AMF of the 5G ProSe UE-to-Network Relay shall verify the authorization to provide the UE-to-Network relay service. The AMF of the 5G ProSe UE-to-Network Relay shall select an AUSF based on SUCI. The AMF of the 5G ProSe UE-to-Network Relay shall send to the AUSF of 5G ProSe Remote UE a PROSE AUTHENTICATION REQUEST message, which shall include the 5G ProSe Remote UE’s SUCI, Relay Service Code and Nonce_1. When receiving the PROSE AUTHENTICATION REQUEST message, the AUSF of the 5G ProSe Remote UE shall trigger authentication of the 5G ProSe Remote UE based on EAP-AKA'.
[bookmark: _Hlk99444446]
5.4.x.1.2	Relay key response
If the authentication of 5G ProSe Remote UE completes successfully, the AMF receives PROSE AUTHENTICATION RESPONSE message from the AUSF of the 5G ProSe Remote UE, which shall include KNR_ProSe, Nonce_2, and shall forwards KNR_ProSe, Nonce_2 to the 5G ProSe UE-to-Network Relay UE.
The 5G ProSe UE-to-Network Relay UE receives from the the AMF of the 5G ProSe UE-to-Network Relay a RELAY KEY RESPONSE message, which shall include KNR_ProSe, Nonce_2, and sent by the AUSF of the 5G ProSe Remote UE. The 5G ProSe UE-to-Network Relay UE derives PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe, as defined in clause 6.3.3.3.3 of TR 33.503. 
The 5G ProSe UE-to-Network Relay shall send the received Nonce_2 to the 5G ProSe Remote UE in a DIRECT SECURITY MODE COMMAND MESSAGE (DSMC) as specified in TS 24.554 [x].

5.4.x.1.3	Relay authentication request
In response to the PROSE AUTHENTICATION REQUEST message from AMF of the 5G ProSe UE-to-Network Relay, the AUSF of the 5G ProSe Remote UE shall generate the EAP-Request/AKA'-Challenge message defined in clause 6.1.3.1 of TS 33.501[x] and send EAP-Request/AKA'-Challenge message to the AMF of the 5G ProSe UE-to-Network Relay in a PROSE AUTHENTICATION RESPONSE message.
The AMF of the 5G ProSe UE-to-Network Relay shall forward the RELAY AUTHENTICATION REQUEST (including the EAP-Request/AKA'-Challenge) received from 5G ProSe Remote UE's AUSF to the 5G ProSe UE-to-Network Relay UE over NAS message, including transaction identifier of the 5G ProSe Remote UE in the message. 
5.4.x.1.4		Relay authentication response		
The 5G ProSe UE-to-Network Relay UE forwards the EAP-Response/AKA'-Challenge together with the transaction identifier of the 5G ProSe rRemote UE to the AMF of the 5G ProSe UE-to-Network Relay in a NAS message RELAY AUTHENTICATION RESPONSE.
The AMF of the 5G ProSe UE-to-Network Relay forwards EAP-Response/AKA'-Challenge to the AUSF of the 5G ProSe Remote UE PROSE AUTHENTICATION REQUEST, which performs the UE authentication by verifying the received information as described in TS33.501 [x]. 
Editor’s Note: RELAY AUTHENTICATION REQ/RESP can reuse a mechanism similar to EAP message reliable transport in 5.4.1.2.4. this is FFS.
* * * End of Changes * * * *


