Error! No text of specified style in document.
247
Error! No text of specified style in document.

[bookmark: _Toc97296143][bookmark: _Toc97295824]3GPP TSG-CT WG1 Meeting #135-e	C1-222592
E-Meeting, 6th – 12th April 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	24.554
	CR
	0015
	rev
	-
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Handling of unknown, unforeseen, and erroneous protocol data for PC8 interface

	
	

	Source to WG:
	Ericsson, Qualcomm Incorporated

	Source to TSG:
	C1

	
	

	Work item code:
	5G_ProSe
	
	Date:
	2022-03-30

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
...
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	SA3 specified for stage-2 requirements for security for 5G ProSe Communication via 5G ProSe UE-to-Network Relay, over user plane.

Those stage-2 requirements are not addressed in stage-3 yet.

	
	

	Summary of change:
	Handling of unknown, unforeseen, and erroneous protocol data specified for stage-2 requirements for security for 5G ProSe Communication via 5G ProSe UE-to-Network Relay, over user plane.

	
	

	Consequences if not approved:
	Stage-2 requirements for security for 5G ProSe Communication via 5G ProSe UE-to-Network Relay, over user plane not addressed in stage-3.

	
	

	Clauses affected:
	9.1, 9.2, 9.2.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


***** change *****
[bookmark: _Toc525231156][bookmark: _Toc59198556][bookmark: _Toc59199147][bookmark: _Toc97296144]9.1	General
The procedures specified in the present document apply to those PC3a, PC8 or PC5 messages which pass the checks described in this clause.
This clause also specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to providing recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocols.
Detailed error handling procedures in the network are implementation dependent and may vary from PLMN to PLMN. However, when extensions of this protocol are developed, networks will be assumed to have the error handling that is indicated in this clause as mandatory ("shall") and that is indicated as strongly recommended ("should").
Also, the error handling of the network is only considered as mandatory or strongly recommended when certain thresholds for errors are not reached during a dedicated connection. 
[bookmark: _Toc97296145]***** change *****
9.2	Handling of unknown, unforeseen, and erroneous protocol data in messages sent over the PC3a or PC8 interface
[bookmark: _Toc525231162][bookmark: _Toc59198562][bookmark: _Toc59199153][bookmark: _Toc97296146]***** change *****
9.2.1	Unforeseen message type
If the UE receives a PC3a or PC8 message with a message type corresponding to a ProSe discovery mechanism that the UE is not authorised to use by the network, the UE shall discard the message. 
If the DDNMF receives a PC3a or PC8 message whose message type indicates that this is a ProSe discovery mechanism the sending UE is not authorised to support, the DDNMF or the the 5G PKMF shall discard the message.
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