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***** change *****
[bookmark: _Toc97295836]8.2.X.2.2	UE-to-network relay discovery security parameters request procedure
[bookmark: _Toc59198972][bookmark: _Toc59198381][bookmark: _Toc525230981][bookmark: _Toc97295837]8.2.X.2.2.1	General
The purpose of the UE-to-network relay discovery security parameters request procedure is for the UE:
a)	to obtain the UE-to-network relay discovery security parameters for remote UE, applicable when the UE acts as a 5G ProSe remote UE; and
[bookmark: _Toc59198973][bookmark: _Toc59198382][bookmark: _Toc525230982][bookmark: _Toc97295838]b)	to obtain the UE-to-network relay discovery security parameters for UE-to-network relay, applicable when the UE acts as a 5G ProSe UE-to-network relay.
8.2.X.2.2.2	UE-to-network relay discovery security parameters request procedure initiation
The UE shall initiate the UE-to-network relay discovery security parameters request procedure:
a)	if the UE is authorized to act as a 5G ProSe remote UE using at least one relay service code:
1)	when the UE has no UE-to-network relay discovery security parameters for remote UE and the UE is in NG-RAN coverage.
2)	after expiration of timer Txxxx, when in NG_RAN coverage or when entering NG_RAN coverage.
b)	if the UE is authorized to act as a 5G ProSe UE-to-network relay using at least one relay service code:
1)	when the UE-to-network relay discovery security parameters for UE-to-network relay and the UE is in NG-RAN coverage.
2)	after expiration of timer Txxxy, when in NG_RAN coverage or when entering NG_RAN coverage.
The UE shall initiate the UE-to-network relay discovery security parameters request procedure by sending a PC8_REQUEST message with the <UNR-discovery-security-parameters-request> element. In the <UNR-discovery-security-parameters-request> element, the UE:
a)	shall include a new transaction ID;
b)	shall indicate whether the UE requests the UE-to-network relay discovery security parameters for remote UE, the UE-to-network relay discovery security parameters for UE-to-network relay or both.
c)	shall include the PC5 UE security capabilities; and
d)	if the UE requests the UE-to-network relay discovery security parameters for remote UE, may include a list of PLMN identities of the visited PLMNs.
Figure 8.2.X.2.2.2.1 illustrates the interaction of the UE and the 5G PKMF in the UE-to-network relay discovery security parameters request procedure.


Figure 8.2.X.2.2.2.1: UE-to-network relay discovery security parameters request procedure
[bookmark: _Toc59198974][bookmark: _Toc59198383][bookmark: _Toc525230983][bookmark: _Toc97295839]8.2.X.2.2.3	UE-to-network relay discovery security parameters request procedure accepted by the 5G PKMF
Upon receiving a PC8_REQUEST message with the <UNR-discovery-security-parameters-request> element, if:
a)	the UE requests the UE-to-network relay discovery security parameters for remote UE only and the PC8_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe remote UE using at least one relay service code;
b)	the UE requests the UE-to-network relay discovery security parameters for UE-to-network relay only and the PC8_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay using at least one relay service code; or
c)	the UE requests the UE-to-network relay discovery security parameters for remote UE and the UE-to-network relay discovery security parameters for UE-to-network relay, and the PC8_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay using at least one relay service code and authorized to act as a 5G ProSe remote UE using at least one relay service code;
the 5G PKMF shall send a PC8_RESPONSE message containing a <UNR-discovery-security-parameters-accept> element. In the <UNR-discovery-security-parameters-accept> element, the 5G PKMF:
a)	shall include the transaction ID set to the value of the transaction ID received in the PC8_REQUEST message;
b)	if the UE requests the UE-to-network relay discovery security parameters for remote UE:
1)	shall include the UE-to-network relay discovery security parameters for remote UE; and
2)	may include the PC5 security policies per relay service code for remote UE;
c)	if the UE requests the UE-to-network relay discovery security parameters for UE-to-network relay:
1)	shall include the UE-to-network relay discovery security parameters for UE-to-network relay; and
2)	may include the PC5 security policies per relay service code for UE-to-network relay; and
d)	shall include the current time set to the current UTC-based time at the 5G PKMF and the max offset.
In the UE-to-network relay discovery security parameters for remote UE, the 5G PKMF:
a)	shall include the expiration time of the UE-to-network relay discovery security parameters for remote UE; and
b)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
1)	if UE-to-network relay discovery over PC5 interface with model A is authorized, may include the code-receiving security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
2)	if UE-to-network relay discovery over PC5 interface with model B is authorized, may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
3)	shall include the selected ciphering protection algorithm.
In the PC5 security policies per relay service code for remote UE, the 5G PKMF:
a)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
1)	shall include the PC5 security policies.
In the UE-to-network relay discovery security parameters for UE-to-network relay, the 5G PKMF:
a)	shall include the expiration time of the UE-to-network relay discovery security parameters for UE-to-network relay; and
b)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay:
1)	if UE-to-network relay discovery over PC5 interface with model A is authorized, may include code-sending security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
2)	if UE-to-network relay discovery over PC5 interface with model B is authorized, may include code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask, and code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
3)	shall include the selected ciphering protection algorithm.
In the PC5 security policies per relay service code for UE-to-network relay, the 5G PKMF:
a)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay:
1)	shall include the PC5 security policies.
If the UE requests the UE-to-network relay discovery security parameters for remote UE, the UE identity in the PC8_REQUEST message indicates a UE authorized to act as a 5G ProSe remote UE using at least one relay service code, and the PC8_REQUEST message contains a list of PLMN identities of the visited PLMNs the 5G PKMF shall include in the UE-to-network relay discovery security parameters for remote UE any information received from 5G PKMFs of potential 5G ProSe UE-to-network relays which can serve the UE.
[bookmark: _Toc59198975][bookmark: _Toc59198384][bookmark: _Toc525230984][bookmark: _Toc97295840]8.2.X.2.2.4	UE-to-network relay discovery security parameters request procedure completion by the UE
Upon receipt of the PC8_RESPONSE message with the <UNR-discovery-security-parameters-accept>, if the transaction ID contained in the <UNR-discovery-security-parameters-accept> element matches the value sent by the UE in a PC8_REQUEST message with the <UNR-discovery-security-parameters-request> element, the UE:
a)	if the PC8_RESPONSE message contains the UE-to-network relay discovery security parameters for remote UE:
1)	shall store the UE-to-network relay discovery security parameters for remote UE, shall stop timer Txxxx, if running, and shall start timer Txxxx with the value of the expiration timer indicated in the UE-to-network relay discovery security parameters for remote UE; and
2)	if the PC5 security policies per relay service code for remote UE are received, shall store the PC5 security policies per relay service code for remote UE;
b)	if the PC8_RESPONSE message contains the UE-to-network relay discovery security parameters for UE-to-network relay:
1)	shall store the UE-to-network relay discovery security parameters for UE-to-network relay, shall stop timer Txxxy, if running, and shall start timer Txxxy with the value of the expiration timer indicated in the UE-to-network relay discovery security parameters for UE-to-network relay; and
2)	if the PC5 security policies per relay service code for UE-to-network relay are received, shall store the PC5 security policies per relay service code for UE-to-network relay; and
c)	shall set a ProSe clock (see 3GPP TS 33.503 [34]) to the value of the received current time parameter and store the received max offset.
[bookmark: _Toc59198976][bookmark: _Toc59198385][bookmark: _Toc525230985][bookmark: _Toc97295841]8.2.X.2.2.5	UE-to-network relay discovery security parameters request procedure not accepted by the 5G PKMF
If the PC8_REQUEST message with the <UNR-discovery-security-parameters-request> element cannot be accepted by the 5G PKMF, the 5G PKMF shall send a PC8_RESPONSE message containing a <UNR-discovery-security-parameters-reject> element. In the <UNR-discovery-security-parameters-reject> element, the 5G PKMF shall include the transaction ID set to the value of the transaction ID received in the PC8_REQUEST message and shall include an appropriate PC8 control protocol cause value.
Upon receipt of the PC8_RESPONSE message with the <UNR-discovery-security-parameters-reject> element, if the transaction ID contained in the <UNR-discovery-security-parameters-reject> element matches the value sent by the UE in a PC8_REQUEST message with the <UNR-discovery-security-parameters-request> element, the UE shall consider the UE-to-network relay discovery security parameters request procedure as rejected.
8.2.X.2.2.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Indication from the transport layer of transmission failure of PC8_REQUEST message (e.g., after TCP retransmission timeout)
	The UE shall close the existing secure connection to the 5G PKMF, establish a new secure connection and then restart the UE-to-network relay discovery security parameters request procedure.
b)	No response from the 5G PKMF after the PC8_REQUEST message has been successfully delivered (e.g., TCP ACK has been received for the PC8_REQUEST message)
	The UE shall retransmit the PC8_REQUEST message.
NOTE:	The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.
[bookmark: _Toc59198979][bookmark: _Toc59198388][bookmark: _Toc525230988][bookmark: _Toc97295844]8.2.X.2.2.7	Abnormal cases in the 5G PKMF
The following abnormal cases can be identified:
a)	Indication from the lower layer of transmission failure of PC8_RESPONSE message
	After receiving an indication from lower layer that the PC8_RESPONSE message has not been successfully acknowledged (e.g., TCP ACK is not received), the 5G PKMF shall abort the procedure.
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