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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[bookmark: _Toc97295804]3.2	Abbreviations
[bookmark: clause4]For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5G DDNMF	5G Direct Discovery Name Management Function
5G ProSe	5G Proximity-based Services
DN	Data Network
DUCK	Discovery User Confidentility Key
DUIK	Discovery User Integrity Key
DUSK	Discovery User Scrambling Key
GFBR	Guaranteed Flow Bit Rate
GPI	GBA Push Information
LSB	Least Significant 8 Bits
MSB	Most Significant 8 Bits
MFBR	Maximum Flow Bit Rate
MIC	Message Integrity Check
NCGI	NG-RAN Cell Global ID
PC5 LINK-AMBR	PC5 Link Aggregated Bit Rate
PDUID	ProSe Discovery UE ID
PKMF	ProSe Key Management Function
PQI	PC5 5QI
ProSeP	5G ProSe Policy
PSDK	Public Safety Discovery Key
RQI	Reflective QoS Indication
RPAUID	Restricted ProSe Application User ID
RSC	Relay Service Code
TTL	Time-To-Live
***** Next change *****
[bookmark: _Toc34388638][bookmark: _Toc34404409][bookmark: _Toc45282238][bookmark: _Toc45882624][bookmark: _Toc51951174][bookmark: _Toc59208928][bookmark: _Toc75734767][bookmark: _Toc82772104][bookmark: _Toc97296033]7.2.10.2	5G ProSe direct link security mode control procedure initiation by the initiating UE
The initiating UE shall meet the following pre-conditions before initiating the 5G ProSe direct link security mode control procedure:
a)	the target UE has initiated a 5G ProSe direct link establishment procedure toward the initiating UE by sending a PROSE DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the PROSE DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the ProSe service identified by the ProSe identifier in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE:
i)	has either identified an existing KNRP based on the KNRP ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
ii)	has decided not to activate security protection based on its UE 5G ProSe direct signalling security policy and the target UE's 5G ProSe direct signalling security policy; or
b)	the target UE has initiated a 5G ProSe direct link re-keying procedure toward the initiating UE by sending a PROSE DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the PROSE DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 2 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE 5G ProSe direct signalling security policy and the target UE's 5G ProSe direct signalling security policy. If the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required". If the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure, the initiating UE:
a)	shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the 5G ProSe direct link is different from the null integrity protection algorithm;
b)	shall not select the null ciphering protection algorithm if the ciphering protection algorithm currently in use for the 5G ProSe direct link is different from the null ciphering protection algorithm;
c)	shall select the null integrity protection algorithm if the integrity protection algorithm currently in use is the null integrity protection algorithm; and
d)	shall select the null ciphering protection algorithm if the ciphering protection algorithm currently in use is the null ciphering protection algorithm.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.536 [37];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [37], and
d)	create a PROSE DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the key establishment information container IE if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the 5G ProSe direct link authentication procedure;
NOTE:	The key establishment information container is provided by upper layers.
2)	shall include the MSB of KNRP ID IE if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this 5G ProSe direct link if the selected integrity protection algorithm is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE 5G ProSe direct signalling security policy received from the target UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; and
7)	shall include the LSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [37] if the selected integrity protection algorithm is not the null integrity protection algorithm.; and
8)	shall include the GPI if received from the 5G PKMF according to the security procedure over user plane as specified in 3GPP TS 33.503 [34], when the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE.
If the security protection of this 5G ProSe direct link is activated, the initiating UE shall form the KNRP-sess ID from the MSB of KNRP-sess ID received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message and the LSB of KNRP-sess ID included in the PROSE DIRECT LINK SECURITY MODE COMMAND message. The initiating UE shall use the KNRP-sess ID to identify the new security context.
After the PROSE DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [37]; an indication of activation of the 5G ProSe direct signalling security protection for the 5G ProSe direct link with the new security context, if applicable, and start timer T5089. The initiating UE shall not send a new PROSE DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5089 is running.
NOTE:	The PROSE DIRECT LINK SECURITY MODE COMMAND message is integrity protected (and not ciphered) at the lower layer using the new security context.
If the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure, the initiating UE shall provide to the lower layers an indication of activation of the 5G ProSe direct user plane security protection for the 5G ProSe direct link with the new security context, if applicable, along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication.


Figure 7.2.10.2.1: 5G ProSe direct link security mode control procedure
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7.2.10.3	5G ProSe direct link security mode control procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK SECURITY MODE COMMAND message, if a new assigned initiating UE's layer-2 ID is included and if the 5G ProSe direct link authentication procedure has not been executed, the target UE shall replace the original initiating UE's layer-2 ID with the new assigned initiating UE's layer-2 ID for 5G ProSe direct communication. The target UE shall check the selected security algorithms IE included in the PROSE DIRECT LINK SECURITY MODE COMMAND message. If "null integrity algorithm" is included in the selected security algorithms IE, the security of this 5G ProSe direct link is not activated. If "null ciphering algorithm" and an integrity algorithm other than "null integrity algorithm" are included in the selected algorithms IE, the signalling ciphering protection is not activated. If the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required", the target UE shall check the selected security algorithms IE in the PROSE DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm. If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the PROSE DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.536 [37]; and
b)	derive NRPIK from KNRP-sess and the selected integrity algorithm as specified in 3GPP TS 33.536 [37].
If the KNRP-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive NRPEK from KNRP-sess and the selected ciphering algorithm as specified in 3GPP TS 33.536 [37].
The target UE shall determine whether or not the PROSE DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking that the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm if the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required";
b)	asking the lower layers to check the integrity of the PROSE DIRECT LINK SECURITY MODE COMMAND message using NRPIK and the selected integrity protection algorithm, if the selected integrity protection algorithm is not the null integrity protection algorithm;
c)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message;
d)	if the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, 
1)	checking that the received UE 5G ProSe direct signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the LSB of KNRP-sess ID included in the PROSE DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE's PROSE DIRECT LINK ESTABLISHMENT REQUEST message; and
e)	if the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure and the integrity protection algorithm currently in use for the 5G ProSe direct link is different from the null integrity protection algorithm, checking that the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the PROSE DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.536 [37]. The target UE shall choose the 2 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received MSB of KNRP ID and its chosen LSB of KNRP ID and shall store the complete KNRP ID with KNRP.
If the GPI is included in the PROSE DIRECT LINK SECURITY MODE COMMAND message and the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall derive the PRUK and obtain the PRUK ID from the GPI, and use the PRUK in deriving the KNRP, according to the security procedure over user plane as specified in 3GPP TS 33.503 [34].
If the target UE accepts the PROSE DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create a PROSE DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters if the direct communication is not for 5G ProSe direct communication between the 5G ProSe layer-2 remote UE and the 5G ProSe layer-2 UE-to-network relay UE;
b)	if IP communication is used and the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router; or
2)	"address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used, the IP address configuration IE is set to "address allocation not supported" and the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [25];
d)	if a new KNRP was derived, shall include the 2 LSBs of KNRP ID; and
e)	if the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, shall include its UE 5G ProSe direct user plane security policy for this 5G ProSe direct link. In the case where the different ProSe services are mapped to the different 5G ProSe direct user plane security policies, when more than one ProSe identifier is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, each of the user plane security polices of those ProSe services shall be compatible, e.g., "user plane integrity protection not needed" and "user plane integrity protection required" are not compatible.
If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall form the KNRP-sess ID from the MSB of KNRP-sess ID it had sent in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message and the LSB of KNRP-sess ID received in the PROSE DIRECT LINK SECURITY MODE COMMAND message. The target UE shall use the KNRP-sess ID to identify the new security context.
After the PROSE DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for 5G ProSe direct communication and the initiating UE's layer-2 ID for 5G ProSe direct communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in 3GPP TS 33.536 [37] , and an indication of activation of the 5G ProSe direct signalling security protection for the 5G ProSe direct link with the new security context, if applicable.
NOTE:	The PROSE DIRECT LINK SECURITY MODE COMPLETE message and further 5G ProSe direct signalling messages are integrity protected and ciphered (if applicable) at the lower layer using the new security context.
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240][bookmark: _Toc45882626][bookmark: _Toc51951176][bookmark: _Toc59208930]If the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure, the target UE shall provide to the lower layers an indication of activation of the 5G ProSe direct user plane security protection for the 5G ProSe direct link with the new security context, if applicable, along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication.
***** Next change *****
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This message is sent by a UE to another peer UE when a 5G ProSe direct link security mode control procedure is initiated. See table 10.3.13.1.1.
Message type:	PROSE DIRECT LINK SECURITY MODE COMMAND
Significance:	dual
Direction:	UE to peer UE
Table 10.3.13.1.1: PROSE DIRECT LINK SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY MODE COMMAND message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Selected security algorithms
	Selected security algorithms
11.3.22
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
11.3.11
	M
	LV
	3-9

	59
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy
11.3.12
	O
	TV
	2

	57
	Nonce_2
	Nonce
11.3.10
	O
	TV
	17

	5D
	LSB of KNRP-sess ID
	LSB of KNRP-sess ID
11.3.15
	O
	TV
	2

	74
	Key establishment information container
	Key establishment information container
11.3.9
	O
	TLV-E
	4-65538

	5A
	MSBs of KNRP ID
	MSBs of KNRP ID
11.3.16
	O
	TV
	3

	ZZ
	GPI
	GPI
11.3.dd
	O
	TLV-E
	n-65538
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[bookmark: _Toc68196375][bookmark: _Toc59209046][bookmark: _Toc51951270][bookmark: _Toc45882720][bookmark: _Toc45282334][bookmark: _Toc97296215]10.3.13.ee	GPI
The UE shall include this IE if received from the 5G PKMF according to the security procedure over user plane as specified in 3GPP TS 33.503 [34], when the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE.
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The GPI information element contains the GBA Push Information used for the security procedure over user plane as specified in 3GPP TS 33.503 [34].
The Key GPI is a type 6 information element.
The GPI information element is coded as shown in figure 11.3.dd.1 and table 11.3.dd.1.
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	6
	5
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	1
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	GPI IEI
	octet 1

	Length of GPI contents
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	octet 2
octet 3

	GPI contents
	octet 4


	[bookmark: _MCCTEMPBM_CRPT33550136___4]
	octet n


Figure 11.3.dd.1: GPI information element
Table 11.3.dd.1: GPI information element
	GPI contents (octet 4 to n)

This field contains the GPI which is encoded as specified in clause 5.3.5 in 3GPP TS 33.223 [rrr].
[bookmark: _MCCTEMPBM_CRPT33550137___7]
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