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	Reason for change:
	The following two ENs:

Editor's note:	It is FFS what are the types of 5G ProSe remote UE identities that can be included in the REMOTE UE REPORT message as this is waiting for stage-2 definitions.

Editor's note:	It is FFS what are the 5G ProSe remote UE identities that can be included in the Remote UE context list. Depending on the conclusion of this topic, the User identity field needs to be defined and also the Length of user identity is subject to change.
were added to capture the uncertainty regarding the possible UE identities of the 5G ProSe Remote UE that can be reported to the network.

Now in light with what SA3 WG has defined for the security requirements for UE-to-network relay in TS 33.501, it is proposed to resolve the above ENs considering the following observations:

A) According to both the user plane security solution and the control plane security solution defined for the UE-to-network relay in TS 33.503 (in clauses 6.3.3.2.2 and 6.3.3.3.2), the Remote UE needs to have at least a SUCI that was successfully assigned to it by the network while it was in coverage. This is because the Remote UE needs to include that SUCI in the DCR message towards the Relay UE, in order to assist the PKMF/AMF afterwards in retrieving the Remote UE context and proceeding with authorization and security keys establishment of the Remote UE.

B) The following is stated in clause 6.5.1.1 in TS 23.304:

7.	The 5G ProSe Layer-3 UE-to-Network Relay shall send a Remote UE Report (Remote User ID, Remote UE info) message to the SMF for the PDU Session associated with the relay. The Remote User ID is an identity of the 5G ProSe Layer-3 Remote UE user that was successfully connected in step 4. (…). The SMF stores the Remote User IDs and the related Remote UE info in the 5G ProSe Layer-3 UE-to-Network Relay's SM context for this PDU Session associated with the relay.
So it is clear that the SMF would need this identity to make an association between that established PDU session used for relaying and the Remote UE. Before reaching that step, the Remote UE should have successfully passed the Authorization and Security procedures as described in bullet A) above. Hence here the Remote User ID indicated in the text above can be the SUCI. 

C) Beside having the SUCI as the reported remote UE ID, the Remote UE may also optionally choose to report some extra identities such as IMEI and IMEISV (similar to the LTE ProSe case) that may assist the network in retrieving the UE data.

Giving the above observations, it is proposed to define the possible Remote UE Identities that can be sent to the network in the Remote UE Report procedure to be the SUCI, IMEI and IMEISV.


	
	

	Summary of change:
	Resolving the two ENs, and defining the possible Remote UE Identities that can be sent to the network in the Remote UE Report procedure to be the SUCI, IMEI and IMEISV.

	
	

	Consequences if not approved:
	ENs are not resolved, and no definition exists for the possible Remote UE identities that can be reported to the network.
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***** First change *****
[bookmark: _Toc20218172][bookmark: _Toc27744057][bookmark: _Toc35959629][bookmark: _Toc45203062][bookmark: _Toc45700438][bookmark: _Toc51920174][bookmark: _Toc68251234][bookmark: _Toc74916211][bookmark: _Toc98753660]6.6.2.2	Remote UE report procedure initiation
In order to initiate the 5G ProSe remote UE report procedure, the UE shall create a REMOTE UE REPORT message.
The UE shall include information of newly connected or disconnected 5G ProSe remote UEs to the network in the REMOTE UE REPORT message by setting the values of the Remote UE context connected IE or the Remote UE context disconnected IE to the 5G ProSe remote UE identities that are being connected or disconnected, respectively.
Editor's note:	It is FFS what are the types of 5G ProSe remote UE identities that can be included in the REMOTE UE REPORT message as this is waiting for stage-2 definitions.
The UE shall set the PDU session ID IE to the value of the PDU session associated with the 5G ProSe remote UE connected to the 5G ProSe layer-3 UE-to-network relay UE or disconnected from the 5G ProSe layer-3 UE-to-network relay UE.
The UE shall allocate a PTI value currently not used and shall set the PTI IE of the REMOTE UE REPORT message to the allocated PTI value.
The UE shall transport the REMOTE UE REPORT message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, and the UE shall start timer T3586 (see example in figure 6.6.2.2.1).



Figure 6.6.2.2.1: Remote UE report procedure
***** Next change *****
[bookmark: _Toc98754262]9.11.4.29	Remote UE context list
The purpose of the Remote UE context list information element is to provide identity and optionally IP address of a 5G ProSe remote UE connected to, or disconnected from, a UE acting as a 5G ProSe layer-3 UE-to-network relay.
The Remote UE context list information element is coded as shown in figure 9.11.4.29.1, figure 9.11.4.29.2, table 9.11.4.29.1 and table 9.11.4.29.2.
The Remote UE context list is a type 6 information element with a minimum length of 16 octets and a maximum length of 65538 octets.
Editor's note:	It is FFS what are the 5G ProSe remote UE identities that can be included in the Remote UE context list. Depending on the conclusion of this topic, the User identity field needs to be defined and also the Length of user identity is subject to change.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Remote UE context list IEI
	octet 1

	Length of remote UE context list contents
	octet 2

	
	octet 3

	Number of remote UE contexts
	octet 4

	
Remote UE context 1
	octet 5

	
	

	
	octet a

	
…

	octet a+1*

octet b*

	
Remote UE context k
	octet b+1*

	
	

	
	octet c*



Figure 9.11.4.29.1: Remote UE context list
Table 9.11.4.29.1: Remote UE context list
	Remote UE context (octet 5 etc)

	

	The contents of remote UE context are applicable for one individual UE and are coded as shown in figure 9.11.4.29.2 and table 9.11.4.29.2.

	



	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of remote UE context
	octet 5

	Number of user identities
	octet 6

	Length of user identity 1
	octet 7

	
User identity 1

	octet 8

	
	
octet q

	
…

	

	Length of user identity v
	octet m*

	
User identity v

	octet m+1*

	
	
Octet j*

	Spare
	Port type
	Protocol used by remote UE
	octet j+1*

	
Address information

	octet j+2*

octet j+k*



Figure 9.11.4.29.2: Remote UE context
Table 9.11.4.29.2: Remote UE context list information element
	User identity (octet 8 to octet q)

	

	The User identity is coded as the 5GS mobile identity described in clause 9.11.3.4 starting from octet 4, where the possible values for the Type of identity are SUCI, IMEI and IMEISV.

	

	Protocol used by remote UE (octet j+1, bits 1 to 3)
Bits

	3
	2
	1
	
	

	0
	0
	0
	
	No IP info

	0
	0
	1
	
	IPv4

	0
	1
	0
	
	IPv6

	1
	0
	0
	
	Unstructured

	1
	0
	1
	
	Ethernet

	All other values are reserved.

	

	Port type (octet j+1, bits 4)

	Bit

	4
	
	

	0
	
	UDP port

	1
	
	TCP port

	

	Bits 5 to 8 of octet j+1 are spare and shall be coded as zero.

	

	If the Protocol used by remote UE indicates IPv4, the Address information in octet j+2 to octet j+7 contains the IPv4 address and port number. The type of the port number is indicated with the value set in bit 4 of octet j+1. Bit 8 of octet j+2 represents the most significant bit of the IP address and bit 1 of octet j+5 the least significant bit. Bit 8 of octet j+6 represents the most significant bit of the port number and bit 1 of octet j+7 the least significant bit.

If the Protocol used by remote UE indicates IPv6, the Address information in octet j+2 to octet j+9 contains the /64 IPv6 prefix of a remote UE. Bit 8 of octet j+2 represents the most significant bit of the /64 IPv6 prefix and bit 1 of octet j+9 the least significant bit.

If the Protocol used by remote UE indicates Ethernet, the Address information in octet j+2 to octet j+7 contains the remote UE MAC address. Bit 8 of octet j+2 represents the most significant bit of the MAC address and bit 1 of octet j+7 the least significant bit.

If the Protocol used by remote UE indicates Unstructured, the Address information octets are not included.

If the Protocol used by remote UE indicates No IP info, the Address information octets are not included

	



***** End of changes *****
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