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* * * First Change * * * *
[bookmark: _Toc27746901][bookmark: _Toc36213085][bookmark: _Toc20232798][bookmark: _Toc51948196][bookmark: _Toc36657262][bookmark: _Toc51949288][bookmark: _Toc98753593][bookmark: _Toc45286927]6.3.1.1	General
The purpose of the PDU session authentication and authorization procedure is to enable the DN:
a)	to authenticate the upper layers of the UE, when establishing the PDU session;
b)	to authorize the upper layers of the UE, when establishing the PDU session;
c)	both of the above; or
d)	to re-authenticate the upper layers of the UE after establishment of the PDU session; or
x)	to authenticate the 5G ProSe layer-3 remote UE after establishment of the PDU session.
The PDU session authentication and authorization procedure can be performed only during or after the UE-requested PDU session procedure establishing a non-emergency PDU session. The PDU session authentication and authorization procedure shall not be performed during or after the UE-requested PDU session establishment procedure establishing an emergency PDU session.
The upper layers store the association between a DNN and corresponding credentials, if any, for the PDU session authentication and authorization.
The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [34].
EAP has defined four types of EAP messages:
a)	an EAP-request message;
b)	an EAP-response message;
c)	an EAP-success message; and
d)	an EAP-failure message.
The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message of the PDU EAP message reliable transport procedure.
The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message of the PDU EAP message reliable transport procedure.
If the PDU session authentication and authorization procedure is performed during the UE-requested PDU session establishment procedure:
a)	and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.
b)	and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure:
a)	and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure.
b)	and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the PDU SESSION RELEASE COMMAND message of the network-requested PDU session release procedure.
If the PDU session authentication and authorization procedure is performed for the 5G ProSe layer-3 remote UE via 5G ProSe layer-3 UE-to-network relay as specified in 3GPP TS 33.503 [56]:
a)	and the DN authentication of the 5G ProSe layer-3 UE completes successfully, the EAP-success message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure; and
b)	and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure.
There can be several rounds of exchange of an EAP-request message and a related EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session (see example in figure 6.3.1.1).
The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value.
NOTE:	The PDU session authentication and authorization procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer of the SMF do not occur.



Figure 6.3.1.1: PDU session authentication and authorization procedure

* * * Next Change * * * *
[bookmark: _Toc36657264][bookmark: _Toc27746903][bookmark: _Toc20232800][bookmark: _Toc36213087][bookmark: _Toc45286929][bookmark: _Toc51949290][bookmark: _Toc98753595][bookmark: _Toc51948198]6.3.1.2.1	PDU EAP message reliable transport procedure initiation
In order to initiate the PDU EAP message reliable transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION COMMAND message.
The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION COMMAND message to "No procedure transaction identity assigned".
The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message to the EAP-request message provided by the DN or generated locally.
If the PDU EAP message reliable transport procedure is initiated for the 5G ProSe layer-3 remote UE via 5G ProSe layer-3 UE-to-network relay, the SMF shall include the remote UE identity IE set with the 5G ProSe layer-3 remote UE identity received from the REMOTE UE REPORT REQUEST message.
The SMF shall send the PDU SESSION AUTHENTICATION COMMAND message, and the SMF shall start timer T3590 (see example in figure 6.3.1.1).
Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message, if the UE provided a DNN during the PDU session establishment, the UE shall stop timer T3396, if it is running for the DNN provided by the UE. If the UE did not provide a DNN during the PDU session establishment, the UE shall stop the timer T3396 associated with no DNN if it is running.
Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message, if the UE provided an S-NSSAI and a DNN during the PDU session establishment, the UE shall stop timer T3584, if it is running for the [S-NSSAI of the PDU session, DNN] combination. If the UE provided a DNN but did not provide an S-NSSAI during the PDU session establishment, the UE shall stop timer T3584, if it is running for the same [no S-NSSAI, DNN] combination provided by the UE. If the UE provided an S-NSSAI but did not provide a DNN during the PDU session establishment, the UE shall stop timer T3584, if it is running for the same [S-NSSAI, no DNN] combination provided by the UE. If the UE provided neither a DNN nor an S-NSSAI during the PDU session establishment, the UE shall stop timer T3584, if it is running for the same [no S-NSSAI, no DNN] combination provided by the UE. The timer T3584 to be stopped includes the timer T3584 applied for all the PLMNs, if running, and the timer T3584 applied for the registered PLMN, if running.
Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message, if the UE provided an S-NSSAI during the PDU session establishment, the UE shall stop timer T3585, if it is running for the S-NSSAI of the PDU session. If the UE did not provide an S-NSSAI during the PDU session establishment, the UE shall stop the timer T3585 associated with no S-NSSAI if it is running. The timer T3585 to be stopped includes the timer T3585 applied for all the PLMNs, if running, and the timer T3585 applied for the registered PLMN, if running.
NOTE 1:	Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message for a PDU session, if the UE provided a DNN (or no DNN) and an S-NSSAI (or no S-NSSAI) when the PDU session is established, timer T3396 associated with the DNN (or no DNN, if no DNN was provided by the UE) is running, and timer T3584 associated with the DNN (or no DNN, if no DNN was provided by the UE) and the S-NSSAI (or no S-NSSAI, if no S-NSSAI was provided by the UE) is running, then the UE stops both the timer T3396 and the timer T3584.
NOTE 2:	Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message for a PDU session, if the UE provided a DNN (or no DNN) and an S-NSSAI (or no S-NSSAI) when the PDU session is established, timer T3585 associated with the S-NSSAI (or no S-NSSAI, if no S-NSSAI was provided by the UE) is running, and timer T3584 associated with the DNN (or no DNN, if no DNN was provided by the UE) and the S-NSSAI (or no S-NSSAI, if no S-NSSAI was provided by the UE) is running, then the UE stops both the timer T3585 and the timer T3584.
Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE: 
-	passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message; or
-	passes to the 5G ProSe layer-3 remote UE the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message if the remote UE identity IE is included in the PDU SESSION AUTHENTICATION COMMAND message. 
Apart from this action and the stopping of timers T3396, T3584 and T3485 (if running), the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
[bookmark: _Toc45286930][bookmark: _Toc36657265][bookmark: _Toc51949291][bookmark: _Toc98753596][bookmark: _Toc20232801][bookmark: _Toc27746904][bookmark: _Toc36213088][bookmark: _Toc51948199]6.3.1.2.2	PDU EAP message reliable transport procedure accepted by the UE
When the upper layers provide an EAP-response message responding to the received EAP-request message, the UE shall create a PDU SESSION AUTHENTICATION COMPLETE message.
For the PDU EAP message reliable transport procedure is initiated for the 5G ProSe layer-3 remote UE via 5G ProSe layer-3 UE-to-network relay, when the 5G ProSe layer-3 remote UE provides an EAP-response message responding to the received EAP-request message, the UE shall create a PDU SESSION AUTHENTICATION COMPLETE message and include the remote UE identity IE set with the 5G ProSe layer-3 remote UE identity received from the PDU SESSION AUTHENTICATION COMMAND message.
The UE shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the EAP-response message.
The UE shall transport the PDU SESSION AUTHENTICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
Upon receipt of a PDU SESSION AUTHENTICATION COMPLETE message, the SMF shall stop timer T3590 and provides the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the DN or handles it locally.

[bookmark: _Toc36213092][bookmark: _Toc45286934][bookmark: _Toc20232805][bookmark: _Toc98753600][bookmark: _Toc27746908][bookmark: _Toc36657269][bookmark: _Toc51948203][bookmark: _Toc51949295]* * * Next Change * * * *
6.3.1.3.1	PDU EAP result message transport procedure initiation
PDU EAP result message transport procedure is initiated by the SMF if: 
-	the PDU session authentication and authorization procedure is performed after the PDU session is established and the DN authentication of the UE completes successfully; or
-	the PDU session authentication and authorization procedure is performed for the 5G ProSe layer-3 remote UE via 5G ProSe layer-3 UE-to-network relay as specified in 3GPP TS 33.503 [56] and the DN authentication of the UE completes successfully or unsuccessfully.
In order to initiate the PDU EAP result message transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION RESULT message.
The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION RESULT message to "No procedure transaction identity assigned".
If the PDU session authentication and authorization procedure is performed for the 5G ProSe layer-3 remote UE via 5G ProSe layer-3 UE-to-network relay as specified in 3GPP TS 33.503 [56], the SMF:
-	shall set the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message to the EAP-success message or the EAP-failure provided by the DN;
-	shall include the remote UE identity IE set with the 5G ProSe layer-3 remote UE identity received from the PDU SESSION AUTHENTICATION COMPLETE message; and
-	may set the PDLRI bit to "ProSe direct link release required" in the remote UE identity IE if the SMF wants to indicate the UE to release the ProSe direct link with the 5G ProSe layer-3 remote UE when the EAP-failure is provided by the DN.
Otherwise, Tthe SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message to the EAP-success message provided by the DN.
The SMF shall send the PDU SESSION AUTHENTICATION RESULT message.
Upon receipt of a PDU SESSION AUTHENTICATION RESULT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE: 
-	passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message; or
-	passes to the 5G ProSe layer-3 remote UE the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message if the remote UE identity IE is included in the PDU SESSION AUTHENTICATION COMMAND message. 
Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

* * * Next Change * * * *
[bookmark: _Toc20233118][bookmark: _Toc27747238][bookmark: _Toc36213429][bookmark: _Toc36657606][bookmark: _Toc45287279][bookmark: _Toc51948554][bookmark: _Toc51949646][bookmark: _Toc98754005]8.3.4.1	Message definition
The PDU SESSION AUTHENTICATION COMMAND message is sent by the SMF to the UE for authentication of the UE establishing the PDU session or of the UE participating in the PDU session. See table 8.3.4.1.1.
Message type:	PDU SESSION AUTHENTICATION COMMAND
Significance:	dual
Direction:	network to UE
Table 8.3.4.1.1: PDU SESSION AUTHENTICATION COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMMAND message identity
	Message type
9.7
	M
	V
	1

	
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.11.4.6
	O
	TLV-E
	4-65538

	xx
	Remote UE identity
	Remote UE context list
9.11.4.29
	O
	TLV-E
	TBD



8.3.4.x	Remote UE identity
This IE shall be included when the external DN performs authentication and authorization of the 5G ProSe layer-3 remote UE.

[bookmark: _Toc20233121][bookmark: _Toc27747241][bookmark: _Toc36213432][bookmark: _Toc36657609][bookmark: _Toc45287282][bookmark: _Toc51948557][bookmark: _Toc51949649][bookmark: _Toc98754008]* * * Next Change * * * *
8.3.5.1	Message definition
The PDU SESSION AUTHENTICATION COMPLETE message is sent by the UE to the SMF in response to the PDU SESSION AUTHENTICATION COMMAND message and indicates acceptance of the PDU SESSION AUTHENTICATION COMMAND message. See table 8.3.5.1.1.
Message type:	PDU SESSION AUTHENTICATION COMPLETE
Significance:	dual
Direction:	UE to network
Table 8.3.5.1.1: PDU SESSION AUTHENTICATION COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMPLETE message identity
	Message type
9.7
	M
	V
	1

	
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.11.4.6
	O
	TLV-E
	4-65538

	xx
	Remote UE identity
	Remote UE context list
9.11.4.29
	O
	TLV-E
	TBD



8.3.5.x	Remote UE identity
This IE shall be included when the external DN performs authentication and authorization of the 5G ProSe layer-3 remote UE.

[bookmark: _Toc36213435][bookmark: _Toc27747244][bookmark: _Toc51948560][bookmark: _Toc51949652][bookmark: _Toc45287285][bookmark: _Toc20233124][bookmark: _Toc98754011][bookmark: _Toc36657612]* * * Next Change * * * *
8.3.6.1	Message definition
The PDU SESSION AUTHENTICATION RESULT message is sent by the SMF to the UE for indication of successful result of authentication of the UE participating in the PDU session. See table 8.3.6.1.1.
Message type:	PDU SESSION AUTHENTICATION RESULT
Significance:	dual
Direction:	network to UE
Table 8.3.6.1.1: PDU SESSION AUTHENTICATION RESULT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION RESULT message identity
	Message type
9.7
	M
	V
	1

	78
	EAP message
	EAP message
9.11.2.2
	O
	TLV-E
	7-1503

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.11.4.6
	O
	TLV-E
	4-65538

	xx
	Remote UE identity
	Remote UE context list
9.11.4.29
	O
	TLV-E
	TBD



[bookmark: _Toc98754012][bookmark: _Toc51949653][bookmark: _Toc36213436][bookmark: _Toc51948561][bookmark: _Toc27747245][bookmark: _Toc20233125][bookmark: _Toc45287286][bookmark: _Toc36657613]* * * Next Change * * * *
8.3.6.2	EAP message
This IE shall be included: 
-	when the external DN performs authentication and authorization of the UE using EAP and it completes successfully; or
-	when the external DN performs authentication and authorization of the 5G ProSe layer-3 remote UE using EAP and it completes successfully or unsuccessfully.
8.3.6.x	Remote UE identity
This IE shall be included when the external DN performs authentication and authorization of the 5G ProSe layer-3 remote UE.
[bookmark: _Toc20233174][bookmark: _Toc36657664][bookmark: _Toc51948614][bookmark: _Toc27747296][bookmark: _Toc98754069][bookmark: _Toc36213487][bookmark: _Toc45287339][bookmark: _Toc51949706]* * * Next Change * * * *
8.3.14.1	Message definition
The PDU SESSION RELEASE COMMAND message is sent by the SMF to the UE to indicate a release of a PDU session. See table 8.3.14.1.1.
Message type:	PDU SESSION RELEASE COMMAND
Significance:	dual
Direction:	network to UE
Table 8.3.14.1.1: PDU SESSION RELEASE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION RELEASE COMMAND message identity
	Message type
9.7
	M
	V
	1

	
	5GSM cause
	5GSM cause
9.11.4.2
	M
	V
	1

	37
	Back-off timer value
	GPRS timer 3
9.11.2.5
	O
	TLV
	3

	78
	EAP message
	EAP message
9.11.2.2
	O
	TLV-E
	7-1503

	61
	5GSM congestion re-attempt indicator
	5GSM congestion re-attempt indicator
9.11.4.21
	O
	TLV
	3

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.11.4.6
	O
	TLV-E
	4-65538

	D-
	Access type
	Access type
9.11.2.1A
	O
	TV
	1

	72
	Service-level-AA container
	Service-level-AA container
9.11.2.10
	O
	TLV-E
	6-n

	xx
	Remote UE identity
	Remote UE context list
9.11.4.29
	O
	TLV-E
	TBD



8.3.14.x	Remote UE identity
This IE shall be included when the external DN performs authentication and authorization of the 5G ProSe layer-3 remote UE and it completes unsuccessfully.

[bookmark: _Toc98754262]* * * Next Change * * * *
9.11.4.29	Remote UE context list
The purpose of the Remote UE context list information element is to provide identity and optionally IP address of a 5G ProSe remote UE connected to, or disconnected from, a UE acting as a 5G ProSe layer-3 UE-to-network relay.
The Remote UE context list information element is coded as shown in figure 9.11.4.29.1, figure 9.11.4.29.2, table 9.11.4.29.1 and table 9.11.4.29.2.
The Remote UE context list is a type 6 information element with a minimum length of 16 octets and a maximum length of 65538 octets.
Editor's note:	It is FFS what are the 5G ProSe remote UE identities that can be included in the Remote UE context list. Depending on the conclusion of this topic, the User identity field needs to be defined and also the Length of user identity is subject to change.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Remote UE context list IEI
	octet 1

	Length of remote UE context list contents
	octet 2

	
	octet 3

	Number of remote UE contexts
	octet 4

	
Remote UE context 1
	octet 5

	
	

	
	octet a

	
…

	octet a+1*

octet b*

	
Remote UE context k
	octet b+1*

	
	

	
	octet c*



Figure 9.11.4.29.1: Remote UE context list
Table 9.11.4.29.1: Remote UE context list
	Remote UE context (octet 5 etc)

	

	The contents of remote UE context are applicable for one individual UE and are coded as shown in figure 9.11.4.29.2 and table 9.11.4.29.2.

	



	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of remote UE context
	octet 5

	Number of user identities
	octet 6

	Length of user identity 1
	octet 7

	
User identity 1

	octet 8

	
	
octet q

	
…

	

	Length of user identity v
	octet m*

	
User identity v

	octet m+1*

	
	
Octet j*

	Spare
	PDLRI
	Port type
	Protocol used by remote UE
	octet j+1*

	
Address information

	octet j+2*

octet j+k*



Figure 9.11.4.29.2: Remote UE context
Table 9.11.4.29.2: Remote UE context list information element
	User identity (octet 8 to octet q)

	

	

	

	Protocol used by remote UE (octet j+1, bits 1 to 3)
Bits

	3
	2
	1
	
	

	0
	0
	0
	
	No IP info

	0
	0
	1
	
	IPv4

	0
	1
	0
	
	IPv6

	1
	0
	0
	
	Unstructured

	1
	0
	1
	
	Ethernet

	All other values are reserved.

	

	Port type (octet j+1, bits 4)

	Bit

	4
	
	

	0
	
	UDP port

	1
	
	TCP port

	

	PDLRI (ProSe direct link release indication) (octet j+1, bits 5)

	Bit

	5
	
	

	0
	
	ProSe direct link release not required

	1
	
	ProSe direct link release required

	

	Bits 65 to 8 of octet j+1 are spare and shall be coded as zero.

	

	If the Protocol used by remote UE indicates IPv4, the Address information in octet j+2 to octet j+7 contains the IPv4 address and port number. The type of the port number is indicated with the value set in bit 4 of octet j+1. Bit 8 of octet j+2 represents the most significant bit of the IP address and bit 1 of octet j+5 the least significant bit. Bit 8 of octet j+6 represents the most significant bit of the port number and bit 1 of octet j+7 the least significant bit.

If the Protocol used by remote UE indicates IPv6, the Address information in octet j+2 to octet j+9 contains the /64 IPv6 prefix of a remote UE. Bit 8 of octet j+2 represents the most significant bit of the /64 IPv6 prefix and bit 1 of octet j+9 the least significant bit.

If the Protocol used by remote UE indicates Ethernet, the Address information in octet j+2 to octet j+7 contains the remote UE MAC address. Bit 8 of octet j+2 represents the most significant bit of the MAC address and bit 1 of octet j+7 the least significant bit.

If the Protocol used by remote UE indicates Unstructured, the Address information octets are not included.

If the Protocol used by remote UE indicates No IP info, the Address information octets are not included

	



* * * End of Changes * * * *
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