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1. Introduction
As specified in clause 6.6.3.1 of TS 33.303,
"There are two types of ProSe Public Safety Discovery described in TS 23.303 [2]: Relay Discovery (including the additonal Discovery messages) and Group Member Discovery. The security measures for both of these are identical and are reusing the following aspects:
-
the key provisioning mechanism that ProSe one-to-many commuication uses, whereby a root key is fetched (the PGK – see subclause 6.2.3.1 of the present specification) along with associated security information; and
-
the mechanisms defined for restricted discovery in terms of protecting the discovery messages over the air (see subclause 6.1.3.4.3 of the present specification with the needed DUIK, DUCK and DUSKs derived from the root key). It is optional to support scrambling for Public Safety Discovery."

Also as specified in clause 6.6.7 of TS 33.303,
"The protection of ProSe Public Safety Discovery Message over PC5 is very similar to that of Restricted Discovery. When sending and receieving a discovery message, the UE uses the PSDK that has not expired (using the time in the UTC based counter associated with the discovery slot to check expiry) and has the earliest expiration time to derive the needed subkeys for the security of that message. 

In order to protect the discovery messages over PC5, the UE first calculates the necessary (as indicated in the security meta-data) DUSK, DUCK and DUIK for the particular discovery using the appropriate PSDK. …
A sending UE then follows subclause 6.1.3.4.3.2, while a receiving UE follows subclause 6.1.3.4.3.3 except that it never sends the discovery message to the ProSe Function for MIC checking."
Based on the above descriptions, updates and corrections are proposed to group member discovery procedures over PC5 interface, to remove the Editor's notes related to security.
2. Reason for Change
Update TS 24.554 to align with the latest progress in SA3. 
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 v1.1.0.
* * * First Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5G DDNMF
5G Direct Discovery Name Management Function
5G ProSe
5G Proximity-based Services

DN
Data Network
DUCK
Discovery User Confidentility Key
DUIK
Discovery User Integrity Key
DUSK
Discovery User Scrambling Key
GFBR
Guaranteed Flow Bit Rate
LSB
Least Significant 8 Bits
MSB
Most Significant 8 Bits

MFBR
Maximum Flow Bit Rate

MIC
Message Integrity Check
NCGI
NG-RAN Cell Global ID

PC5 LINK-AMBR
PC5 Link Aggregated Bit Rate

PDUID
ProSe Discovery UE ID

PKMF
ProSe Key Management Function
PQI
PC5 5QI
ProSeP
5G ProSe Policy
PSDK
Public Safety Discovery Key
RQI
Reflective QoS Indication
RPAUID
Restricted ProSe Application User ID
RSC
Relay Service Code
TTL
Time-To-Live
* * * Next Change * * * *

6.2.15.2.1.2
Announcing UE procedure for group member discovery initiation

The UE is authorised to perform the announcing UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery using announcing procedure when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery using announcing in the PLMN indicated by the serving cell; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed " as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform 5G ProSe direct discovery using announcing when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE 1:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for 5G ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the application layer group ID identifying the application layer group to be announced and with the User info ID for the group member discovery parameter;

otherwise, the UE is not authorised to perform the announcing UE procedure for group member discovery procedure.

Figure 6.2.15.2.1.2.1 illustrates the interaction of the UEs in the announcing UE procedure for group member discovery.
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Figure 6.2.15.2.1.2.1: Announcing UE procedure for group member discovery

When the UE is triggered by an upper layer application to announce availability in a discovery group, if the UE is authorised to perform the announcing UE procedure for group member discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11];

b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

c)
shall generate a PROSE PC5 DISCOVERY message for group member discovery announcement. In the PROSE PC5 DISCOVERY message for group member discovery announcement, the UE:

1)
shall set the announcer info parameter to the User info ID for the group member discovery parameter; and

2)
shall set the application layer group ID parameter to the application layer group ID parameter identifying the discovery group to be announced;

3)
shall include the MIC filed computed as described in 3GPP TS 33.503 [34], by using the UTC-based counter and the DUIK contained in the <restricted-announce-response> element of the DISCOVERY_RESPONSE message;

4)
shall set the 4 least significant bits of UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter; 
5)
shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.5; and

6)
may include the Metadata IE to provide the application layer discovery message;

d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303[36];


e)
shall apply one of the following to determine the destination layer-2 ID:

1)
if the application layer group ID has a configured layer-2 group ID as specified in clause 5.2.3, set the destination layer-2 ID to the layer-2 group ID; or

2)
otherwise, convert the application layer group ID into a destination layer-2 ID as following:

i)
to use the group identifier as the input to the SHA-256 hashing algorithm as specified in ISO/IEC 10118-3:2018 [28]; and

ii)
to use the 24 least significant bits of the 256 bits of the output as destination layer-2 ID;

NOTE 2:
SHA-256 hashing algorithm is implemented in the ME.
f)
shall self-assign a source layer-2 ID for sending the group member discovery announcement message; and

g)
shall pass the resulting PROSE PC5 DISCOVERY message for group member discovery announcement along with the source layer-2 ID and the destination layer-2 ID to the lower layers for transmission over the PC5 interface.

The announcing UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message to the lower layers for transmission until the announcing UE is triggered by an upper layer application to stop announcing availability in a discovery group, or until the UE stops being authorised to perform the announcing UE procedure for group member discovery.

* * * Next Change * * * *

6.2.15.2.1.4
Monitoring UE procedure for group member discovery initiation

The UE is authorised to perform the monitoring UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery using monitoring when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery monitoring in at least one PLMN; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform 5G ProSe direct discovery using monitoring when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE 1:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for 5G ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the application layer group ID parameter identifying the discovery group to be monitored;

otherwise, the UE is not authorised to perform the monitoring UE procedure for group member discovery.

Figure 6.2.15.2.1.4.1 illustrates the interaction of the UEs in the monitoring UE procedure for group member discovery.
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Figure 6.2.15.2.1.4.1: Monitoring UE procedure for group member discovery

When the UE is triggered by an upper layer application to monitor proximity of other UEs in a discovery group, and if the UE is authorised to perform the monitoring UE procedure for group member discovery, then the UE shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY message as following:

a)
if the application layer group ID has a configured layer-2 group ID as specified in clause 5.2.3, the UE shall monitor for PROSE PC5 DISCOVERY message with the layer-2 group ID as specified in clause 5.2.3; or

b)
otherwise, the UE shall convert the application layer group ID into a destination layer-2 ID, and shall monitor for PROSE PC5 DISCOVERY message with the converted destination layer-2 ID. The UE shall convert the application layer group ID into a destination layer-2 ID as following:

1)
to use the group identifier as the input to the SHA-256 hashing algorithm as specified in ISO/IEC 10118-3:2018 [28]; and

2)
to use the 24 least significant bits of the 256 bits of the output as destination layer-2 ID.

NOTE 2:
SHA-256 hashing algorithm is implemented in the ME.

Upon reception of a PROSE PC5 DISCOVERY message for group member discovery announcement, for the target application layer group ID of the discovery group to be monitored, the UE shall use the associated DUSK, if configured or calculated using the PSDK, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [36]. Then, if a DUCK is configured or calculated using the PSDK, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.303 [36]. Finally, if a DUIK is configured or calculated using the PSDK, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for group member discovery announcement.

NOTE 3:
The use of an erroneous UTC-based counter for processing received PROSE PC5 DISCOVERY messages at the ProSe-enabled UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled UE ensures the accuracy of the UTC-based counter is left to UE implementation.

Then if the application layer group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery announcement is the same as the configured application layer group ID parameter as specified in clause 5, the UE shall consider that other UE in the discovery group the UE seeks to monitor has been discovered.


* * * Next Change * * * *

6.2.15.2.2.2
Discoverer UE procedure for group member discovery initiation

The UE is authorised to perform the discoverer UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery discoverer operation when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery discoverer operation in the PLMN indicated by the serving cell; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform 5G ProSe direct discovery discoverer operation when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for 5G ProSe direct discovery use when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE 1:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for 5G ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the application layer group ID parameter identifying the discovery group to be solicited and with the User info ID for the group member discovery parameter;

otherwise, the UE is not authorised to perform the discoverer UE procedure for group member discovery.

Figure 6.2.15.2.2.2.1 illustrates the interaction of the UEs in the discoverer UE procedure for group member discovery.
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Figure 6.2.15.2.2.2.1: Discoverer UE procedure for group member discovery

When the UE is triggered by an upper layer application to solicit proximity of other UEs in a discovery group, and if the UE is authorised to perform the discoverer UE procedure for group member discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11];

b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

c)
shall generate a PROSE PC5 DISCOVERY message for group member discovery solicitation. In the PROSE PC5 DISCOVERY message for group member discovery solicitation, the UE:

1)
shall set the discoverer info parameter to the user info ID for the group member discovery parameter;

2)
shall set the application layer group ID parameter to the application layer group ID parameter identifying the discovery group to be solicited;

3)
shall set the target user info parameter to the target info, if the target information is provided by the upper layers to identify a specific group member of the application layer group identified by the configured application layer group ID;

4)
shall include the MIC filed computed as described in 3GPP TS 33.503 [34] by using the UTC-based counter and the DUIK contained in the <restricted-discoverer-response> element of the DISCOVERY_RESPONSE message;

5)
shall set the 4 least significant bits of UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter; and

6)
shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.6;
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [36];


e)
shall apply one of the following to determine the destination layer-2 ID:

1)
if the application layer group ID has a configured layer-2 group ID as specified in clause 5.2.3, set the destination layer-2 ID to the layer-2 group ID; or

2)
otherwise, convert the application layer group ID into a destination layer-2 ID as following:

i)
to use the group identifier as the input to the SHA-256 hashing algorithm as specified in ISO/IEC 10118-3:2018 [28]; and

ii)
to use the 24 least significant bits of the 256 bits of the output as destination layer-2 ID;

NOTE 2:
SHA-256 hashing algorithm is implemented in the ME.

f)
shall self-assign a source layer-2 ID for sending the group member discovery solicitation message; and

g)
shall pass the resulting PROSE PC5 DISCOVERY message for group member discovery solicitation along with the source layer-2 ID and destination layer-2 ID to the lower layers for transmission over the PC5 interface.

The UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message to the lower layers for transmission with an indication that the message until the UE is triggered by an upper layer application to stop soliciting proximity of other UEs in a discovery group, or until the UE stops being authorised to perform the discoverer UE procedure for group member discovery. 

Upon reception of a PROSE PC5 DISCOVERY message for group member discovery response, for the target application layer group ID of the discovery group to be discovered, the UE shall use the associated DUSK, if configured or calculated using the PSDK, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [36]. Then, if a DUCK is configured or calculated using the PSDK, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.303 [36]. Finally, if a DUIK is configured or calculated using the PSDK, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for group member discovery response.

Then if the application layer group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery response is the same as the application layer group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery solicitation, the UE shall consider that other UE in the discovery group the UE seeks to discover has been discovered.


* * * Next Change * * * *

6.2.15.2.2.4
Discoveree UE procedure for group member discovery initiation

The UE is authorised to perform the discoveree UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery discoveree operation when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery discoveree operation in the PLMN(s) indicated by the serving cell; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform 5G ProSe direct discovery discoveree operation when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for 5G ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the application layer group ID parameter identifying the discovery group to be responded to and with the User info ID for the group member discovery parameter;

otherwise, the UE is not authorised to perform the discoveree UE procedure for group member discovery.

Figure 6.2.15.2.2.4.1 illustrates the interaction of the UEs in the discoveree UE procedure for group member discovery.
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Figure 6.2.15.2.2.4.1: Discoveree UE procedure for group member discovery

When the UE is triggered by an upper layer application to start responding to solicitation on proximity of a UE in a discovery group, and if the UE is authorised to perform the discoveree UE procedure for group member discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11]; and
b)
shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages.

Upon reception of a PROSE PC5 DISCOVERY message for group member discovery solicitation, for the application layer group ID of the discovery group which the UE is configured to respond for, the UE shall use the associated DUSK, if configured or calculated using the PSDK, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [36]. Then, if a DUCK is configured or calculated using the PSDK, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality protected portion, as described in 3GPP TS 33.303 [36]. Finally, if a DUIK is configured or calculated using the PSDK, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for group member discovery solicitation.

Then, if:

a)
the application layer group ID parameter of the received PROSE PC5 DISCOVERY message is the same as the application layer group ID parameter for the discovery group; and

b)
the target user info parameter is not included in the received PROSE PC5 DISCOVERY message or the target user info parameter in the received PROSE PC5 DISCOVERY message is the same as the target user info provided by the upper layers in the UE;
the UE:

a)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

b)
shall generate a PROSE PC5 DISCOVERY message for group member discovery response. In the PROSE PC5 DISCOVERY message for group member discovery response, the UE:

1)
shall set the discoveree info parameter to the user info ID for the group member discovery parameter;

2)
shall set the application layer group ID parameter to the application layer group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery solicitation;

3)
shall include the MIC filed computed as described in 3GPP TS 33.503 [34] by using the UTC-based counter and the DUIK contained in the <restricted-discoveree-response> element of the DISCOVERY_RESPONSE message;

4)
shall set the 4 least significant bits of UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter;

5)
shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.7; and

6)
may include the Metadata IE to provide the application layer discovery message;

c)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [36];


d)
shall set the destination layer-2 ID to the source layer-2 ID from the discoverer UE used in the transportation of the PROSE PC5 DISCOVERY message for group member discovery solicitation, and self-assign a source layer-2 ID for sending the group member discovery response message; and 
e)
shall pass the resulting PROSE PC5 DISCOVERY message for group member discovery response along with the source layer-2 ID and the destination layer-2 ID to the lower layers for transmission over the PC5 interface.

* * * End of Change * * * *
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