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1. Reason for Change
The following corrections are done for security parameters related to 5G ProSe Direct Discovery messages:
1- The "UTC-based counter LSB" in the "PROSE PC5 DISCOVERY message for UE-to-network relay discovery announcement" and the "PROSE PC5 DISCOVERY message for UE-to-network relay discovery response" is moved to be after the MIC, similar to the other Discovery messages, to keep the consistency.
2- The MIC was missing from the "PROSE PC5 DISCOVERY message for UE-to-network relay discovery solicitation", and hence it is now added, because this message is security protected like all other discovery messages.
3- The Editor's note is modified, to reflect the open issue of protecting all optional IEs inside the discovery messages.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.554 V1.1.0.


[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc59199328][bookmark: _Toc59198737][bookmark: _Toc525231337][bookmark: _Toc94175734]10.2.1	Message definition
This message is sent by the UE over the PC5 interface for open 5G ProSe direct discovery and restricted 5G ProSe direct discovery. See table 10.2.1.1, table 10.2.1.2, table 10.2.1.3, table 10.2.1.4, table 10.2.1.5, table 10.2.1.6, table 10.2.1.7, table 10.2.1.8, table 10.2.1.9, table 10.2.1.10 and table 10.2.1.11.
Message type:	PROSE PC5 DISCOVERY
Significance:	dual
Direction:		UE to peer UE
[bookmark: _Hlk93315531]Editor's note:	Whether Metadata IE and all other optional IEs are is subject to security protection is FFS and depends on SA3 requirements.
[bookmark: OLE_LINK247][bookmark: OLE_LINK246]Table 10.2.1.1: PROSE PC5 DISCOVERY message content for open 5G ProSe direct discovery announcement
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	ProSe application code
	ProSe application code
11.2.2
	M
	V
	23

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	M
	V
	1

	7A
	Metadata
	Metadata
11.2.13
	O
	TLV-E
	4-8195

	NOTE:	The discovery type is set to "Open discovery" and the content type is set to "Announcement".



Table 10.2.1.2: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery announcement
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	ProSe restricted code
	ProSe restricted code
11.2.3
	M
	V
	23

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	M
	V
	1

	7A
	Metadata
	Metadata
11.2.13
	O
	TLV-E
	4-8195

	NOTE:	The discovery type is set to "Restricted discovery" and the content type is set to "Announcement".



Table 10.2.1.3: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery solicitation
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	ProSe query code
	ProSe restricted code
11.2.3
	M
	V
	23

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	M
	V
	1

	NOTE:	The discovery type is set to "Restricted discovery" and the content type is set to "Solicitation".



Table 10.2.1.4: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	ProSe response code
	ProSe restricted code
11.2.3
	M
	V
	23

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	M
	V
	1

	7A
	Metadata
	Metadata
11.2.13
	O
	TLV-E
	4-8195

	NOTE:	The discovery type is set to "Restricted discovery" and the content type is set to "response".



Table 10.2.1.5: PROSE PC5 DISCOVERY message for group member discovery announcement
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID
11.2.6
	M
	LV
	2-257

	
	Announcer info
	User info ID
11.2.7
	M
	V
	6

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	M
	V
	1

	7A
	Metadata
	Metadata
11.2.13
	O
	TLV-E
	4-8195

	NOTE:	The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery announcement/group member discovery response" and the discovery model is set to "Model A".



Table 10.2.1.6: PROSE PC5 DISCOVERY message for group member discovery solicitation
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID
11.2.6
	M
	LV
	2-256

	
	Discoverer info
	User info ID
11.2.7
	M
	V
	6

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	M
	V
	1

	28
	Target user info
	User info ID
11.2.7
	O
	TV
	7

	NOTE:	The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery solicitation" and the discovery model is set to "Model B".



Table 10.2.1.7: PROSE PC5 DISCOVERY message for group member discovery response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID
11.2.6
	M
	LV
	2-256

	
	Discoveree info
	User info ID
11.2.7
	M
	V
	6

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	M
	V
	1

	7A
	Metadata
	Metadata
11.2.13
	O
	TLV-E
	4-8195

	NOTE:	The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery announcement/group member discovery response" and the discovery model is set to "Model B".



Table 10.2.1.8: PROSE PC5 DISCOVERY message for UE-to-network relay discovery announcement
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Announcer info
	User info ID
11.2.7
	M
	V
	6

	
	Relay service code (NOTE 2)
	Relay service code
11.2.8
	M
	V
	3

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.11
	M
	V
	1

	
	Status indicator
	Status indicator
11.2.9
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.11
	M
	V
	1

	52
	NCGI
	NCGI
11.2.12
	O
	TV
	9

	NOTE 1:	The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery announcement/UE-to-network relay discovery response" and the discovery model is set to "Model A".
NOTE 2:	If the announcing UE works as a 5G ProSe Layer-3 UE-to-network relay UE, the S-NSSAI associated with the relay service code belongs to the allowed NSSAI of the UE.



Table 10.2.1.9: PROSE PC5 DISCOVERY message for UE-to-network relay discovery solicitation
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Discoverer info
	User info ID
11.2.7
	M
	V
	6

	
	Relay service code
	Relay service code
11.2.8
	M
	V
	3

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.11
	M
	V
	1

	NOTE: 	The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery solicitation" and the discovery model is set to "Model B".



Table 10.2.1.10: PROSE PC5 DISCOVERY message for UE-to-network relay discovery response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Discoveree info
	User info ID
11.2.7
	M
	V
	6

	
	Relay service code (NOTE 2)
	Relay service code
11.2.8
	M
	V
	3

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.11
	M
	V
	1

	
	Status indicator
	Status indicator
11.2.9
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.11
	M
	V
	1

	52
	NCGI
	NCGI
11.2.12
	O
	TV
	9

	NOTE 1:	The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery announcement/UE-to-network relay discovery response" and the discovery model is set to "Model B".
NOTE 2:	If the discoveree UE works as a 5G ProSe Layer-3 UE-to-network relay UE, the S-NSSAI associated with the relay service code belongs to the allowed NSSAI of the UE.



Table 10.2.1.11: PROSE PC5 DISCOVERY message for relay discovery additional information
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Relay service code
	Relay service code
11.2.8
	M
	V
	3

	
	Announcer info
	User info ID
11.2.7
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.11
	M
	V
	1

	52
	NCGI
	NCGI
11.2.12
	O
	TV
	9

	51
	Relay TAI
	TAI
11.2.10
	O
	TV
	4

	NOTE:	The discovery type is set to "Restricted discovery", the content type is set to "Relay discovery additional information" and the discovery model is set to "Model A".



* * * End of Changes * * * *

