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1. Introduction

CT1 has discussed for several meetings the use of request-response model or subscribe-notify model for some APIs under their domain (see C1-220324, C1-217288, C1-216878, C1-217151 [1][2][3][4]).

This paper provides a way forward to conclude on the discussion in order to progress the work.
2. Discussion

2.1 5G SBI API and NBI/App layer APIs design
CT4 and CT3 have been working from Rel-15 in the stage 3 detail design of the 5G service based interfaces (SBI) which includes the south bound interface (SBI) and the northbound interface (NBI). From Rel-17 application layer APIs have been added under CT1 and CT3 work domain. Generally, a function consist of operations based on either a request-response model or a subscribe-notify model. Both models are used by 3GPP for APIs design.

A brief description of the models is illustrated below:

Figure 1: subscribe-notify communication paradigm as referred to 3GPP TS 28.533 [5]
Subscription-based notifications model enables service consumer to proactively subscribe to items/information of interest to a service producer to receive network events via notifications and also unsubscribe from items/information that are not necessary any longer. Subscriptions can be created also by other means than by using such operation.
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Figure 2: request-response communication paradigm as referred to 3GPP TS 28.533 [5]
Request-response model involves a service consumer to send a request for some information (data) to a service producer and getting a response or reply as a response to the request.

The request-response model makes use of the HTTP GET or HTTP POST request method both request methods are used to transfer data from client to server in HTTP protocol but by design, the POST request method requests that a web server accepts the data enclosed in the body of the request message, most likely for storing it. It is often used when uploading a file or when submitting a completed web form. In contrast, the HTTP GET request method retrieves information from the server.
HTTP request methods have vulnerabilities if not used for the correct purpose. For example, the HTTP GET request method can be unsafe if the action upon receipt of the GET request method may alter the resource server state or leads to the triggering of one or several unsafe actions to fulfil the request. Thus, the wrong use of GET request method leads to problem as the safe character of the GET request method can be compromised e.g. by the non-safe external interactions with the 3GPP network.

CT3 and CT4 have noticed the issues with the use of the HTTP GET request method and to overcome the cases when its use can be compromised, a request-response of a particular API is modelled by (re-)using subscribe-notify model. Hence, a subscription with one-time reporting (immediate reporting in the response to the subscribe request or in an immediate notification + subscription terminated right afterwards) or immediate reporting (immediate reporting in the response to the subscribe request or in an immediate notification plus subscription maintained afterwards) is a common practice in 5G SBI and NBI/App layer APIs design (e.g. the Nnsacf_SliceEventExposure and Nnef_EventExposure API for network slice status information retrieval for which a one time retrieval request is implemented via a subscribe request with immediate and/or one-time reporting, see/c.f. 3GPP TS 29.122, 3GPP TS 29.522 and 3GPP TS 29.536 [7][8][9]).
2.2 Analysis of the Eees_EASDiscovery API
3GPP TS 23.558 [6] specifies the requirements of the Eees_EASDiscovery API, and defines that this API allows an EEC to obtain one-time EAS discovery information or to subscribe for EAS discovery information from the EES. This API is described in stage 2 by using both a request-response and a subscribe-notify model.
Additionally, 3GPP TS 23.558 [6] states, quote:

Upon receiving the request from the EEC, the EES may trigger the EAS management system to instantiate the EAS that matches with EAS discovery filter IEs (e.g. ACID) as in clause 8.12.

Note that the above quoted action is an unsafe action and hence may alter the resource server state. But even much more actually, the above action makes clear that it is not only a read only operation because the server may instantiate a new EAS instances. Hence, the use of HTTP GET request method leads to safety problem as the GET request method should be a read only operation!

The use of subscription with immediate reporting for this case is appropriate, i.e., the “Request” service operation is then embedded within the “Subscribe” service operation and is covered by the immediate reporting mechanism, especially that there are already subscribe/notify service operations defined for this API.

2.3 Analysis of the Eecs_ServiceProvisioning API

Similarly as per the Eees_EASDiscovery API, 3GPP TS 23.558 [6] specifies the requirements of the E Eecs_ServiceProvisioning API, and defines that this API allows an EEC via the Eecs interface to obtain service provisioning information as a one-time request or to subscribe for reporting from the ECS. This API is also described in stage 2 by using both a request-response and a subscribe-notify model.

The use of HTTP GET request method leads to safety problems as the GET method should be a read only operation.
So the key point is that the Eecs_ServiceProvisioning_Request can be supported by Eecs_ServiceProvisioning_Subscribe by setting the reporting mode as one time and immediate report. So the reuse of subscribe-notify can actually implement request-response model and avoids the problems.

3 Conclusion
This paper provides a description and analysis of the request-response model and the subscribe-notify model and shows that the use of the HTTP GET request method can lead to vulnerability so as the safety character of the GET request method is compromised by the non-safe external interactions with the 3GPP network.

CT3 and CT4 are well aware of the fact that the use of the HTTP GET request method can lead to problem, and therefore in order to avoid problems is a common practice in 5G SBI and NBI/App layer APIs design that a request-response of a particular API is modelled by (re-)using subscribe-notify model. Hence, CT3 and CT4 use a subscription with one-time reporting (immediate reporting in the response to the subscribe request or in an immediate notification + subscription terminated right afterwards) and/or immediate reporting (immediate reporting in the response to the subscribe request or in an immediate notification plus subscription maintained afterwards).

For the CT1 stage 3 details of the API design of the Eees_EASDiscovery API and the Eecs_ServiceProvisioning API the use of the common practice of modelling the request model by reusing the subscribe-notify model is appropriate. In this way, the vulnerability of using the HTTP GET request method is effectively avoided.

The authors of this paper propose to model the request model by reusing subscribe-notify model for both the Eees_EASDiscovery API and the Eecs_ServiceProvisioning API (see p-CRs in C1-221abc and C1-221abc).
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