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[bookmark: _Toc59215156][bookmark: _Toc91598884][bookmark: _Toc91599738]********************************Next Change********************************
4.22.1	General
A 5GS can support UAV identification, authentication, and authorization (see 3GPP TS 23.256 [6AB]). This subclause describes NAS-specific aspects of the 5GS features to support UAV identification, authentication, and authorization and C2 communication authorization.
Before accessing 5GS for UAS services, the UE supporting UAS services must have an assigned CAA-level UAV ID. The UE can be registered to 5GS for UAS services if there is a valid aerial subscription in the UE's subscription.
[bookmark: _Toc59215157][bookmark: _Toc91598885]********************************Next Change********************************
4.22.2	Authentication and authorization of UAV
The 5GS supports the USS UAV Authorization and Authentication (UUAA) procedure for a UE supporting UAS services. Depending on operator policy or regulatory requirements, the UUAA-MM procedure can be performed by the UE and the AMF at a registration procedure as specified in subclause 5.5.1.2 or the UUAA-SM procedure can be performed by the UE and the SMF at a PDU session establishment procedure as specified in subclause 6.4.1.2. The UE shall support UUAA-MM and UUAA-SM, and the network shall support UUAA-SM and may optionally support UUAA-MM. The UUAA procedure needs to be performed by 5GS with USS successfully before the connectivity for UAS services is established.
During a the registration procedure as described in subclause 5.5.1.2, the UE supporting UAS services provides CAA-level UAV ID to the AMF (see subclause 5.5.1.2), and the AMF may trigger the UUAA-MM procedure. If the UE supporting UAS services does not provide CAA-level UAV ID to the AMF and the network is configured to perform UUAA at registration, the AMF may accept the registration and shall reject PDU session establishment requests for the UAS services. If the UE wants to use the UAS services by providing the CAA Level UAV ID later on, then the UE shall first perform UE-initiated de-registration procedure followed by an initial registration to the 5GS including the CAA-l Level UAV ID in the registration request.
When a UE supporting UAS services requests to establish a PDU session as described in subclause 6.4.1.2 for USS communication, the UAV UE provides CAA-level UAV ID to the network (see subclause 6.4.1.2), and the SMF may trigger the UUAA-SM procedure. If the UE does not provide CAA-lLevel UAV ID and the SM subscription data for the UE requires the UUAA-SM, the network rejects the UE-requested PDU session establishment procedure for the UAS services.
The UE supporting UAS services shall not provide CAA-level UAV ID to the network over non-3gpp access, and the network shall not perform UUAA procedure for non-3gpp access and shall ensure that the UE is not allowed to access any aerial services in non-3GPP access.
A If provided by the upper layers, the UE supporting UAS services may provides to the network the USS address or USS FQDN during the registration procedure or PDU session establishment procedure so that the network may uses the information to discover the USS.
After successful UUAA procedure, either the AMF or the SMF may initiate re-authentication of the UAV when required by the USS. If UUAA-MM fails during a re-authentication and there are PDU sessions established using UAS services, the AMF shall release these PDU sessions and may trigger a network-initiated de-registration procedure based on network operator policy. If UUAA-SM fails during a re-authentication, the SMF shall release the PDU session related to re-authentication.
If the UUAA is revoked, the PDU session related to the UAS services shall be released by the SMF. Based on operator policy, the AMF may decide to keep the UE registered or trigger a de-registration procedure.
[bookmark: _Toc91598886]********************************Next Change********************************
4.22.3	Authorization of C2 communication
The 5GS supports USS authorization of C2 communication for pairing of UAV and UAV-C. The pairing of UAV and UAV-C needs to be authorized by USS successfully before the user plane connectivity for C2 communication is enabled. For C2 authorization procedure, Tthe UE supporting UAS services may provides to the network with CAA-level UAV ID and if provided by upper layers, an application layer payload containing information for UAV-C pairing authorization and information for UAV flight authorization.the SMF with an identification information of UAV-C to pair with, if available.
If a UE supporting UAS services uses a common PDU session for both USS communication and C2 communication with a UAV-C, the C2 comunication with the UAV-C can be authorized using UUAA-SM procedure during the PDU session establishment procedure or during the PDU session modification procedure. If the pairing of UAV and UAV-C is revoked, the network shall disable C2 communication for the PDU session.
Editor's note [ID_UAS, CR3135]:	It is FFS whether disabling C2 communication leads other actions than releasing of the PDU session.
If a UE supporting UAS services uses separate PDU sessions for, respectively, USS communication and C2 communication with a UAV-C, the C2 communication with the UAV-C is authorized using UUAA-SM during the PDU session establishment procedure. If the pairing of UAV and UAV-C is revoked, the PDU session for C2 communication shall be released by the SMF.
Editor's note [ID_UAS, CR3135]:	Details of the authorization of C2 communication procedure will be specified once stage-2 normative text is available.
Editor's note [ID_UAS, CR3135]:	Details of UAV-C pairing change will be specified according to stage-2 normative text
[bookmark: _Toc91598887]********************************Next Change********************************
4.22.4	Authorization of UAV flight
The 5GS supports USS authorization of UAV flight. The authorization of UAV flight for the UE supporting UAS services can be performed using UUAA-SM procedure during the PDU session establishment procedure or during PDU session modification procedure. The UE may provide flight authorization information to the SMF if the authorization information is already available in the UAV.
Editor's note [ID_UAS, CR3135]:	Details of the UAV flight authorization procedure will be specified once stage-2 normative text is available.

********************************Next Change********************************
[bookmark: _Toc91599737]9.11.2.14	Service-level-AA response
The purpose of the Service-level-AA response information element is to provide information regarding the service level authentication and authorization request, e.g. to indicate that the authentication and authorization request to the service level authentication server was successful, or to notify that service level authorization is revoked.
The Service-level-AA response information element is coded as shown in figure 9.11.2.14.1 and table 9.11.2.14.1.
The Service-level-AA response information element is a type 4 information element with minimum length of 3 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Service-level-AA response IEI
	octet 1

	Service-level-AA response length
	octet 2

	0
Spare
0
Spare
	0
Spare
0
Spare
	0
Spare
0
SpareC2AR
	0
Spare
SLAR
	octet 3


Figure 9.11.2.14.1: Service-level-AA response information element
Table 9.11.2.14.1: Service-level-AA response information element
	Service-level-AA result bits (SLAR) (octet 3, bits 1 and 2)

	Bits

	1
	

	0
	Service level authentication and authorization was successful

	1
	Service level authentication and authorization was not successful or service level authorization is revoked

	1
	2
	

	0
	0
	
	No information

	0
	1
	
	Service level authentication and authorization was successful.

	1
	0
	
	Service level authentication and authorization was not successful or service level authorization is revoked.

	1
	1
	
	Reserved

	

	C2 authorization result bits (C2AR) (octet 3, bits 3 and 4)

	Bits

	3
	4
	
	

	0
	0
	
	No information

	0
	1
	
	C2 authorization was successful.

	1
	0
	
	C2 authorization was not successful or C2 authorization is revoked.

	1
	1
	
	Reserved

	

	Bits 52 to 8 of octet 3 are spare and shall be coded as zero.



********************************Next Change********************************
9.11.2.15	Service-level-AA payload type
The purpose of the Service-level-AA payload type information element is to indicates type of payload included in the Service-level-AA payload information element.
The Service-level-AA payload type information element is coded as shown in figure 9.11.2.15.1 and table 9.11.2.15.1.
[bookmark: _Hlk73441476][bookmark: OLE_LINK112]The Service-level-AA payload type information element is a type 4 information element with minimum length of 3 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Service-level-AA payload type IEI
	octet 1

	Service-level-AA payload type length
	octet 2

	Service-level-AA payload type
	octet 3


Figure 9.11.2.15.1: Service-level-AA payload type information element
Table 9.11.2.15.1: Service-level-AA payload type information element
	Service-level-AA payload type (octet 3):
Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	UUAA payload (see NOTE 1)

	0
	0
	0
	0
	0
	0
	1
	0
	
	C2 authorization payload (see NOTE 2)

	All other values are reserved.

	

	[bookmark: _Hlk96542716]NOTE 1:	If the service-level-AA payload type indicates UUAA payload, the field for the service-level-AA payload of the Service-level AA payload information element is an application layer payload for UUAA procedure between the UE supporting UAS services and the USS.
NOTE 2:	If the service-level-AA payload type indicates C2 authorization payload, the field for the service-level-AA payload of the Service-level AA payload information element is an application layer payload for C2 authorization procedure between the UE supporting UAS services and the USS.




[bookmark: _Toc91599739]********************************Next Change********************************
9.11.2.16	C2 authorization payloadVoid
The purpose of the C2 authorization payload information element is to exchange the information regarding C2 pairing authorization and flight authorization, between the UAV and the USS.
The C2 authorization payload information element is coded as shown in figure 9.11.2.16.1, figure 9.11.2.16.2, figure 9.11.2.16.3 and table 9.11.2.16.1.
The C2 authorization payload is a type 6 information element with a minimum length of 6 octets and a maximum length of 65538 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	C2 authorization payload IEI
	octet 1

	
Length of C2 authorization payload contents
	octet 2

	
	octet 3

	
	octet 4

	C2 authorization payload contents
	

	
	octet n


Figure 9.11.2.16.1: C2 authorization payload information element

	8
	7
	6
	5
	4
	3
	2
	1
	

	
C2 authorization payload parameter 1
	octet 4

octet x1

	
C2 authorization payload parameter 2
	octet x1+1*

octet x2*

	……
	…

	
C2 authorization payload parameter n
	octet xi +1*

octet n*


Figure 9.11.2.16.2: C2 authorization payload contents

	8
	7
	6
	5
	4
	3
	2
	1
	

	Type of C2 authorization payload parameter
	octet xi +1

	
Length of C2 authorization payload parameter
	octet xi +2

	
	octet xi +3

	
Value of C2 authorization payload parameter
	octet xi +4

octet n


Figure 9.11.2.16.3: C2 authorization payload parameter is a type 4 information element
Table 9.11.2.16.1: C2 authorization payload information element
	C2 authorization payload (octet 4 to octet n); max value of 65535 octets

	

	Type of C2 authorization payload parameter (octet xi +1):

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	UAV-C pairing information

	0
	0
	0
	0
	0
	0
	1
	0
	
	Flight authorization information

	0
	0
	0
	0
	0
	0
	1
	1
	
	C2 authorization result

	0
	0
	0
	0
	0
	1
	0
	0
	
	C2 session security information

	All other values are spare.

	The receiving entity shall ignore C2 authorization payload parameter with type of C2 authorization payload parameter field containing an unknown IEI.

	

	If the type of C2 authorization payload parameter indicates UAV-C pairing information, then the field for the value of C2 authorization payload parameter contains identification information of UAV-C to pair. The format of the UAV-C pairing information is out of the scope of 3GPP.

	

	If the type C2 authorization payload parameter indicates flight authorization information, then the field for the value of C2 authorization payload parameter contains UAV flight authorization information. The format of the flight authorization information is out of the scope of 3GPP.

	

	If the type of the C2 authorization payload parameter indicates C2 authorization result, then the field of the value of C2 authorization payload parameter contains:

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	C2 authorization failed

	0
	0
	0
	0
	0
	0
	0
	1
	
	C2 authorization succeeded

	All other values are spare.

	The UAV shall consider any other value for C2 authorization result field as a failure for C2 authorization.

	

	If the type of the C2 authorization payload parameter indicates C2 session security information, then the field of the value of C2 authorization payload parameter contains information for secure communications with the USS, The format of the C2 session security information is out of the scope of 3GPP.

	



********************************End of Changes********************************

