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1. Introduction
1)
In current XML schema for 5G ProSe discovery messages over PC3a in clause 10.5.3, "Restricted code security material" is used as element name in discovery responses, which should be replaced by code-sending security parameter and/or code-receiving security parameter, to align with the procedures and SA3 specification. Same correction should be done in clause10.5.4.3 Semantics of <DISCOVERY_RESPONSE>.
2)
In clause 6.2.5.3 of TS 24.554, it describes that "Each Restricted discovery filter consists of a ProSe restricted code, one or more masks, a TTL timer T5066, optionally the target RPAUID, optionally a metadata indicator and optionally metadata associated with this RPAUID". But the definition of restricted discovery filter in clause 11.4.2.30 is not aligned with this description, i.e. security parameters (DUSK, DUCK, DUIK) should be removed from the restricted discovery filter.
3) As specified in TS 33.305 and TS 33.303, the Code-Receiving Security Parameter may contain an indication to indicate that the UE use Match Reports for MIC checking. Also:

-
As specified in TS 33.305, "The DUIK shall be included as a separate parameter if the Code-Receiving Security Parameters indicate that the Monitoring UE use Match Reports for MIC checking. "
-
As specified in TS 33.303, "There are two types of ProSe Public Safety Discovery described in TS 23.303 [2]: Relay Discovery (including the additonal Discovery messages) and Group Member Discovery."

"The protection of ProSe Public Safety Discovery Message over PC5 is very similar to that of Restricted Discovery. …


A sending UE then follows subclause 6.1.3.4.3.2, while a receiving UE follows subclause 6.1.3.4.3.3 except that it never sends the discovery message to the ProSe Function for MIC checking."

So it is proposed to add an MIC-check-indicator to the definition of restricted code security material in clause 11.4.2.33, with the above clarifications.
4)
The "restricted security" element of Subquery result should be removed from clause 11.4.2.38, to align with the procedure and SA3 specification.
5)
Corresponding to 2), 3) and 4), updates are proposed for XML schema and Semantics of 5G ProSe discovery messages over PC3a in clause 10.5.3 and clause 10.5.4.3.
2. Reason for Change
Update TS 24.554 to clean up security related parameters/elements and align with the latest progress in SA3. 
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 v1.1.0.
* * * First Change * * * *

10.5.3
XML schema

Implementations in compliance with the present document shall implement the XML schema defined below for messages used in 5G ProSe direct discovery procedures over PC3a interface.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           xmlns="urn:3GPP:ns:5GProSe:Discovery:2021"

           elementFormDefault="qualified"

           targetNamespace="urn:3GPP:ns:5GProSe:Discovery:2021">

        <xs:annotation>

            <xs:documentation>

                Info for 5G ProSe Discovery Control Messages Syntax

            </xs:documentation>

        </xs:annotation>

  <!-- Complex types defined for parameters with complicated structure -->

  <xs:complexType name="AppID-info">

    <xs:sequence>

      <xs:element name="OS-ID">

        <xs:simpleType>

          <xs:restriction base="xs:hexBinary">

            <xs:length value="16"/>

          </xs:restriction>

        </xs:simpleType>

      </xs:element>

      <xs:element name="OS-App-ID" type="xs:string"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="PLMN-info">

    <xs:sequence>

      <xs:element name="mcc" type="xs:integer"/>

        <xs:element name="mnc" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="SUPI-info">

    <xs:sequence>

      <xs:element name="MCC" type="xs:integer"/>

      <xs:element name="MNC" type="xs:integer"/>

      <xs:element name="MSIN" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="DiscFilter-info">

    <xs:sequence>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary"/>

      <xs:element name="ProSe-Application-Mask" type="xs:hexBinary" maxOccurs="unbounded"/>

      <xs:element name="TTL-timer-T5064" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

<xs:complexType name="MatchingFilter-info">

    <xs:sequence>

      <xs:element name="Code" type="xs:hexBinary"/>

      <xs:element name="Mask" type="xs:hexBinary" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

<xs:complexType name="DUCK-info">

    <xs:sequence>

         <xs:element name="discovery-user-confidentiality-key" type="xs:hexBinary"/>

         <xs:element name="encrypted-bitmask" type="xs:hexBinary"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

</xs:complexType>

  <xs:complexType name="RestrictedDiscFilter-info">

    <xs:sequence>

       <xs:element name="filter" type="MatchingFilter-info" maxOccurs="unbounded"/>


   <xs:element name="TTL-timer-T5066" type="xs:integer"/>



   <xs:element name="RPAUID" type="xs:string" minOccurs="0" />






   <xs:element name="metadata-indicator" type="xs:integer" minOccurs="0"/>

   <xs:element name="metadata" type="xs:string" minOccurs="0"/>

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedCodeSuffixRange-info">

    <xs:sequence>

       <xs:element name="beginning-suffix-code" type="xs:hexBinary" />

       <xs:element name="ending-suffix-code" type="xs:hexBinary" minOccurs="0"/>

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMonitoringUpdate-info">
    <xs:sequence>

      <xs:element name="updated-filter" type="RestrictedDiscFilter-info" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedAnnouncingUpdate-info">

    <xs:sequence>

      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary" />

      <xs:element name="validity-timer-T5062" type="xs:integer" />

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="MonitoringUpdate-info">
    <xs:sequence>

      <xs:element name="updated-filter" type="DiscFilter-info" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="AnnouncingUpdate-info">
    <xs:sequence>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary" />

      <xs:element name="validity-timer-T5060" type="xs:integer" />

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="Update-Option-info">
    <xs:choice>

      <xs:element name="update-info-restricted-announce" type="RestrictedAnnouncingUpdate-info" />

      <xs:element name="update-info-restricted-monitor" type="RestrictedMonitoringUpdate-info" />
      <xs:element name="update-info-open-annnounce" type="AnnouncingUpdate-info" />
      <xs:element name="update-info-open-monitor" type="MonitoringUpdate-info"/>
      <xs:element name="anyExt" type="anyExtType" />
      <xs:any namespace="##other" processContents="lax"/>
    </xs:choice>

  </xs:complexType>

  <xs:complexType name="Restricted-Code-Option-info">

    <xs:choice>

      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary" />

      <xs:element name="ProSe-Response-Code" type="xs:hexBinary" />
      <xs:element name="anyExt" type="anyExtType" />
      <xs:any namespace="##other" processContents="lax"/>
    </xs:choice>

  </xs:complexType>

  <xs:complexType name="Subquery-info">

    <xs:sequence>


  <xs:element name="ProSe-Rquery-Code" type="xs:hexBinary" />

      <xs:element name="response-filter" type="MatchingFilter-info" maxOccurs="unbounded"/>

      <xs:element name="validity-timer-T5070" type="xs:integer"/>

      <xs:element name="code-sending security parameter" type="Restricted-Security-info" />
      <xs:element name="code-receiving security parameter" type="Restricted-Security-info" minOccurs="0" />
      <xs:element name="RPAUID" type="xs:string" minOccurs="0" />


  <xs:element name="metadata" type="xs:string" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="Restricted-Security-info">

    <xs:sequence>

      <xs:element name="DUSK" type="xs:hexBinary" minOccurs="0" />

      <xs:element name="DUIK" type="xs:hexBinary" minOccurs="0" />

      <xs:element name="DUCK" type="DUCK-info" minOccurs="0" />

      <xs:element name="MIC-check-indicator" type="xs:boolean" minOccurs="0" />

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="ApplicationCodeSuffixRange-info">

    <xs:sequence>

       <xs:element name="beginning-suffix-code" type="xs:hexBinary" />

       <xs:element name="ending-suffix-code" type="xs:hexBinary" minOccurs="0"/>

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="ProSeApplicationCodeACE-info">

    <xs:sequence>

       <xs:element name=" ProSe-Application-Code-Prefix" type="xs:hexBinary" />

       <xs:element name=" ProSe-Application-Code-Suffix-Range" type="ApplicationCodeSuffixRange-info" maxOccurs="unbounded" />

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="PC5-Security-Policies-info">

    <xs:sequence>

      <xs:element name="signalling-integrity-protection-policy" type="xs:integer"/>

      <xs:element name="signalling-ciphering-policy" type="xs:integer"/>
      <xs:element name="user-plane-integrity-protection-policy" type="xs:integer"/>

      <xs:element name="user-plane-ciphering-policy" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!-- Complex types defined for transaction-level -->

  <xs:complexType name="AnnounceRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="ProSe-Application-Code-ACE" type="ProSeApplicationCodeACE-info" minOccurs="0"/>

      <xs:element name="validity-timer-T5060" type="xs:integer" minOccurs="0" />

      <xs:element name="discovery-key" type="xs:hexBinary" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer" minOccurs="0" />

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>


  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MonitorRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="discovery-filter" type="DiscFilter-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="discovery-entry-ID" type="xs:integer" minOccurs="0" />

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="DiscReq-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="command" type="xs:integer"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="ProSe-Application-ID" type="xs:string"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="discovery-entry-ID" type="xs:integer" minOccurs="0" />

      <xs:element name="Requested-Timer" type="xs:integer" minOccurs="0" />
      <xs:element name="metadata" type="xs:string" minOccurs="0"/>
      <xs:element name="Announcing-PLMN-ID" type="PLMN-info" minOccurs="0" />

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedDiscReq-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="command" type="xs:integer"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="RPAUID" type="xs:string"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="discovery-type" type="xs:integer"/>

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>

      <xs:element name="announcing-type" type="xs:integer" minOccurs="0"/>

      <xs:element name="application-level-container" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="discovery-model" type="xs:integer" minOccurs="0"/>

      <xs:element name="Announcing-PLMN-ID" type="PLMN-info" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="Requested-Timer" type="xs:integer" minOccurs="0" />
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedAnnounceRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="ProSe-Restricted-Code-Suffix-Range" type="RestrictedCodeSuffixRange-info" minOccurs="0"/>

      <xs:element name="validity-timer-T5062" type="xs:integer" minOccurs="0"/>

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0" />

      <xs:element name="code-sending security parameter"" type="Restricted-Security-info" />

      <xs:element name="on-demand-announcing-enabled-indicator" type="xs:boolean" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer"/>

      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMonitorRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="restricted-discovery-filter" type="RestrictedDiscFilter-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0" />

      <xs:element name="application-level-container" type="xs:hexBinary"/>

      <xs:element name="code-receiving security parameter" type="Restricted-Security-info" minOccurs="0" />
      <xs:element name="discovery-entry-ID" type="xs:integer"/>

      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedDiscovereeRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Response-Code" type="xs:hexBinary" />

      <xs:element name="query-filter" type="MatchingFilter-info" maxOccurs="unbounded"/>

      <xs:element name="validity-timer-T5068" type="xs:integer"/>

      <xs:element name="code-sending security parameter" type="Restricted-Security-info" />

      <xs:element name="code-receiving security parameter" type="Restricted-Security-info" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer"/>

      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedDiscovererRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="subquery-result" type="Subquery-info" minOccurs="1" maxOccurs="unbounded"/>

      <xs:element name="discovery-entry-ID" type="xs:integer"/>

      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RejectRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="PC3a-control-protocol-cause-value" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="UE-RejectRsp-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:element name="PC3a-control-protocol-cause-value" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MatchRep-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="Monitored-PLMN-ID" type="PLMN-info"/>

      <xs:element name="VPLMN-ID" type="PLMN-info" minOccurs="0"/>

      <xs:element name="MIC" type="xs:hexBinary"/>

      <xs:element name="UTC-based-counter" type="xs:hexBinary"/>

      <xs:element name="Metadata-flag" type="xs:boolean"/>

      <xs:element name="MessageType" type="xs:hexBinary" minOccurs="0"/>


  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMatch-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="discovery-type" type="xs:integer"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="RPAUID" type="xs:string"/>

      <xs:element name="Restricted-Code-Discovered" type="Restricted-Code-Option-info" />

      <xs:element name="MIC" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="MessageType" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="UTC-based-counter" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="Metadata-flag" type="xs:boolean" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MatchAck-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Application-ID" type="xs:string"/>

      <xs:element name="validity-timer-T5072" type="xs:integer"/>

      <xs:element name="metadata" type="xs:string" minOccurs="0"/>
      <xs:element name="metadata-index-mask" type="xs:hexBinary" minOccurs="0"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="match-report-refresh-timer-T5074" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMatchAck-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="RPAUID" type="xs:string"/>

      <xs:element name="validity-timer-T5076" type="xs:integer"/>

      <xs:element name="metadata" type="xs:string" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="match-report-refresh-timer-T5077" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MatchReject-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="PC3a-control-protocol-cause-value" type="xs:integer"/>


  <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="DiscUpdateReq-info">
    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>
      <xs:element name="UE-identity" type="SUPI-info"/>
      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="update-info" type="Update-Option-info" minOccurs="0"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="DiscUpdateRsp-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:element name="discovery-entry-ID" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="AnnouncingAlertReq-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:element name="RPAUID" type="xs:string"/>
      <xs:element name="UE-identity" type="SUPI-info"/>
      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary"/>
      <xs:element name="ProSe-Restricted-Code-Suffix-Range" type="RestrictedCodeSuffixRange-info" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="AnnouncingAlertRsp-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!-- Complex types defined for Message-level -->

  <xs:complexType name="prose-direct-discovery-request">

    <xs:sequence>

     <xs:element name="discovery-request" type="DiscReq-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="restricted-discovery-request" type="RestrictedDiscReq-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="network-initiated-transaction-method" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-response">

    <xs:sequence>

      <xs:element name="Current-Time" type="xs:dateTime"/>

      <xs:element name="Max-Offset" type="xs:integer"/>

      <xs:element name="response-announce" type="AnnounceRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="response-monitor" type="MonitorRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-announce-response" type="RestrictedAnnounceRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-monitor-response" type="RestrictedMonitorRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-discoveree-response" type="RestrictedDiscovereeRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-discoverer-response" type="RestrictedDiscovererRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="response-reject" type="RejectRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:attribute name="network-initiated-transaction-method" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-update-request">
    <xs:sequence>

     <xs:element name="discovery-update-request" type="DiscUpdateReq-info" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-update-response">

    <xs:sequence>

      <xs:element name="response-update" type="DiscUpdateRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="response-reject" type="UE-RejectRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="prose-direct-discovery-match-report">

    <xs:sequence>

     <xs:element name="match-report" type="MatchRep-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="restricted-match" type="RestrictedMatch-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-match-report-ack">

    <xs:sequence>

      <xs:element name="Current-Time" type="xs:dateTime"/>

      <xs:element name="match-ack" type="MatchAck-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="match-reject" type="MatchReject-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-match-ack" type="RestrictedMatchAck-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-announcing-alert-request">

    <xs:sequence>

     <xs:element name="announcing-alert-request" type="AnnouncingAlertReq-info" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-announcing-alert-response">

    <xs:sequence>

     <xs:element name="announcing-alert-response" type="AnnouncingAlertRsp-info" maxOccurs="unbounded"/>
      <xs:element name="response-reject" type="UE-RejectRsp-info" minOccurs="0" maxOccurs="unbounded"/>
     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!--  extension allowed -->

  <xs:complexType name="DiscMsgExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!--  XML attribute for any future extensions  -->

  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

  </xs:complexType>

<!--  Top levelDiscovery Message definition  -->

  <xs:element name="prose-discovery-message">

    <xs:complexType>

      <xs:choice>

        <xs:element name="DISCOVERY_REQUEST" type="prose-direct-discovery-request"/>

        <xs:element name="DISCOVERY_RESPONSE" type="prose-direct-discovery-response"/>

        <xs:element name="MATCH_REPORT" type="prose-direct-discovery-match-report"/>

        <xs:element name="MATCH_REPORT_ACK" type="prose-direct-discovery-match-report-ack"/>

        <xs:element name="DISCOVERY_UPDATE_REQUEST" type="prose-direct-discovery-update-request"/>

        <xs:element name="DISCOVERY_UPDATE_RESPONSE" type="prose-direct-discovery-update-response"/>
        <xs:element name="ANNOUNCING_ALERT_REQUEST" type="prose-direct-discovery-announcing-alert-request"/>
        <xs:element name="ANNOUNCING_ALERT_RESPONSE" type="prose-direct-discovery-announcing-alert-response"/>

        <xs:element name="message-ext" type="DiscMsgExtType"/>

        <xs:any namespace="##other" processContents="lax"/>
      </xs:choice>

    </xs:complexType>

  </xs:element>

</xs:schema>

An entity receiving the XML body ignores any unknown XML element and any unknown XML attribute.
* * * Next Change * * * *

10.5.4.3
Semantics of <DISCOVERY_RESPONSE>
The <DISCOVERY_RESPONSE> element contains one or more of the following elements:

a)
a <Current-Time> element containing the parameter defined in clause 11.4.2.16;

b)
a <Max-Offset> element containing the parameter defined in clause 11.4.2.17;

c)
zero, one or more <response-announce> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing request if the 5G DDNMF accepts the request. Each <response-announce> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
zero, one or more <ProSe-Application-Code> elements containing the parameter defined in clause 11.4.2.6;
3)
zero or one <ProSe application code-ACE> element containing the parameter defined in clause 11.4.2.45;

4)
zero, or one <validity-timer-T5060> element containing the parameter defined in 11.4.2.7;

5)
zero, or, one <discovery-key> element containing the parameter defined in clause 11.4.2.48;

6)
a <discovery-entry-ID> element containing the parameter defined in clause 11.4.2.26;

7)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;
8)
 zero or one <anyExt> element containing elements defined in future releases;

9)
zero, one or more elements from other namespaces defined in future releases; and

10)
zero, one or more attributes defined in future releases;

d)
zero, one or more <response-monitor> element which contains transactions sent from the 5G DDNMF to the UE as a response to a monitoring request if the 5G DDNMF accepts the request. Each <response-monitor> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
zero, one or more <discovery-filter> elements containing the parameter defined in clause 11.4.2.9;

3)
a <discovery-entry-ID> element containing the parameter defined in clause 11.4.2.26;
4)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;

5)
zero or one <anyExt> element containing elements defined in future releases;

6)
zero, one or more elements from other namespaces defined in future releases; and

7)
zero, one or more attributes defined in future releases;

e)
zero, one or more <restricted-announce-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing request for restricted ProSe direct discovery model A if the 5G DDNMF accepts the request. Each <restricted-announce-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
zero or one <ProSe-Restricted-Code> element containing the parameter defined in clause 11.4.2.27;

3)
zero, one or more <ProSe-Restricted-Code-Suffix-Range> element containing the parameter defined in clause 11.4.2.28;

4)
zero or one <validity-timer-T5062> element containing the parameter defined in 11.4.2.32;

5)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;

6)
a <code-sending security parameter> element containing the parameter defined in clause 11.4.2.33;

7)
zero or one <on-demand-announcing-enabled-indicator> element containing the parameter defined in clause 11.4.2.29;

8)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;
9)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.49;
10)
zero or one <anyExt> element containing elements defined in future releases;

11)
zero, one or more elements from other namespaces defined in future releases; and

12)
zero, one or more attributes defined in future releases;

f)
zero, one or more <restricted-monitor-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a monitoring request for restricted ProSe direct discovery model A if the 5G DDNMF accepts the request. Each <restricted-monitor-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
one or more <restricted-discovery-filter> elements containing the parameter defined in clause 11.4.2.30;

3)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31

4)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;

5)
an <application-level-container> element containing the parameter defined in clause 11.4.2.25;
6)
one or more <code-receiving security parameter> element containing the parameter defined in clause 11.4.2.33;

7)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.49;
8)
zero or one <anyExt> element containing elements defined in future releases;

9)
zero, one or more elements from other namespaces defined in future releases; and

10)
zero, one or more attributes defined in future releases;

g)
zero, one or more <restricted-discoveree-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a discoveree UE's request for restricted ProSe direct discovery model B if the 5G DDNMF accepts the request. Each <restricted-discoveree-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
a <ProSe-Response-Code> element containing the element defined in clause11.4.2.35;

3)
one or more <query-filter> elements containing the parameter defined in clause 11.4.2.36; 

4)
a <validity-timer-T5068> element containing the parameter defined in clause 11.4.2.37;

5)
a <code-sending security parameter> element containing the parameter defined in clause 11.4.2.33;

6)
one or more <code-receiving security parameter> element containing the parameter defined in clause 11.4.2.33;

7)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;
8)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.49;
9)
zero or one <anyExt> element containing elements defined in future releases;

10)
zero, one or more elements from other namespaces defined in future releases; and

11)
zero, one or more attributes defined in future releases;

h)
zero, one or more <restricted-discoverer-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a discoverer UE's request for restricted ProSe direct discovery model B if the 5G DDNMF accepts the request. Each <restricted-discoverer-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
one or more <subquery-result> elements containing the parameter defined in clause 11.4.2.38;

3)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;
4)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.49;
5)
zero or one <anyExt> element containing elements defined in future releases;

6)
zero, one or more elements from other namespaces defined in future releases; and

7)
zero, one or more attributes defined in future releases;

i)
zero, one or more <response-reject> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing or monitoring requests if the 5G DDNMF  cannot accept the request. Each <response-reject> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
a <PC3a-control-protocol-cause-value> element containing the parameter defined in clause 11.4.2.8.

3)
zero, one or more elements defined in future releases; and

4)
zero, one or more attributes defined in future releases;

j)
 zero or one <anyExt> element containing elements defined in future releases;

k)
zero, one or more elements from other namespaces defined in future releases;

l)
an optional "network-initiated transaction method" attribute containing the parameter defined in clause 11.4.2.42; and

m)
zero, one or more attributes defined in future releases.

* * * Next Change * * * *

11.4.2.30
Restricted discovery filter

This parameter is used to carry the discovery filter(s) used to monitor an individual target RPAUID in restricted ProSe direct discovery model A. It contains one or more filters, TTL timer T5066, optionally an RPAUID parameter identifying the target RPAUID, optionally a metadata indicator, and optionally the corresponding metadata. The elements in the restricted discovery filter parameter are defined as below:
a)
filter: a matching filter used for restricted ProSe direct discovery Model A monitoring. It contains one code and one or more masks. The code is used by a monitoring UE for full or partial matching of PROSE PC5 DISCOVERY messages received on the PC5 interface with a ProSe restricted code (see clause 11.4.2.27). Only one code is allowed in a filter. The mask is a bitmask provided by the 5G DDNMF in order to allow the monitoring UE to perform a full matching or partial matching of PROSE PC5 DISCOVERY messages received on the PC5 interface. A mask with all bits set to "1" is used for full matching. One or more masks may be included in a filter. The length of the mask is the same as the length of the code; 

b)
TTL Timer T5066: time-to-live duration for which the associated restricted discovery filter is valid, after which it shall not be used. It is an integer in the 1-525600 range representing the timer value in unit of minutes;

c)
RPAUID: identifier of the target RPAUID to be monitored;



d)
metadata indicator: it contains the information element defined in clause 11.4.2.44; and
e)
metadata: application-layer metadata associated with the monitoring target.

* * * Next Change * * * *

11.4.2.33
Restricted code security material

This parameter is used as a container for the information necessary for security keys and algorithms protecting the sending or receiving of restricted ProSe direct discovery messages over the PC5 interface. The elements in the restricted code security material parameter are listed below:

a)
DUSK: an optional key which is allocated by the 5G DDNMF and is used by the UE for scrambling or unscrambling the PROSE PC5 DISCOVERY message containing the ProSe restricted code in restricted ProSe direct discovery. The calculation of the DUSK is defined in 3GPP TS 33.303 [36];

b)
DUIK: an optional key which is allocated by the 5G DDNMF and is used by the UE to compute the MIC that is included in the PROSE PC5 DISCOVERY message containing the ProSe restricted code in restricted ProSe direct discovery. The calculation of the DUIK is defined in 3GPP TS 33.303 [36]; and

c)
DUCK and associated encrypted bitmask: DUCK is an optional key which is allocated by the 5G DDNMF and is used by the UE to encrypt a portion of the PROSE PC5 DISCOVERY message containing the ProSe Restricted Code in restricted ProSe direct discovery. The calculation of the DUCK is defined in 3GPP TS 33.303 [36]. The Encrypted Bitmask is a 184-bit bitmask which uses bit "1" to mark the positions of the bits for which the DUCK encryption is applied.
d)
MIC-check-indicator: an optional indication which is provided by the 5G DDNMF and indicates whether to use Match Reports for MIC checking, used by the UE to decide whether to perform the required MIC check via the match report procedure for restricted 5G ProSe direct discovery. If this indication is included, the DUIK shall not be included in the restricted code security material parameter but provided as a separate parameter as specified in 3GPP TS 33.503 [34]. This indication is not used for 5G ProSe UE-to-network relay discovery and group member discovery.
* * * Next Change * * * *

11.4.2.38
Subquery result

This parameter is used to contain the information allocated by the 5G DDNMF related to one particular query target RPAUID which the discoverer UE intends to query with restricted ProSe direct discovery model B. It contains one ProSe query code, one or more discovery response filter(s), validity timer T5070, an RPAUID parameter identifying the target RPAUID, restricted security and optionally the corresponding metadata. The elements in the subquery result parameter are defined as below:
a)
ProSe query code: it is a ProSe restricted code allocated by the 5G DDNMF to a discoverer UE to solicit the response from a discoveree UE for a particular target RPAUID;

b)
discovery response filter: it contains one code and one or more masks to be used to matching ProSe response code. The code is used by a discoverer UE to represent a targeted ProSe response code (see clause 11.4.2.35). The mask is a bitmask provided by the 5G DDNMF in order to allow the discoverer UE to perform a full matching or partial matching of PROSE PC5 DISCOVERY messages received on the PC5 interface containing the ProSe response code. A mask with all bits set to "1" is used for full matching. The length of the mask is the same as the length of the code;

c)
validity timer T5070: it represents the validity time associated with a ProSe query code and corresponding discovery response filter(s). It is an integer in the 1-525600 range representing the timer value in unit of minutes;

d)
code-sending security parameter: it contains the information element defined in clause 11.4.2.33;
e)
code-receiving security parameter: it contains the information element defined in clause 11.4.2.33;
f)
RPAUID: identifier of the target RPAUID to be monitored; and

g)
metadata: application-layer metadata associated with the querying target.

* * * End of Change * * * *

