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1. Reason for Change
The 5G ProSe procedures going over PC3a interface (i.e. between the UE and the 5G DDNMF) are also security protected (integrity protected and confidentiality protected), and the way how to protect those procedures is defined in clause 5.2.3 in TS 33.503, where either GBA (TLS v1.2 or TLS v. 1.3) or AKMA is used for such protection.
It is important to capture a requirement for that in stage-3 spec for the 5G ProSe direct discovery procedures that go over PC3a interface, for not having any wrong understanding that PC3a interface is not end-to-end security-protected, and also to clarify how this protection is made. This is done within this pCR.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.554 V1.1.0.


[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc59198970][bookmark: _Toc59198379][bookmark: _Toc525230979][bookmark: _Toc93915574]6.2.1	Types of 5G ProSe direct discovery procedures
The following PC3a control protocol procedures are defined:
a)	announce request;
b)	monitor request;
c)	discoveree request;
d)	discoverer request;
e)	match report;
f)	network initiated direct discovery update; and
g)	announcing alert request.
In the following descriptions of PC3a control protocol procedures, the terms "request" and "response" refer to the corresponding PC3a control protocol messages, not to the HTTP request or response. The following procedure descriptions use a single PC3a control protocol message for illustration purposes.
The PC3a control protocol procedures for 5G ProSe direct discovery shall be integrity protected and confidentiality protected using the security procedures defined in clause 5.2.3 in 3GPP TS 33.503 [34].
NOTE:	A single HTTP request message can contain multiple PC3a control protocol requests and a single HTTP response message can contain multiple PC3a control protocol responses.
* * * End of Changes * * * *

