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	Reason for change:
	The PC5 unicast link identifier update procedure may be triggered by several reasons. If it is triggered by a privacy reason, a non-NULL confidentiality algorithm shall be used according security requirements in TS 33.536 clause 5.3.3.2.1.

For other cases (the PC5 unicast link identifier update procedure is triggered by other reason), e.g., TS 23.287 clause 6.3.3.2, the PC5 unicast link identifier update procedure can be executed without security protection (i.e configuring the null integrity algorithm). Hence, since the PC5 unicast link identifier update could be used, new MSB/LSB of KNRP-sess ID could not be generated because KNRP-sess ID is always zero when no securty is used according to TS 33.536 5.3.3.1.4.3 and 5.3.3.1.2.1, quotes:
Clause 5.3.3.1.4.3
3.  UE_2 shall send the Direct Security Mode Command message to UE_1. This message shall only contain the MSB of KNRP ID unless the Null integrity algorithm is selected by UE_2 and optionally Key_Est_Info if a fresh KNRP is to be generated (see clause 5.3.3.1.3). UE_2 shall include the Chosen_algs parameter to include the selected integrity and confidentiality algorithm. Non-Null security algorithm in the Chosen_algs indicates the corresponding security protection is activated and the security algorithm the UEs will use to protect the data in the message. Null security algorithm in the Chosen_algs indicates the corresponding security protection is unprotected. The Chosen_algs may only indicate the use of the NULL integrity algorithm if UE_2's signalling integrity security policy is either NOT NEEDED or PREFERRED. UE_2 shall also return the UE_1's security capabilities and UE_1's signalling security policy to provide protection against bidding down attacks. In the case that the NULL integrity algorithm is chosen, the NULL confidentiality algorithm shall also be chosen and UE_2 shall set the KNRP-sess ID of this security context to the all zero value. 
Clause 5.3.3.1.2.1
-    KNRP-sess: This is the 256-bit key that is derived by UE from KNRP and is used derive keys that to protect the transfer of data between the UEs. The KNRP-sess is derived per unicast link. During activated unicast communication session between the UEs, the KNRP-sess may be refreshed by running the rekeying procedure. The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KNRP-sess. The 16-bit KNRP-sess ID identifies the KNRP-sess. 
NOTE 1: A KNRP-sess ID with a zero value indicates that no security is used and hence the UEs do not assign an all zero value of KNRP-sess ID when creating a security context.
However, TS 24.587 in clause mandates to set a new MSB of KNRP-sess ID, quote:
The initiating UE shall initiate the procedure if:
a)  the initiating UE receives a request from upper layers to change the application layer ID and there is an existing PC5 unicast link associated with this application layer ID; or
b)  the privacy timer (see clause 5.2.3) of the initiating UE's layer-2 ID expires for an existing PC5 unicast link.
If the PC5 unicast link identifier update procedure is triggered by a change of the initiating UE's application layer ID, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE
a)  shall include the initiating UE's new application layer ID received from upper layer;
b)  shall include the initiating UE's new layer-2 ID assigned by itself;
c)  shall include the new MSB of KNRP-sess ID; and
d)  shall include the new IP address/prefix if IP communication is used.
In short, TS 33.536 indicates that the KNRP-sess ID of this security context to the all zero value (it is not actually generated). So again, TS 24.587 needs to be corrected. The specification needs to indicate as per TS 33.536 that the MSB of KNRP ID is all zeros in the DIRECT LINK RELEASE REQUEST message.


	
	

	Summary of change:
	The MSB of KNRP ID is all zeros in the DIRECT LINK RELEASE REQUEST message if the KNRP-sess ID of the related security context is not actually generated.

	
	

	Consequences if not approved:
	Misalignment with stage 2 requirements in TS 33.536. Not possible to set the MSB of KNRP ID is all zeros.

	
	

	Clauses affected:
	6.1.2.5.2, 8.4.20

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


* * * First Change * * * *
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The initiating UE shall initiate the procedure if:
a)	the initiating UE receives a request from upper layers to change the application layer ID and there is an existing PC5 unicast link associated with this application layer ID; or
b)	the privacy timer (see clause 5.2.3) of the initiating UE's layer-2 ID expires for an existing PC5 unicast link.
If the PC5 unicast link identifier update procedure is triggered by a change of the initiating UE's application layer ID, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE
a)	shall include the initiating UE's new application layer ID received from upper layer;
b)	shall include the initiating UE's new layer-2 ID assigned by itself;
c)	shall include the new MSB of KNRP-sess ID or set to all zeros; and
d)	shall include the new IP address/prefix if IP communication is used.
If the PC5 unicast link identifier update procedure is triggered by the expiry of the initiating UE's privacy timer T5011 as specified in clause 5.2.3, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE 
a)	shall include the initiating UE's new layer-2 ID assigned by itself;
b)	shall include the new MSB of KNRP-sess ID;
c)	may include the initiating UE's new application layer ID if received from upper layer; and
d)	shall include the new IP address/prefix if IP communication is used and changed.
After the DIRECT LINK IDENTIFIER UPDATE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5009. The UE shall not send a new DIRECT LINK IDENTIFIER UPDATE REQUEST message to the same target UE while timer T5009 is running.


Figure 6.1.2.5.2.1: PC5 unicast link identifier update procedure
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8.4.20	MSBs of KNRP ID
The purpose of the MSBs of KNRP ID information element is to carry the 16 most significant bits of the KNRP ID.
The MSBs of KNRP ID is a type 3 information element with a length of 3 octets.
The MSBs of KNRP ID information element is coded as shown in figure 8.4.20.1 and table 8.4.20.1.
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	MSBs of KNRP ID IEI
	octet 1

	MSBs of KNRP ID contents
	octet 2

	
	octet 3



Figure 8.4.20.1: MSBs of KNRP ID information element
Table 8.4.20.1: MSBs of KNRP ID information element
	MSBs of KNRP ID contents (octet 2 to 3)

This field contains the 16 most significant bits of KNRP ID.


	NOTE 1: This field is set to all zeros if the KNRP-sess ID is not generated, i.e., the null integrity algorithm is used.



* * * End of Changes * * * *
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