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	Reason for change:
	The NAS specification provides some exceptions w.r.t UE’s handling of NAS messages that are not integrity protected. The intent of these exceptions is that these NAS messages in certain cases can be expected to be received in non integrity protected form, from even genuine networks. But there are a couple of instances where even a genuine network should NEVER send certain NAS messages without integrity protection. 

This is applicable for 1]  AUTHENTICATION REQUEST message and 2]  IDENTITY REQUEST message for a UE that is in EMM-SERVICE-REQUEST-INITIATED state and is NOT attached for emergency bearer services or does NOT have a PDN connection for emergency bearer services. 

The Service Request procedure can be initiated only when the UE is in a registered tracking area and when the UE is already successfully registered with update status set to EU1. Hence when SERVICE REQUEST message is sent to the network and there are no active emergency PDU sessions or if the UE is not registered for emergency services, if either the integrity check fails or if the UE’s context cannot be retrieved, the network responds with a Service Reject message so that the UE can establish the context afresh. Below is the reference from 3GPP TS 24.301 specification for the same:

[bookmark: _Toc20217785][bookmark: _Toc27743669][bookmark: _Toc35959240][bookmark: _Toc45202671][bookmark: _Toc45700047][bookmark: _Toc51919783][bookmark: _Toc68250843][bookmark: _Toc91684015]  4.4.4.3 Integrity checking of NAS signalling messages in the MME
If a SERVICE REQUEST, EXTENDED SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE has only PDN connections for non-emergency bearer services established and the PDN connections are not for RLOS, the MME shall send the SERVICE REJECT message with EMM cause #9 "UE identity cannot be derived by the network" and keep the EMM-context and EPS security context unchanged.

This restriction needs to be reflected in the exceptions provided on the UE side as part of processing NAS messages without integrity protection before NAS signalling connection becomes secure.


	
	

	Summary of change:
	 UE shall discard an Authentication Request Message without integrity protection or an Identity Request message without integrity protection when in EMM-SERVICE-REQUEST-INITIATED state and if NOT attached for emergency bearer services or not having an active PDN connection for emergency bearer services.

	
	

	Consequences if not approved:
	Possible attack by rogue network to get a UE to respond to an Authentication Request or an Identity Request(with IMSI) message without integrity protection by paging the UE and getting it into EMM-SERVICE-REQUEST-INITIATED state.
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*** First change ***

[bookmark: _Toc20217784][bookmark: _Toc27743668][bookmark: _Toc35959239][bookmark: _Toc45202670][bookmark: _Toc45700046][bookmark: _Toc51919782][bookmark: _Toc68250842][bookmark: _Toc91684014]4.4.4.2	Integrity checking of NAS signalling messages in the UE
Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the network has established secure exchange of NAS messages for the NAS signalling connection:
-	EMM messages:
-	IDENTITY REQUEST (if requested identification parameter is IMSI);
-	AUTHENTICATION REQUEST;
-	AUTHENTICATION REJECT;
-	ATTACH REJECT (if the EMM cause is not #25);
-	DETACH ACCEPT (for non switch off);
-	TRACKING AREA UPDATE REJECT (if the EMM cause is not #25);
-	SERVICE REJECT (if the EMM cause is not #25).
NOTE:	These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.
Additionally, a UE in EMM-SERVICE-REQUEST-INITIATED state which is neither attached for emergency bearer services nor has an active PDN connection for emergency bearer services, shall discard the following messages when received without integrity protection:
-	AUTHENTICATION REQUEST; and
-	IDENTITY REQUEST.
All ESM messages are integrity protected.
Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed the integrity check is specified in clause 5.4.3.5. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.

*** End of changes ***

