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*******
* * * First Change * * * *
[bookmark: _Toc20149176][bookmark: _Toc27491053][bookmark: _Toc27493059][bookmark: _Toc35959745][bookmark: _Toc45206296][bookmark: _Toc51929808][bookmark: _Toc51931821][bookmark: _Toc91612361]V.2.1	General
The Ms reference point is used to request signing of an Identity header field or request verification of a signed assertion in an Identity header field.
HTTP POST method is used for the verification request.
HTTP 200 (OK) is used when the Verification AS (VAS)for verification has successfully processed the verification request.
HTTP POST method is used for the signing request.
HTTP 200 (OK) is used when the Signing AS (SAS)for signing has successfully processed the signing request.
HTTP POST method is used for the diversion signing request.
HTTP 200 (OK) is used when the Signing AS for signing has successfully processed the diversion signing request.
HTTP POST method is used for the Resource-Priority header field signing request.
HTTP 200 (OK) is used when the Signing AS for signing has successfully processed the Resource-Priority header field signing request.
HTTP POST method is used for the Resource-Priority and Priority header fields signing request.
HTTP 200 (OK) is used when the Signing AS for signing has successfully processed the Resource-Priority and Priority header field signing request.


[image: ]
Figure V.2.1-1: Usage of the Ms reference point

* * * Next Change * * * *
[bookmark: _Toc20149177][bookmark: _Toc27491054][bookmark: _Toc27493060][bookmark: _Toc35959746][bookmark: _Toc45206297][bookmark: _Toc51929809][bookmark: _Toc51931822][bookmark: _Toc91612362]V.2.2	Resource structure
API resources are defined with respect to a "server root". The server root is a URI:
-	{hostname}:{port}/{RoutingPath},
The resource URI structure is:


[image: ]
Figure V.2.2-1: Resource structure for the resource exposed over the Ms reference point
NOTE:	v#1 is the version number of the API.
Table V.2.2-1: Variables for the server root
	Variable
	Description
	Presence

	hostname
	Host name used to reach the resource.
	M

	port
	Port where the resource is reached
	M

	RoutingPath
	Path identifying the resource
	M




* * * Next Change * * * *
[bookmark: _Toc20149180][bookmark: _Toc27491057][bookmark: _Toc27493063][bookmark: _Toc35959749][bookmark: _Toc45206300][bookmark: _Toc51929812][bookmark: _Toc51931825][bookmark: _Toc91612365]V.2.3.2 Request header requirements
Table V.2.3.2-1 lists request header field requirements.
Table V.2.3.2-1: Header fields included in the requests
	Header field name
	Description
	Presence

	Content-Type
	Describes the format of the request body. Shall be set to "application/json"
	M

	Accept
	Describes the supported format of the response body. Shall be set to "application/json" if present
	O




* * * Next Change * * * *
[bookmark: _Toc20149185][bookmark: _Toc27491062][bookmark: _Toc27493068][bookmark: _Toc35959754][bookmark: _Toc45206305][bookmark: _Toc51929817][bookmark: _Toc51931830][bookmark: _Toc91612370]V.2.4.3.1	General
If the server cannot process the request, the server provides an HTTP error response. The error response contains a JSON object specifying the error type.
The server provides a service error when the server is unable to process the request.
The server provides a policy error when the server is able to process the request, but not able to complete the service execution due to a policy restriction.


* * * Next Change * * * *
[bookmark: _Toc20149188][bookmark: _Toc27491065][bookmark: _Toc27493071][bookmark: _Toc35959757][bookmark: _Toc45206308][bookmark: _Toc51929820][bookmark: _Toc51931833][bookmark: _Toc91612373]V.2.5	signing
[bookmark: _Toc20149189][bookmark: _Toc27491066][bookmark: _Toc27493072][bookmark: _Toc35959758][bookmark: _Toc45206309][bookmark: _Toc51929821][bookmark: _Toc51931834][bookmark: _Toc91612374]V.2.5.1	General
[bookmark: _Toc20149190][bookmark: _Toc27491067][bookmark: _Toc27493073][bookmark: _Toc35959759][bookmark: _Toc45206310][bookmark: _Toc51929822][bookmark: _Toc51931835]To sign an asserted identity or Priority/Resource-Priority header field valueget an asserted identity signed the client sends an HTTP POST request towards the SAS for signing containing a PASSporT SHAKEN object, specified in RFC 8588 [261]; a PASSporT rph object, specified in RFC 8443 [279]; a PASSporT sph object,  specified in RFC 9027 [278]; or a PASSporT div object, specified in RFC 8946 [265]. TIf the request was successfully processed, then the received signingResponse contains for successful requests the signed an Identity header field value populated with a signed PASSporT of the requested type along with the appropriate Identity header field parametersin a JSON object. 
Unsuccessful requests are responded with an HTTP 4xx or 5xx response.
[bookmark: _Toc91612375]V.2.5.2	Data types
Table V.2.5.2-1 specifies the data types included in the signing request. The signing request contains the claims included in:
-	a "shaken" PASSporT SHAKEN JSON Web Token, specified in RFC 8588 [261];
-	a "div" PASSporT div JSON Web Token specified in RFC 8946 [265]; or
-	an "rph" PASSporT rph JSON Web Token specified in RFC 8443 [279] and optionally a PASSporT sph JSON Web Token specified in RFC 9027 [278].
Table V.2.5.2-1:	Data types for the signingRequest
	Parameter
	Type; Value
	Presence
	Description

	attest
	string; "A", "B" or "C"
	O
	Identifying the relation between the service provider attesting the identity and the subscriber. Specified in RFC 8588 [261].

	dest
	array of identity claim JSON objects representing destination identities; tn or uri
	M
	Identifying the called user taken from the To header field  for a PASSporT SHAKEN Token, and from the Request-URI for a PASSporT div Token. Specified in RFC 8225 [262].

	div
	identity claim JSON object, tn or uri. A hi element should be included.
	O
	Identifying the diverting user, taken from the the Request-URI before retargetingcorresponding Identity header field as pecified in RFC 8946 [265].

	iat
	integer; time and date of issuance of the PASSporT token
	M
	Time since 1 January 1970 in Numeric Date format as specified in RFC 7519 [235].

	orig
	identity claim JSON object; tn or uri
	M
	Identifying the calling user. Specified in RFC 82245 [2562].

	origid
	String; UUID
	O
	Specified in RFC 8588 [261]

	rph
	array of strings that correspond to the r-values indicated in the SIP Resource-Priority header field
	O
	Contains assertion of the priority level of the user to be used for a given communication session as specified in RFC 8443 [279] and RFC 9027 [278].

	sph
	string "psap-callback"
	O
	Contains header field value "psap-callback" of the SIP Priority header field as specified in RFC 9027 [278].



Table V.2.5.2-2 further specifies the data types contained in the signing request parameters.
Table V.2.5.2-2:	Data types for the signingRequest parameters
	Parameter
	Type; Value
	Presence
	Description

	hi
	string. An "index" header field parameter as specified in RFC 7044 [66]
	O
	The "index" header field parameter is included in the entry identifying the diverting user in the History-Info header field.

	tn
	string; allowed characters as for local-number-digits and global-number-digits defined in RFC 3966 [22]
	M
	The number needs to be canonicalized by the AS for signing following the procedure in RFC 8224 [252] section 8.3.

	uri
	string; A SIP URI as specified in RFC 3261 [26] following the generic guidelines in RFC [3986].
	O
	Used if the "orig" or "dest" is given in a SIP URI.



Table V.2.5.2-3 specifies the data types included in the signing response.
Table V.2.5.2-3:	Data types for the signingResponse
	Parameter
	Type; Value
	Presence
	Description

	identityHeader
	string; Identity header field value as specified in RFC 8224 [252]
	M
	This string cannot be NULL





* * * Next Change * * * *
[bookmark: _Toc20149191][bookmark: _Toc27491068][bookmark: _Toc27493074][bookmark: _Toc35959760][bookmark: _Toc45206311][bookmark: _Toc51929823][bookmark: _Toc51931836][bookmark: _Toc91612376]V.2.6	verification
[bookmark: _Toc20149192][bookmark: _Toc27491069][bookmark: _Toc27493075][bookmark: _Toc35959761][bookmark: _Toc45206312][bookmark: _Toc51929824][bookmark: _Toc51931837][bookmark: _Toc91612377]V.2.6.1	General
[bookmark: _Toc20149193][bookmark: _Toc27491070][bookmark: _Toc27493076][bookmark: _Toc35959762][bookmark: _Toc45206313][bookmark: _Toc51929825][bookmark: _Toc51931838]To get a received identity claim verified, the client sends an HTTP POST request towards the AS for verification containing a PASSporT object, including one or more claims with the contents of the received Identity header field(s) signing:
-	the originating identity and optionally all the Identity header fields signing diverting identities; and/or
-	the Resource-Priority header field and optionally the header field value "psap-callback" of the Priority header field.
The verificationResponse contains the outcome of the verification in a verstat claim with values as specified for the verstat tel URI parameter in subclause 7.2A.20 and in a verstatPriority claim with values as specified for the Priority-Verstat header field in subclause 7.2.21. Unsuccessful requests are responded with an HTTP 4xx or 5xx response.
[bookmark: _Toc91612378]V.2.6.2	Data types
Table V.2.6.2-1 specifies the data types included in the verification request.
Table V.2.6.2-1:	Data types for the verificationRequest
	Parameter
	Type; Value
	Presence
	Description

	identityHeader
	string; Identity header field value for the originating identity as specified in RFC 8224 [252] and RFC 8588 [261.
	OM
	This parameter contains the "shaken" Identity header field value to be verified (see NOTE-1).This string cannot be NULL

	IdentityHeaders
	array of string; Identity header field values as specified in RFC 8224 [252],. RFC 8443 [279], RFC 9027 [278], RFC 8946 [265]. One identityHeader claim per received Identity header field is sent.
	O
	This array contains the "div" and "rph" Identity header field values to be verified (see NOTE-2).  Identity headers containing the div, rph or sph claims to be verified.

	to
	String; identity claim JSON object; tn or uri
	M
	The destination identity taken from the To header field. Used when no div claim is included.

	dest
	string; identity claim JSON object; tn or uri
	MO
	The destination identity taken from the Request-URI in the incoming request. Used when div claim is included.

	time
	integer; Numeric date format defined in RFC 7519 [235]
	M
	Time based on the Date header field in the incoming request.

	from
	string; identity claim JSON object; tn or uri
	M
	The asserted identity, taken from the P-Asserted-Identity or the From header field of the incoming request

	NOTE-1) 	For "shaken" PASSporT verification, an identityHeader parameter containing a "shaken" Identity header field must be included in the verification request. Otherwise, the identityHeader parameter must not be included be the verification request. 

NOTE-2) 	For "rph" PASSporT verification, an identityHeaders parameter containing an "rph" Identity header field must be included in the verification request. If the identityHeader parameter contains a "shaken" Identity header field, and/or the identityHeaders parameter conatins an "rph" Identity header field, then all "div" Identity header field(s) received in an INVITE request must be included in the identityHeaders parameter of the verification request. If "rph" PASSporT verification is not to be performed, and if the INVITE request does not contain any "div" Identity header fields, then the identityHeaders parameter must not be included in the verification request.




Table V.2.6.2-2 specifies the data types included in the verification response.
Table V.2.6.2-2:	Data types for the verificationResponse
	Parameter
	Type; Value
	Presence
	Description

	divResult
	array of one or more [div, verstatValue] tuples
	O
	Parameter informing of the result of the verification of diverting identities. For each verified identity the verstat parameter is added to the verified identity.

	verstatValue
	string; set to a value defined in table 7.2A.20.3-1
	O
	Parameter informing of the result of the verification of originating identity. To be used in the verstat parameter added to the verified identity. The parameter is mandatory if the request contained a "shaken" PASSporT SHAKEN JSON Web Token.

	verstatPriority
	string; set to a value defined in table 7.2.21-1
	O
	Parameter informing of the result of the verification of the Resource-Priority header field and optionally the header field value "psap-callback" of the Priority header field.



* * * End of Changes * * * *
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