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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	x
	

	No
	x
	x
	x
	
	x

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	
	Feature

	x
	Building Block

	
	Work Task

	
	Study Item



2.2	Parent Work Item

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	TEI17_SAPES
	SA2
	870004
	Support for Signed Attestation for Priority and Emergency Sessions



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	790028
	Enhancements to Call spoofing functionality
	Specification of the SIP procedures for performing the attestation and signing of originating calling identification information for non-emergency IMS sessions.



Dependency on non-3GPP (draft) specification:
RFC 8224, RFC 8443
3	Justification
RFC 8443 identifies the following security vulnerability associated with use of the Resource-Priority header field:
"[RFC4412] defines a mechanism to prioritize access to SIP-signaled resources during periods of communications resource scarcity using the SIP 'Resource-Priority' header.  As specified in [RFC4412], the SIP 'Resource-Priority' header field may be used by SIP user agents (UAs) [RFC3261] (including Public Switched Telephone Network (PSTN) gateways and SIP proxy servers) to influence prioritization afforded to communication sessions, including PSTN calls (e.g., to manage scarce network resources during network congestion scenarios). However, the SIP 'Resource-Priority' header field could be spoofed and abused by unauthorized entities, the threat models and use cases of which are described in [RFC7375] and [RFC7340], respectively.
Compromise of the SIP 'Resource-Priority' header field [RFC4412] could lead to misuse of network resources (i.e., during congestion scenarios), impacting the application services supported using the SIP 'Resource-Priority' header field." 
As described in RFC 8443, the "rph" PASSporT protects against this security vulnerability by integrity protecting the Resource-Priority header field contents. However, the ability to check the integrity of the Resource-Priority header field during "rph" PASSporT verification is currently not supported by CT1. Therefore, this WID requests that this capability be added, to prevent unauthorized priority access to network resources
RFC 8224 section 6.2.2 defines 4xx codes that identify the cause of a PASSporT verification failure (e.g., to distinguish between a failure because the signing certificate was revoked vs. a failure because the PASSporT signature failed validation). This WID requests that this additional failure information be made available to the client. For example, if an INVITE contains a "shaken" PASSporT and an "rph" PASSporT, and both PASSporTs fail verification, then the verification service conveys the more detailed failure information to the client in a way that enables the client to associate each failure with the right PASSporT. 

4	Objective
The objective of this work item is to specify in CT1 the following "rph" PASSporT verification procedures:
· Verify the integrity of the Resource-Priority header field;
· When PASSporT verification fails, return the 4xx failure code/reason-phrase defined in RFC 8224 in the verification response.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	24.229
	Update the Identity header verification procedures to a) verify that the contents of the Resource-Priority header field are authorized by valid "rph" PASSporT claim information, and b) return RFC 8224 4xx failure codes in verification response.

	CP-95e (March 2022)
	CT1 responsibility

	
	
	
	



6	Work item Rapporteur(s)
Politz, Ken, Neustar, ken.politz@team.neustar

7	Work item leadership
CT1

8	Aspects that involve other WGs
None.
9	Supporting Individual Members

	Supporting IM name

	Comcast

	Neustar

	Oracle

	Ribbon

	

	



