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1. Introduction
<Introduction part (optional)>
2. Reason for Change
[bookmark: _Toc92180373][bookmark: _Toc92805100]1. In SA3 TR 33.847, for groupcast security, KI#13 has the following conclusion:
The privacy of Group Member Discovery of TS 23.304 [16], clause 6.3.2.2, is addressed by Key Issue #13.
……
7.13	Key Issue #13: Security and privacy of groupcast communication
For Key Issue #13, the following text is taken as conclusions:
-	No solution is available for the protection of one-to-many communications in the present document. Hence, no conclusion can be made for groupcast communication security in the present document.
In the other word, there is no security requirement to CT1. So the related EN can be removed.
2. Configuration parameters for unicast security reuses the mechanism of V2X and have already been in 5.2.4, so the EN can be removed.
3. Security for match report for restricted direct discovery model A is missing and the related ENs should be removed.
4. For identifier update procedure, since the procedure in TS 24.587 is reused, the ENs can be removed.
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3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.554 v1.1.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc94175399][bookmark: _Hlk68681741]5.2.4	Configuration parameters for 5G ProSe direct communication over PC5 interface
The configuration parameters for 5G ProSe direct communication over PC5 interface consist of:
a)	a validity timer for the validity of the configuration parameters for 5G ProSe direct communication over PC5 interface;
b)	a list of PLMNs in which the UE is authorized to use 5G ProSe direct communication over PC5 interface when the UE is served by NG-RAN. Each entry of the list contains a PLMN ID in which the UE is authorized to use 5G ProSe direct communication over PC5 interface;
c)	an indication of whether the UE is authorized to use 5G ProSe direct communication over PC5 interface when the UE is not served by NG-RAN;
d)	the radio parameters of the 5G ProSe direct communication over PC5 interface applicable per geographical area with an indication of whether these radio parameters are "operator managed" or "non-operator managed" when the UE is not served by NG-RAN;
e)	configuration parameters for groupcast mode 5G ProSe direct communication for each application layer group, consisting of:
1)	application layer group ID;
2)	ProSe layer-2 group identifier;
3)	ProSe group IP multicast address;
4)	an indication of whether the UE is authorized to use IPv4 or IPv6;
5)	optionally, an IPv4 address to be used by the UE as a source address for a specific Group if the UE is authorized to use IPv4; and 
6)	group security related content;
Editor’s note:	 Details of group security related content are FFS and will be determinated by SA3 WG.
f)	configuration parameters for privacy support, consisting of:
1)	a list of ProSe applications requiring privacy. Each entry of the list contains one or more ProSe identifiers and one or more geographical areas where the privacy is required; and
2)	a privacy timer value as specified in 3GPP TS 24.555 [17];
g)	optionally, a list of ProSe identifier to ProSe NR frequency mapping rules. Each mapping rule contains one or more ProSe identifiers and the ProSe NR frequencies with associated geographical areas;
h)	a list of ProSe identifier to destination layer-2 ID for broadcast mapping rules. Each mapping rule contains one or more ProSe identifiers and the destination layer-2 ID for broadcast;
i)	optionally, a default destination layer-2 ID for broadcast;
j)	a list of ProSe identifier to default destination layer-2 ID for unicast initial signaling mapping rules. Each mapping rule contains one or more ProSe identifiers and the default destination layer-2 ID for initial signalling to establish unicast connection;
k)	a list of ProSe identifier to PC5 QoS parameters mapping rules. The PC5 QoS parameters are specified in clause 5.7 of 3GPP TS 23.304 [2];
l)	an AS configuration, including a list of SLRB mapping rules applicable when the UE is not served by NG-RAN. Each SLRB mapping rule contains a PC5 QoS profile and an SLRB. The PC5 QoS profile contains the following parameters:
1)	the PC5 QoS profile containing a PQI;
2)	if the PQI of the PC5 QoS profile identifies a GBR QoS, the PC5 QoS profile containing a PC5 flow bit rates consisting of a guaranteed flow bit rate (GFBR) and a maximum flow bit rate (MFBR);
3)	if the PQI of the PC5 QoS profile identifies a non-GBR QoS, the PC5 QoS profile containing the PC5 link aggregated bit rate consisting of a per link aggregate maximum bit rate (PC5 LINK-AMBR);
NOTE 1:	PC5 link aggregated bit rate is only used for unicast mode communications over PC5 interface.
4)	the PC5 QoS profile containing a range, which is only used for groupcast mode communications over PC5 interface; and
5)	the PC5 QoS profile optionally containing the priority level, the averaging window, and the maximum data burst volume. If one or more of the priority levels, the averaging window or the maximum data burst volume are not contained in the PC5 QoS profile, their default values apply;
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK5][bookmark: _Hlk69811382]m)	a list of 5G ProSe direct security policies. Each entry in the list contains a 5G ProSe direct security policy composed of:
1)	one or more ProSe identifiers;
2)	the signalling integrity protection policy for the ProSe identifier(s);
3)	the signalling ciphering policy for the ProSe identifier(s);
4)	 the user plane integrity protection policy for the ProSe identifier(s);
5)	the user plane ciphering policy for the ProSe identifier(s);
6)	one or more geographical areas where the 5G ProSe direct security policy applies;
Editor’s note:	 Details of 5G ProSe direct security policies related content are FFS and will be determinated by SA3 WG.
n)	a list of ProSe identifiers to default mode of communication mapping rules. Each mapping rule contains one or more ProSe identifiers and the default mode of communication (one of unicast, groupcast or broadcast); and
o)	a list of ProSe application to path preference mapping rules (i.e., PC5 preferred, Uu preferred, or no preference) as defined in clause 5.4 in 3GPP TS 24.555 [17].
NOTE 2:	In this release of specification, the application ID defined in 3GPP TS 23.303 [35] can be used as the ProSe identifier in 5G ProSe direct discovery and in a consequent 5G ProSe direct communication.
* * * Next Change * * * *
[bookmark: _Toc59199035][bookmark: _Toc59198444][bookmark: _Toc525231044][bookmark: _Toc94175486]6.2.9.2	Match report procedure initiation
The UE shall meet the following pre-conditions before initiating this procedure:
a)	a request from upper layers to monitor for the target RPAUID, which resulted in the matched ProSe restricted code, is still in place;
b)	the lower layers have provided UTC time information, along with the discovery message containing the ProSe restricted code; and
c)	the TTL timer T5066 associated with the Restricted discovery filter, whose use resulted in a match event of the ProSe restricted code, has not expired. 
If the UE is authorized to perform restricted ProSe direct discovery monitoring model A in the monitored PLMN, it should initiate a match report procedure:
a)	when there is a match event after applying one of the rRestricted discovery filter(s) to a ProSe restricted code received from the lower layers, and the UE does not have a corresponding RPAUID already locally stored;
b)	when the UE has a locally stored mapping for the ProSe restricted code that resulted in a match event, but the validity timer T5076 of the ProSe restricted code has expired;
c)	when the UE has a locally stored mapping for the ProSe restricted code that resulted in a match event, but the match report refresh timer T5077 of the ProSe restricted code has expired;
d)	when the UE desires to obtain the metadata associated with the discovered ProSe restricted code; or
e)	when the UE has a locally stored mapping for the ProSe restricted code that resulted in a match event, but the UE does not have a running match report refresh timer T5077 for this ProSe restricted code and the UE is directed by the 5G DDNMF to perform the required MIC check via the match report procedure.
NOTE 1:	The 5G DDNMF directs the UE to use the match report procedure to perform the MIC check by including the MIC Check Indicator parameter in the DISCOVERY_RESPONSE message.
The UE initiates the match report procedure by sending a MATCH_REPORT message with a new transaction ID and shall set the message contents as follows:
a)	the RPAUID set to the UE's RPAUID which has requested the corresponding monitoring operation that resulted this match event; 
b)	the ProSe restricted code set to the ProSe restricted code for which there was a match event;
c)	the UE identity set to the UE's SUPI;
d)	the discovery type set to "Restricted discovery";
e)	the application identity set to the application identity of the upper layer application that triggered the monitoring operation;
f)	optionally, the UTC-based counter set as follows if the MIC is checked via the match report procedure:
1)	the UE shall generate two UTC-based counters with:
i)	the first counter composed of:
A)	the 23 most significant bits of the UTC-based counter set to the 23 most significant bits of the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe restricted code for which there was a match event encoded as specified in clause 11.2.32.18;
B)	the 24th to 28th most significant bit of the UTC-based counter set to '0'; and
C)	the 48 least significant bits of the UTC-based counter set to the 48 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe restricted code for which there was a match event, as specified in 3GPP TS 33.503 [34]; and
ii)	the second counter composed of:
A)	the 23 most significant bits of the UTC-based counter set to the 23 most significant bits of the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe restricted code for which there was a match event encoded as specified in clause 11.2.2.18;
B)	the 24th to 28th most significant bit of the UTC-based counter set to '1'; and
C)	the 8 4 least significant bits of the UTC-based counter set to the 8 4 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe restricted code for which there was a match event, as specified in 3GPP TS 33.503 [34]; and
Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.
2)	then the UE shall select, among the two counters described above, the counter that is nearest to the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe restricted code for which there was a match event encoded as specified in clause 11.2.32.18, and set the UTC-based counter in the MATCH_REPORT message to that counter;
g)	optionally, the message type set to the value of message type field of the PROSE PC5 DISCOVERY message that contained the ProSe restricted code for which there was a match event, if the MIC is checked via the match report procedure;
h)	optionally, the MIC set to the MIC of the PROSE PC5 DISCOVERY message that contained the ProSe restricted code for which there was a match event if the MIC is checked via the match report procedure; and
i)	the metadata flag set to indicate whether or not the UE wishes to receive the latest metadata information associated with the RPAUID in the MATCH_REPORT_ACK message from the 5G DDNMF.
NOTE 2:	A UE can include one or multiple transactions in one MATCH_REPORT message for different ProSe restricted codes, and receive a corresponding <restricted-match-ack> element or <match-reject> element in the MATCH_REPORT_ACK message for each respective transaction. In the following description of match report procedure, only one transaction is included.
Figure 6.2.9.2.1 illustrates the interaction between the UE and the 5G DDNMF in the match report procedure.


[bookmark: OLE_LINK28][bookmark: OLE_LINK38]Figure 6.2.9.2.1: Match report procedure for restricted discovery model A
* * * Next Change * * * *
[bookmark: _Toc59199036][bookmark: _Toc59198445][bookmark: _Toc525231045][bookmark: _Toc94175487]6.2.9.3	Match report procedure accepted by the 5G DDNMF
Upon receiving a MATCH_REPORT message, the 5G DDNMF shall check whether there is an existing context for the UE identified by its SUPI.
The 5G DDNMF shall analyze the ProSe restricted code received from the UE in the MATCH_REPORT message. If the MIC value and its corresponding UTC-based counter are included, the 5G DDNMF shall check whether the MIC value and the UTC-based counter are valid and within the acceptable range respectively as defined in 3GPP TS 33.503 [34]. The 5G DDNMF shall then check in the UE context if the ProSe restricted code matches any restricted discovery filter(s) allocated for the particular application identified by the application identity received in the MATCH_REPORT message. If such a discovery filter exists, the target RPAUID associated with the filter(s) shall be identified as the corresponding RPAUID for this code. Optionally, the 5G DDNMF may further invoke the procedure defined in 3GPP TS 29.503 [10] to verify if the target RPAUID is allowed to be discovered by the RPAUID of the requesting UE that has sent the MATCH_REPORT message, or to retrieve metadata associated for the target RPAUID if metadata flag is set to "True" in the MATCH_REPORT message and the 5G DDNMF does not have the latest metadata.
Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.
If the outcome of the above processing is successful, the 5G DDNMF shall send a MATCH_REPORT_ACK message containing a <restricted-match-ack> element with: 
a)	the transaction ID set to the value of the transaction ID received in the MATCH_REPORT message from the UE;, 
b)	the RPAUID set to the target RPAUID retrieved from the UE context at the 5G DDNMF which corresponds to the ProSe restricted code contained in the MATCH_REPORT message;, and 
c)	the validity timer T5076 set to indicate for how long this ProSe restricted code is valid;. The 5G DDNMF shall set 
d)	the match report refresh timer T507717 to indicate for how long the UE will wait before sending a new mMatch rReport for this ProSe restricted code if the MIC value and the UTC-based counter are included in the MATCH_REPORT message; and. 
e)	the metadata set to the associated metadata information, iIf there exists metadata information associated with this target RPAUID and the metadata flag is set to "True" in the MATCH_REPORT message, the 5G DDNMF shall set the metadata to the associated metadata information.
If the corresponding PDUID of the target RPAUID does not belong to the HPLMN of the requesting UE, the 5G DDNMF may optionally invoke the procedure defined in 3GPP TS 29.555 [9] to inform the 5G DDNMF of the announcing UE about the match event.
* * * Next Change * * * *
[bookmark: _Toc94175573]7.2.2.2	5G ProSe direct link establishment procedure initiation by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	a request from upper layers to transmit the packet for ProSe application over PC5;
b)	the communication mode is unicast mode (e.g., pre-configured as specified in clause 5.2.4 or indicated by upper layers);
c)	the link layer identifier for the initiating UE (i.e., layer-2 ID used for unicast communication) is available (e.g., pre-configured or self-assigned) and is not being used by other existing 5G ProSe direct links within the initiating UE;
d)	the link layer identifier for the destination UE (i.e., the unicast layer-2 ID of the target UE or the broadcast layer-2 ID) is available to the initiating UE (e.g., pre-configured, obtained as specified in clause 5.2 or known via prior ProSe direct communication);
NOTE 1:	In the case where different ProSe applications are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe identifiers, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)	the initiating UE is either authorised for 5G ProSe direct communication over PC5 in NR-PC5 in the serving PLMN, has a valid authorization for 5G ProSe direct communication over PC5 in NR-PC5 when not served by NG-RAN, or is authorized to use a 5G ProSe UE-to-network relay UE. The UE considers that it is not served by NG-RAN if the following conditions are met:
1)	not served by NG-RAN for ProSe direct communication over PC5;
2)	in limited service state as specified in 3GPP TS 23.122 [14], if the reason for the UE being in limited service state is one of the following;
i)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];
ii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or
iii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; or
3)	in limited service state as specified in 3GPP TS 23.122 [14] for reasons other than i), ii) or iii) above, and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2;
f)	there is no existing 5G ProSe direct link for the pair of peer application layer IDs, or there is an existing 5G ProSe direct link for the pair of peer application layer IDs and:
1)	the network layer protocol of the existing 5G ProSe direct link is not identical to the network layer protocol required by the upper layer in the initiating UE for this ProSe application;
2)	the security policy (either signalling security policy or user plane security policy) corresponding to the ProSe identifier is not compatible with the security policy of the existing PC5 unicast link; or
3)	in case of the 5G ProSe direct link establishment procedure is for direct communication between the remote UE and the UE-to-network relay UE, the existing 5G ProSe direct link for the peer UE is established with a different RSC or without a RSC;
g)	the number of established 5G ProSe direct links is less than the implementation-specific maximum number of established 5G ProSe direct links allowed in the UE at a time; and
h)	timer T5088 is not associated with the link layer identifier for the destination UE or timer T5088 associated with the link layer identifier for the destination UE has already expired or stopped.
After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 7.2.7.
In order to initiate the 5G ProSe direct link establishment procedure, the initiating UE shall create a PROSE DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include the source user info set to the initiating UE's application layer ID received from upper layers; 
[bookmark: OLE_LINK39]b)	shall include the ProSe identifier(s) received from upper layer if the 5G ProSe direct link establishment procedure is not for 5G ProSe direct communication between the remote UE and the UE-to-network relay UE;
c)	shall include the target user info set to the target UE's application layer ID if received from upper layers, or to the identity of the 5G ProSe UE-to-network relay UE obtained during the 5G ProSe UE-to-network relay discovery procedure, or if the destination layer-2 ID is the unicast layer-2 ID of target UE;
Editor's note:	The following steps d) till i) are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.
d)	shall include the key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";
NOTE 2:	The key establishment information container is provided by upper layers.
e)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this 5G ProSe direct link if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
f)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this PC5 unicast link;
g)	shall include the Most Significant 8 Bits (MSB) of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.503 [34] if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
h)	may include a KNRP ID if the initiating UE has an existing KNRP for the target UE;
i)	shall include its UE PC5 unicast signalling security policy. In the case where the different ProSe applications are mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe application, each of the signalling security polices of those ProSe applications shall be compatible, e.g., "signalling integrity protection not needed" and "signalling integrity protection required" are not compatible. In case the 5G ProSe direct link establishment procedure is for direct communication between 5G ProSe layer-3 remote UE and 5G ProSe layer-3 UE-to-network relay UE, the Signalling integrity protection policy shall be set to "Signalling integrity protection required"; and
j)	shall include the Relay service code IE set to the relay service code of the target relay UE if the 5G ProSe direct link establishment procedure is for direct communication between the remote UE and the UE-to-network relay UE.
After the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and:
a)	the destination layer-2 ID used for unicast initial signaling; or
b)	the destination layer-2 ID set to the source layer-2 ID of the selected 5G ProSe UE-to-network relay UE during the 5G ProSe UE-to-network relay discovery procedure as defined in clause 8.2.1; 
and start timer T5080. 
The UE shall not send a new PROSE DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5080 is running. If the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message (i.e., ProSe application oriented 5G ProSe direct link establishment procedure), the initiating UE shall handle multiple PROSE DIRECT LINK ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple 5G ProSe direct links before the expiry of timer T5080.
NOTE 3:	In order to ensure successful 5G ProSe direct link establishment, T5080 should be set to a value larger than the sum of T5089 and Tzzzz.


Figure 7.2.2.2.1: UE oriented 5G ProSe direct link establishment procedure 


Figure 7.2.2.2.2: ProSe service oriented 5G ProSe direct link establishment procedure
* * * Next Change * * * *
[bookmark: _Toc59209181][bookmark: _Toc59208910][bookmark: _Toc51951156][bookmark: _Toc45882606][bookmark: _Toc45282220][bookmark: _Toc34404392][bookmark: _Toc34388621][bookmark: _Toc94175589]7.2.4.2	5G ProSe direct link identifier update procedure initiation by initiating UE
The initiating UE shall initiate the procedure if:
a)	the initiating UE receives a request from upper layers to change the application layer ID and there is an existing 5G ProSe direct link associated with this application layer ID; or
b)	the privacy timer (see clause 5.2.4) of the initiating UE's layer-2 ID expires for an existing 5G ProSe direct link.
If the 5G ProSe direct link identifier update procedure is triggered by a change of the initiating UE’s application layer ID, the initiating UE shall create a PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE:
a)	shall include the initiating UE’s new application layer ID received from upper layer;
b)	shall include the initiating UE’s new layer-2 ID assigned by itself;
c)	shall include the new MSB of KNRP-sess ID; and
d)	shall include the new IP address/prefix if IP communication is used and the 5G ProSe direct link is not for 5G ProSe direct communication between layer-2 remote UE and layer-2 UE-to-network relay UE.
Editor's note:	Detail of security related content in c) is FFS and will be determined by SA3 WG.
If the 5G ProSe direct link identifier update procedure is triggered by the expiry of the initiating UE's privacy timer T5091 as specified in clause 5.2.4, the initiating UE shall create a PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE: 
a)	shall include the initiating UE's new layer-2 ID assigned by itself;
[bookmark: OLE_LINK8]b)	shall include the new MSB of KNRP-sess ID;
c)	may include the initiating UE’s new application layer ID if received from upper layer; and
d)	shall include the new IP address/prefix if IP communication is used and changed, and the 5G ProSe direct link is not for 5G ProSe direct communication between layer-2 remote UE and layer-2 UE-to-network relay UE.
Editor's note:	Detail of security related content in b) is FFS and will be determined by SA3 WG.
After the PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication, and start timer T5082. The UE shall not send a new PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message to the same target UE while timer T5082 is running.


Figure 7.2.4.2.1: 5G ProSe direct link identifier update procedure
* * * Next Change * * * *
[bookmark: _Toc59209182][bookmark: _Toc59208911][bookmark: _Toc51951157][bookmark: _Toc45882607][bookmark: _Toc45282221][bookmark: _Toc34404393][bookmark: _Toc34388622][bookmark: _Toc94175590]7.2.4.3	5G ProSe direct link identifier update procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message, if the target UE determines:
a)	the 5G ProSe direct link associated with this request message is still valid; and
b)	the timer T5083 for the 5G ProSe direct link identified by this request message is not running,
[bookmark: _Hlk69740472]then the target UE accepts this request, and responds with a PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message. 
The target UE shall create the PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message. In this message, the target UE:
a)	shall include the target UE's new layer-2 ID assigned by itself;
b)	shall include the new LSB of KNRP-sess ID;
c)  shall include the initiating UE's new MSB of KNRP-sess ID;
d)  shall include the initiating UE's new layer-2 ID;
e)	shall include the target UE’s new application layer ID if received from upper layer;
f)	shall include the initiating UE's new IP address/prefix if received from the initiating UE and IP communication is used;
g)	shall include the initiating UE's new application layer ID if received from the initiating UE; and
h)	shall include the target UE's new IP address/prefix if IP communication is used and changed, and the 5G ProSe direct link is not for 5G ProSe direct communication between layer-2 remote UE and layer-2 UE-to-network relay UE.
Editor's note:	Details of security related content in b) and c) are FFS and will be determined by SA3 WG.
After the PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID for 5G ProSe direct communication and the target UE's old layer-2 ID for 5G ProSe direct communication, and start timer T5083. The UE shall not send a new PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message to the same initiating UE while timer T5083 is running.
Before target UE receives the traffic using the new layer-2 IDs, the target UE shall continue to receive the traffic with the old layer-2 IDs (i.e., initiating UE’s old layer-2 ID and target UE’s old layer-2 ID) from initiating UE.
Before target UE receives the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message from initiating UE, the target UE shall keep sending traffic to the initiating UE using the old layer-2 IDs (i.e., initiating UE’s old layer-2 ID for 5G ProSe direct communication and target UE’s old layer-2 ID for 5G ProSe direct communication).
* * * Next Change * * * *
[bookmark: _Toc59209183][bookmark: _Toc59208912][bookmark: _Toc51951158][bookmark: _Toc45882608][bookmark: _Toc45282222][bookmark: _Toc34404394][bookmark: _Toc34388623][bookmark: _Toc94175591]7.2.4.4	5G ProSe direct link identifier update procedure acknowledged by the initiating UE
Upon receipt of the PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message, the initiating UE shall stop timer T5082 and respond with a PROSE DIRECT LINK IDENTIFIER UPDATE ACK message. In this message, the initiating UE:
a)	shall include the target UE's new layer-2 ID;
b)	shall include the target UE's new LSB of KNRP-sess ID;
c)	shall include the target UE's new application layer ID, if received; and
d)	shall include the target UE's new IP address/prefix, if received.
Editor's note:	Detail of security related content in b) is FFS and will be determined by SA3 WG.
After the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID for 5G ProSe direct communication and the target UE's old layer-2 ID for 5G ProSe direct communication and shall stop timer T5091 if running and start a timer T5091 as configured if at least one of ProSe identifiers for the 5G ProSe direct link satisfying the privacy requirements as specified in clause 5.2.4.
Upon sending the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message, the initiating UE shall update the associated 5G ProSe direct link context with the new identifiers and pass the new layer-2 IDs (i.e., initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE's new layer-2 ID for 5G ProSe direct communication) along with the PC5 link identifier down to the lower layer. Then the initiating UE shall use the new layer-2 IDs (i.e., initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE’s new layer-2 ID for 5G ProSe direct communication) to transmit the PC5 signalling message and PC5 user plane data.
The initiating UE shall continue to receive traffic with the old layer-2 IDs (i.e., initiating UE's old layer-2 ID for 5G ProSe direct communication and target UE's old layer-2 ID for 5G ProSe direct communication) from the target UE until it receives traffic with the new layer-2 IDs (i.e., initiating UE's new layer-2 ID and target UE's new layer-2 ID) from the target UE.
* * * Next Change * * * *

* * * End of Changes * * * *
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