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1. Analysis of TS 23.256

TS 23.256 lists the following definition for UAS container:

UAS Container: A transparent container to the 3GPP system that includes UUAA Aviation and/or C2 Aviation Payloads.

Observation 1: It is not clear what the transparent to the 3GPP system mean in the definition of UAS container in TS 23.2562? Since a UE is part of 3GPP system, can it mean all the parameters within the UAS- container must be transparent to the UE and just UAV client of the UE can understand them?

1.1 Analysis of UUAA procedure

Following subclauses in TS 23.256 have been analysed:
5.2.2.2
UUAA-MM Procedure

2. AMF to UAS NF/NEF: The AMF invokes Nnef_Authentication_AuthenticateAuthorize Request message. For initial authentication, this shall include the GPSI and the CAA-Level UAV ID and may include USS address (e.g. FQDN), UUAA Aviation Payload if it was provided by the UE. For re-authentication triggered by AMF, this may not include the CAA-Level UAV ID. UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address, as described in clause 4.4.2. In addition, the AMF may also include the User Location Information (e.g. Cell ID). The UAS NF should store the serving AMF ID.
At the time of UUAA-MM, the UAS container towards the USS, contains:

1- CAA-Level UAV ID (included by the UE)

2- USS address (included by the UE)

3- UUAA aviation payload (included) by the UE).

Conclusion 1: At the time of UUAA-MM, the transmitted parameters by the UE towards the USS, are consistent with service-level-AA parameters for device ID, server address and payload in TS 24.501.
5. USS to UAS NF/NEF: (final) Naf_Authentication_authenticate Response message, shall include: GPSI, a UUAA result (success/failure) for the UAV and the UAS NF, may include an authorized/new CAA-Level UAV ID for the UAV (CAA-level UAV ID may not be new and only be authorized. It may also be included.).and a UUAA Authorization Payload to the UAV (e.g. security info to be used to secure communications with USS), and a final authentication message (e.g. indicating success or failure, and if the UUAA is for re-authentication, indicating whether the UAS service related network resource can be released in case of UUAA failure) based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.

Observation2: At the time of UUAA-MM, the CAA-level UAV ID is not always included by the USS. However if included, the CCA-level UAV ID may not be new.
At the time of UUAA-MM, the UAS container towards the UE/UAV

1- CAA-level UAV ID which may be new or may not be new.

2- UUAA authorization payload

a. Security information 
3- authentication result

a. failure/success

b. (if for reauthentication) indication whether the UAS service should be release (this indication is for the AMF)
Conclusion 2: At the time of UUAA-MM, the transmitted parameters by the USS towards the UAV/UE, are consistent with service-level-AA parameters for device ID, payload and response in TS 24.501. However security information (UUAA security information) is not considered as NAS and treated by a note. Should this also be considered as NAS parameter?
TS 23.256 lists the following definition for UUAA Authorization payload:

UUAA Authorization Payload: Contains application layer information optionally including UUAA result for UAV consumption provided by the USS to the UAS which is transparent to the 3GPP System.
Observation 3: After the UUAA-MM is performed, the UUAA result may be in UUAA Authorization payload besides being transmitted separately towards the UE/UAV.
5.2.3.2
USS UAV Authorization/Authentication (UUAA) during the PDU Session Establishment

0. 
Steps 1 - 5 as in TS 23.502 [3] figure 4.3.2.2.1-1.


The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA Authentication/Authorization of the PDU session establishment request based on the provided DNN/S-NSSAI.


The UAV includes the Service Level Device Identity (e.g. the CAA-Level UAV ID of the UVA) and may include the Authentication Server Address (i.e. the USS address) and optionally Authentication Data (i.e. the UUAA Aviation Payload) in the PDU Session Establishment request.


The SMF identifies the UAS NF/NEF based on local configuration or by NF discovery procedure using DNN/S-NSSAI and/or UE provided identity e.g. USS address.

At the time of UUAA-SM, the UAS container towards USS contains:

1- CAA-Level UAV ID (included by the UAV)

2- USS address (included by the UAV)

3- UUAA aviation payload (included by the UAV)

Conclusion 3: At the time of UUAA-SM, the transmitted parameters to the USS by the UAV are consistent with service-level-AA parameters for device ID, server address and payload in TS 24.501
7.
The PDU Session establishment continues with steps 7 to 21 in Figure 4.3.2.2.1-1 of TS 23.502 [3] and completes. In the step 7b in Figure 4.3.2.2.1-1of TS 23.502 [3], if the SMF receives the DN Authorization Profile Index from the UAS NF/NEF, it sends the DN Authorization Profile Index to retrieve the PDU Session related policy information (described in clause 6.4 of TS 23.503 [9]) and the PCC rule(s) (described in clause 6.3 of TS 23.503 [9]) from the PCF. If the SMF receives the DN authorized Session AMBR in from the UAS NF/NEF, it sends the DN authorized Session AMBR within the Session AMBR to the PCF to retrieve the authorized Session AMBR (described in clause 6.4 of TS 23.503 [9]).


The SMF transfers the Authentication/Authorization result, the Service Level Device Identity containing the authorized/new CAA-Level UAV ID and the Authorization Data (i.e. the UUAA Authorization Payload) to the UAV as in steps 11, 12 and 13 in figure 4.3.2.2.1-1 of TS 23.502 [3].


If the authentication/ authorization result is a failure, the SMF rejects the PDU session establishment with a proper cause value.

At the time of UUAA-SM, the UAS container towards the UAV contains:
1- CAA-level UAV ID which may be new or may not be new.

2- UUAA authorization payload

3- authentication result

a. failure/success

Observation4: It is not mentioned that UUAA authorization payload, transmitted to the UAV/UE, contains (UUAA) security information at the time of UUAA-SM. Is it a miss by SA2?

Conclusion 4: Upon completion of UUAA-SM, the transmitted parameters to the UAV by the USS are consistent with service-level-AA parameters for device ID, payload and result in TS 24.501, however there is no mention about the (UUAA) security information.

1.2 Analysis of C2 authorization procedure

Following subclauses in TS 23.256 have been analysed:
5.2.5.2.2
UE initiated PDU Session Modification for C2 Communication
2-3. When the UAV needs to establish C2 communication the UAV determines that an existing PDU session can be used and initiates a PDU Session Modification procedure. The UE shall include in the request a CAA-Level UAV ID and shall include a C2 Aviation Payload within a UAS container that includes C2 authorization information (I am assuming “that” refers to C2 aviation payload and not the UAS container, moreover "C2 authorization information" should be the result from the previous C2 authorization procedure.). The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which takes precedence over UAV provided pairing information. (The text is not clear and does not say anything that C2 aviation payload may contain UAV—UAV-C paring information.  I am just assuming it does as in the case when performing C2 authorization at the time of PDU session establishment.) The pairing information includes the CAA-level UAV ID of the requesting UE and also includes identification information of UAV-C to pair if available. The UAV may also include other information such as Flight Authorization information.(I am assuming that this is similar as performing C2 Authorization at the time of PDU session establishment.)
Thus UAS container contains:

4- CAA-Level UAV ID (included by the UE)

5- C2 aviation payload which contains (included by the UE)

a. C2 authorization information (This must be from prev. authorization procedure)

b. Pairing information for UAV – UAV-C (It is not clear if it is included by the UAV or the UE and there is a note saying this is outside the scope of 3GPP)

i. CAA-level UAV-ID; and

ii. ID information of UAV-C

(The paring information for UAV – UAV-C can be provided by the UAV or/and the USS and the latter should take precedence. In any case not important to NAS)

c. Flight authorization information (included by the UAV. This may be without intention and should be interpreted as UE.)

Observation 5: During the C2 authorization process when PDU session modification, C2 authorization information is included in C2 

C2 aviation payload rather than the UAS container. Is this C2 authorization information from previous C2 authorization process?
Conclusion 5: 

At the time of C2 authorization procedure when PDU session modification, the UAS container on UL contains following parameter:

1- CAA-level UAV ID

2- C2 aviation payload containing (prev.) C2 authorization information

a. Pairing information for UAV—UAV-C

b. Flight authorization information

TS 24.501 lists pairing information for UAV—UAV-C and Flight information as part of C2 aviation payload which is consistent with SA2 document. However some additional parameters are missing in TS 24.501
7. Triggered by step 5, the USS performs C2 authorization based on the received information and invokes, in order to forward the C2 authorization result to the UAV/UE, the UAV Re-authorization procedure (see figure 5.2.4.3-1) including GPSI, CAA-Level UAV-ID (potentially new) ( Here is there is nothing saying the UA-level UAV ID needs to be provided by the UAS-NF and it seems that it is always included) and included in the authorization message, the C2 authorization result and security information.

Thus the UAS container towards the UE/UAV

4- CAA-level UAV ID which may be new or may not be new.

5- Authorization message

a. C2 authorization result

b. Security information.

Observation 6: At the time of C2 authorization procedure when PDU session modification, the CAA-level UAVID is included by the USS server and can be new.

Conclusion 6: 

At the time of C2 authorization procedure when PDU session modification, the UAS container on DL contains following parameters:

1- CAA-level UAV ID

2- Authorization message

a. C2 authorization result

b. Security information.

Considering this security information is called C2 session security information in TS 24.501, the structure is consistent with TS 24.501.
5.2.5.2.3
UE initiated PDU Session Establishment for C2 Communication

1. When the UAV needs to establish C2 communication the UAV determines that a new dedicated PDU session is required for connectivity to UAV-C. The UE initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. In the PDU Session establishment request CAA-Level UAV ID and a C2 aviation payload to be used for C2 authorization shall be included and forwarded to the SMF. The pairing information includes the CAA-Level UAV IDs of the requesting UAV and identification information for the UAV-C to pair may be included in C2 aviation payload. The UAV may also include other information such as Flight Authorization information. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which then takes precedence over UAV provided pairing information.

Thus UAS container contains:

1- CAA-Level UAV ID (included by the UE)

2- C2 aviation payload which contains (included by the UE)

a. Pairing information for UAV – UAV-C (It is not clear if it is included by the UAV or the UE but let’s assume UE)

i. CAA-level UAV-ID; and

ii. ID information of UAV-C

(it seems that paring information for UAV – UAV-C can be provided by the UAV or/and the USS and the latter should take precedence. In any case not important to NAS)

b. Flight authorization information (included by the UAV. This may be without intention and should be interpreted as UE.
Conclusion 7: 

At the time of C2 authorization procedure when PDU session established, the UAS container on UL contains following parameter:

1- CAA-level UAV ID

2- C2 aviation payload containing (prev.) C2 authorization information

a. Pairing information for UAV—UAV-C,
b. Flight authorization information

TS 24.501 lists pairing information for UAV—UAV-C and Flight information as part of C2 aviation payload which is consistent with SA2 document. However some additional parameters are missing in TS 24.501
6. To informs the UE about the C2 authorization result the SMF includes the authorization result and, optionally, a new CAA-Level UAV ID if received from the USS (I assume there is a CAA-level UAV ID which may be new. If so, it needs to be corrected), in the PDU Session Accept sent to the UE and let the PDU session establishment procedure continue until finalized.

Thus a container towards the UE

1- CAA-level UAV ID which may be new or may not be new.

2- Authorization message

a. C2 authorization result

b. Security information (C2 session security information).

Conclusion 8:
At the time of C2 authorization procedure when PDU session establishment, the UAS container on DL contains following parameters:

1- CAA-level UAV ID

2- Authorization message

a. C2 authorization result

b. Security information.

Considering this security information is called C2 session security information in TS 24.501, the structure is consistent with TS 24.501.

2. UAV services related parameters

2.1
UAV services related parameters in TS 24.501

Following figure illustrates how the UAV services related parameters are structured in TS 24.501
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Figure 1: UAS services related parameters
Where, all the parameters are identified by NAS except the one highlighted in the yellow box.
2.2
New structure for UAV services related parameters 

As seen from clause 1.1 and 1.2, it seems that TS 24.501 has been very selective to identify the UAV services related parameter to represent them as encoded NAS parameters. From the concept in TS 23.256 and also TS 35.256, it seems the following structure more appropriate for NAS purposes:
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Figure 2: Proposal for UAS services related parameters
Where the red ink is for proposed changes, blue ink is for those existing parameters that TS 24.501 has not mentioned and finally the yellow boxes are proposed not to be represented by NAS since the UE does not need to treat them except passing it to the upper layers.

Thus following are proposed:

1) C2 authorization payload should be replaced by C2 payload to keep the consistency with SA2 and SA2 that depending on the uplink or downlink, this payload is authorization payload and aviation payload, respectively. This also makes it consistent with the UUAA payload.
2) Further granularity for NAS messages than UUAA authorization payload, C2 aviation payload and C2 authorization payload should not be needed.

3. Summary
CR#4010 in C1-221248 is proposed to be adopted in TS 24.501.
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