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* * * First Change * * * *
[bookmark: _Toc92224432][bookmark: _Toc92229143][bookmark: _Toc20215438][bookmark: _Toc27495904][bookmark: _Toc36107643][bookmark: _Toc44598381][bookmark: _Toc44602236][bookmark: _Toc45197413][bookmark: _Toc45695446][bookmark: _Toc51850902][bookmark: _Toc83123914]4.9.2	Warning texts
The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.9.2-1.
Table 4.9.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcdata-warn-code SP mcdata-warn-text DQUOTE
mcdata-warn-code = DIGIT DIGIT DIGIT
mcdata-warn-text = *( qdtext | quoted-pair )


Table 4.9.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP request as specified in clause 4.9.1.
Table 4.9.2-2: Warning texts defined for the Warning header field
	Code
	Explanatory text
	Description

	101
	service authorisation failed
	The service authorisation of the MCData ID against the IMPU failed at the MCData server.

	102
	too many simultaneous affiliations
	The MCData user already has N2 maximum number of simultaneous affiliations.

	104
	isfocus not assigned
	A controlling MCData function has not been assigned to the MCData session.

	110
	user declined the call invitation
	The MCData user declined to accept the call for the file distribuition.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCData server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCData group
	The group exists on the group management server, but the requesting user is not part of this group.

	120
	user is not affiliated to this group
	The MCData user is not affiliated to the group.

	136 
	authentication of the MIKEY-SAKKE I_MESSAGE failed
	Security context establishment failed.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the public user identity with an MCData ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	148
	group is regrouped
	The group hosted by a non-controlling function is part of a temporary group session as the result of the group regroup function.

	149
	SIP-INFO request pending
	The MCData client needs to wait for a SIP-INFO request with specific content, before taking further action.

	150
	invalid combinations of data received in MIME body
	The MCData client included invalid combinations of data in the SIP request.

	160
	user not authorised to request creation of a regroup
	The user is not authorised to request creation of a regroup.

	161
	user not authorised to request removal of a regroup
	The user is not authorised to request removal of a regroup.

	162
	group call abandoned due to required group members not affiliated
	The group call was abandoned as the required number of affiliated group members is not met or some required members are not affiliated.

	163
	the group identity indicated in the request does not exist
	The server determines that the group identity indicates a user or group regroup based on a preconfigured group that does not exist.

	165
	group ID for regroup already in use
	The group ID proposed by the client for the user/group regroup based on a preconfigured group is already in use.

	167
	call is not allowed on the preconfigured group
	Calls are not allowed on this group that is administratively designated for preconfigured group use only.

	168
	alert is not allowed on the preconfigured group
	Alerts are not allowed on this group that is administratively designated for preconfigured group use only.

	176
	user not authorized to request for binding/unbinding of a functional alias with the MCData group(s) for the MCData user
	The function is not allowed to this user.


	177
	unable to determine target functional alias or group for creating/removing a binding information for the MCData user
	The MCData server is unable to determine the targeted functional alias or group for creating/removing an binding information for the MCData user

	178
	MCData group binding already exists with other functional alias for the MCData user
	The requested functional alias binding with MCData group already exist with other functional alias for the MCData user

	179
	service not authorized with the interconnected system
	The MCData service is not authorized between the local and the interconnected system and is rejected in the local system

	180
	service not authorized by the interconnected system
	The MCData service is not authorized between the local and the interconnected system and is rejected by the interconnected system

	198
	no users are affiliated to this group
	No users in the group are affiliated.

	199
	expected MIME bodies not in the request"
	The expected MIME bodies were not received in the SIP request.

	200
	user not authorised to transmit data
	The MCData user is not authorised to transmit data.

	201
	user not authorised to transmit data on this group identity
	The MCData user is not authorised to transmit data on the group identity included in the request.

	202
	user not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request

	203
	message too large to send over signalling control plane
	The MCData client sent data that is greater than the size that can be handled by the signalling control plane.

	204
	unable to determine targeted user for one-to-one SDS
	The MCData server is unable to determine the targeted user for one-to-one SDS.

	205
	unable to determine targeted user for one-to-one FD
	The MCData server is unable to determine the targeted user for one-to-one FD.

	206
	short data service not allowed for this group
	SDS is not allowed on the group indicated in the SDS request.

	207
	SDS services not supported for this group
	SDS services not supported for this group

	208
	user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for group MCData communications due to exceeding the maximum amount of data that can be sent in a single request.

	209
	one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message only must be present in FD request
	Only one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message must be present in FD request

	210
	Only one File URL must be present in the FD request
	Only one File URL must be present in the FD request.

	211
	payload for an FD request is not FILEURL
	The payload in the FD request did not contain a FILEURL

	212
	file referenced by file URL does not exist
	The MCData server was unable to locate the file referenced by the file URL.

	213
	file distribution not allowed for this group
	FD is not allowed on the group indicated in the FD request.

	214
	FD services not supported for this group
	FD services not supported for this group

	215
	request to transmit is queued by the server
	The MCData request was queued by the server for later transmission.

	216
	unable to correlate the disposition notification
	The MCData server was unable to correlate the disposition notification to a MCData message.

	217
	user not authorised for SDS communications on this group identity due to message size
	The size of the message exceeded the maximum data allowed for SDS communications on this group identity

	218
	user not authorised for one-to-one SDS communications due to message size
	The size of the message exceeded the maximum data allowed for one-to-one SDS communications.

	219
	user not authorised for FD communications on this group identity due to file size
	The size of the file exceeded the maximum data allowed for FD communications on this group identity

	220
	user not authorised for FD communications due to file size
	The size of the file exceeded the maximum data allowed for one-to-one FD communications.

	221
	user not authorised to initiate one-to-one SDS session
	The MCData user is not authorised to initiate a one-to-one SDS session.

	222
	user not authorised to initiate group SDS session on this group identity
	The MCData user is not authorised to initiate a SDS session on the group identity included in the request.

	223
	No Conversation ID or Message ID present
	Conversation ID and Message ID required to identify transmission

	224
	No Transmission available
	No transmission identified with given Conversation ID, Message Id and file URL

	225
	User not authorized to initiate pre-established session
	The MCData user is not authorised to initiate a pre-established MCData session.

	226
	function not allowed due to pre-established session not supported
	Pre-established session is not supported by MCData participating function

	227
	unable to determine targeted user for one-to-one IP Connectivity
	The MCData server is unable to determine the targeted user for one-to-one IP Connectivity.

	228
	maximum number of service authorizations reached
	The number of maximum simultaneous service authorizations for the MCData user has been reached.

	229
	one-to-one MCData communication not authorised to the targeted user
	The user is not authorised to initiate one-to-one MCData communication to this targeted user.

	230
	one-to-one MCData communication not authorised from this originating user
	The user is not authorised to receive one-to-one MCData communication from this originating user.

	231
	user deferred the call invitation
	The MCData user deferred the call invitation for the file distribuition.

	232
	communication is stored for later delivery
	The participating MCData function stores the communication for later delivery if the receiving MCData user is not available at the time of data delivery or the network is congested, or the request is deferred by the MCData user. If the communication is for file distribution then the file content is also stored.

	233
	user not authorised to initiate emergency communication
	The user is not authorised to initiate emergency MCData communication.

	234
	user not authorized to enable or disable the storage of MCData communications into the MCData message store
	The function is not allowed to this user.


	235
	unable to determine target user or group for enabling or disabling the storage of MCData communications into the MCData message store
	The MCData server is unable to determine the targeted user or group for enabling or disabling the storage of MCData communications



* * * Next Change * * * *
[bookmark: _Toc92204037][bookmark: _Toc83391885]5.4	MCData gateway server
5.4.1	General
To allow interconnection between MCData system in different trust domains, MC Gateway Servers can be optionally added on the path between controlling and participating MCData functions.
An MCData gateway server acts as a SIP and HTTP proxy for signalling with an interconnected MCData system in a different trust domain.
An MCData gateway server acts as an application and security gateway with an interconnected MCData system in a different trust domain.
An MCData gateway server provides topology hiding to the interconnected MCData system in a different trust domain.
An MCData gateway server enforces local policies and local security.
An MCData gateway server can be an exit point from its MCData system to an interconnected MCData system in a different trust domain, an entry point to its MCData system from an interconnected MCData system in a different trust domain, or both.
An MCData gateway server is transparent to MCData controlling and participating servers. When required for interconnection, MC gateway servers URIs are known and used by MCData servers in place of the PSIs of the interconnected MCData server. The MCData server does not need to know if it finally addresses directly an MCData controlling function or an intermediate MCData gateway server.
To be compliant with the procedures in the present document, an MCData gateway server shall:
-	support the MC gateway server procedures defined in 3GPP TS 23.280 [82] and 3GPP TS 23.379 [3]; and
-	support the MC gateway server procedures defined in 3GPP TS 33.180 [78];
-	implement the procedures specified in clause 6.X
To be compliant with the procedures for confidentiality protection in the present document, the MCData gateway server shall implement the procedures specified in clause 6.5.2, acting on behalf of the MCData server when sending or receiving confidentiality protected content to or from an MCData server in another trust domain.
To be compliant with the procedures for integrity protection of XML MIME bodies in the present document, the MCData gateway server shall implement the procedures specified in clause 6.5.3, acting on behalf of the MCData server when sending or receiving integrity protected content to or from an MCData server in another trust domain.
* * * Next Change * * * *
6.X	Procedures at the MCData gateway 
6.X.1	General
As described in clause 5.4, the MCData gateway servers are inserted in the path between MCData functions that reside in MCData systems from different trust domains.
This clause specifies the behavior of an MCData gateway server that acts as an exit point from an MCData system or as an entry point in an MCData system
Local policies enforcement covers a wide variety of actions that are left to implementation. An example of local policies enforcement is given in clause 6.X.4.
6.X.2	MCData gateway server acting as an exit point from an MCData system
When acting as an exit point from a local MCData system to an interconnected MCData system, the MCData gateway server receives SIP requests and SIP responses intended for the controlling, non-controlling or participating function in the interconnected MCData system.
When receiving an outgoing SIP message, the MCData gateway server acting as an exit point:
1)	shall identify the MCData system identity of the interconnected MCData system from the Request-URI of the outgoing SIP messages or other information elements from the outgoing SIP message;
2)	may enforce local policy, and if local policy enforcement results in rejecting a SIP request (e.g. not having a mutual aid relationship), the MCData gateway shall reject the request by sending back a SIP 403 (Forbidden) response including a warning text "1xx service not authorized with the interconnected system", and the MCData gateway server shall not continue with the rest of the steps;
3)	may replace in the outgoing SIP message any addressing information linked to the local MCData system topology with its own addressing information. This includes;
a)	the P-Asserted-Identity header field may be set to the MCData gateway server's own URI; and
b)	the Request-URI may be set to the public service identity of the targeted function in the interconnected MCData system, or to the URI of the MCData gateway server that acts as an entry point in the interconnected MCData system; and
NOTE:	How the MCData gateway server determines the public service identity of the targeted MCData function in the interconnected MCData system or the URI of the MCData gateway server in the interconnected MCData system is out of the scope of the present document.
4)	shall forward the outgoing SIP message according to 3GPP TS 24.229 [4]
6.X.3	MCData gateway server acting as an entry point in an MCData system
When acting as an entry point in an MCData system from an interconnected MCData system, the MCData gateway receives SIP requests and SIP responses intended for the controlling, non-controlling or participating function in the local MCData system.
When receiving an incoming SIP message, the MCData gateway server acting as an entry point:
1)	shall identify the MCData system identity of the interconnected MCData system from the P-Asserted-Identity header field of the incoming SIP messages;
2)	may enforce local policy and. if local policy enforcement results in rejecting a SIP request (e.g. not having a mutual aid relationship), the MCData gateway shall reject the request by sending back a SIP 403 (Forbidden) response including a warning text "180 service not authorized by the interconnected system", and the MCData gateway server shall not continue with the rest of the steps;
3)	should replace in the incoming SIP message its own addressing information with the addressing information of the targeted MCData function in the local MCData system:
a)	the Request-URI should be set to the public service identity of the targeted MCData function in the local MCData system; and
NOTE:	How the MCData gateway server determines the public service identity of the targeted MCData function in the local MCData system is out of the scope of the present document.
4)	shall forward the incoming SIP message according to 3GPP TS 24.229 [4]
6.X.4	Local policies enforcement
Below is one example of local policy enforcement that can be handled by an MCData gateway server. 
If an MCData gateway server acting as an exit point receives a SIP request or a SIP response that contains sensitive information that cannot be exposed to the targeted interconnected system based on local policies but does not prevent the service from being delivered (e.g. a functional alias), the MCData gateway server can remove that information from the outgoing SIP message before forwarding it.
* * * End of Changes * * * *


