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1. Introduction
Security association for a direct link between two ProSe-enabled UEs is established during the direct link establishment procedure or direct link re-keying procedure with the exchange of message contents related to direct security mode establishment. The 5G ProSe direct link security mode control procedure is missing in current TS 24.554 v0.5.0. However, the message has been defined in clause 10.3.13. It’s proposed to add the 5G ProSe direct link security mode control procedure. 
The proposed text reuses the link security mode control procedure in 4G ProSe with the following difference:
· DIRECT_SECURITY_MODE_COMMAND -> PROSE DIRECT LINK SECURITY MODE COMMAND
· DIRECT_SECURITY_MODE_COMPLETE -> PROSE DIRECT LINK SECURITY MODE COMPLETE

· DIRECT_SECURITY_MODE_REJECT -> PROSE DIRECT LINK SECURITY MODE REJECT

· DIRECT_COMMUNICATION_REQUEST -> PROSE DIRECT LINK ESTABLISHMENT REQUEST
· DIRECT_RE-KEYING_REQUEST -> PROSE DIRECT LINK REKEYING REQUEST
· fix the corresponding clause reference
· add PC5 Signaling Protocol Cause Value #10:
non-responsive peer during the direct security mode procedure in 7.2.y.5 since #10 is used in 7.2.y.6.1. (original version only contains #7, #8, and #9)
And also, the following EN is added:

Editor's note:
The security related aspects are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 v0.5.0.
* * * First Change * * * *

7.2.y
5G ProSe direct link security mode control procedure
7.2.y.1
General

Security association for a direct link between two ProSe-enabled UEs is established during the direct link establishment procedure or direct link re-keying procedure with the exchange of message contents related to direct security mode establishment. After successful completion of the direct security mode control procedure, the selected security algorithms and keys are used to integrity protect and cipher all PC5 Signalling messages exchanged between the UEs; and are also used to cipher all data plane traffic exchanged between the UEs.

In the rest of this subclause, the UE sending the PROSE DIRECT LINK SECURITY MODE COMMAND message is called the "commanding UE"and the other UE is called the "peer UE".

Editor's note:
The security related aspects are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.
7.2.y.2
5G ProSe direct link security mode control procedure initiation by the commanding UE

A commanding UE may initiate the direct security mode control procedure in response to receiving a PROSE DIRECT LINK ESTABLISHMENT REQUEST or a PROSE DIRECT LINK REKEYING REQUEST message.

If the procedure takes place between a remote UE and a ProSe UE-to-network relay UE and is triggered by a PROSE DIRECT LINK REKEYING REQUEST to only refresh KD-sess but not KD, then either the ProSe UE-to-network relay UE or the remote UE can act as the commanding UE. Otherwise, if both keys are to be refreshed, the ProSe UE-to-network relay UE shall act as the commanding UE.
To initiate this procedure, the commanding UE shall either identify an existing KD based on the KD ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST or PROSE DIRECT LINK REKEYING REQUEST message, or derive a new KD if it either does not share a known KD with the peer UE or wishes to derive a new KD, as specified in 3GPP TS 33.XXX [TBD]. In the latter case, the commanding UE shall generate the MSB of KD ID to ensure that the resultant KD ID will be unique in the commanding UE. Then, it shall generate a LSB of KD-sess ID such that the KD-sess ID formed by combining with the MSB of KD-sess ID (received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST or PROSE DIRECT LINK REKEYING REQUEST that triggered the direct security mode procedure) is unique within the commanding UE. 

Following this, the commanding UE shall generate a 128-bit Nonce_2 value. With KD, Nonce_2 and Nonce_1 received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST or PROSE DIRECT LINK REKEYING REQUEST message, the commanding UE shall derive KD- sess as specified in 3GPP TS 33.XXX [TBD].

Then, the UE shall construct a PROSE DIRECT LINK SECURITY MODE COMMAND message with the following:

a)
Nonce_2 IE set to Nonce_2; 

b)
the LSB of KD-sess ID IE set to indicate the least significant 8-bits of KD-sess ID;

c)
the UE security capabilities IE set to the UE security capabilities received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST; and

d)
the chosen algorithms IE set to the algorithms to be used for ciphering and integrity protection.

If the PROSE DIRECT LINK SECURITY MODE COMMAND message is used between a remote UE and a ProSe UE-to-network relay UE and the ProSe UE-to-network relay UE received the KD Freshness parameter from the PKMF, then the ProSe UE-to-network relay UE shall include the following additional parameters in the PROSE DIRECT LINK SECURITY MODE COMMAND message to create a new KD:

a)
the GPI IE containing the GPI payload if it was received from the ProSe Key Management Function (PKMF);
b)
the KD Freshness IE set to the KD Freshness parameter received from the PKMF; and

c)
the MSB of KD ID IE set to the MSB of KD ID of the new KD.
If the PROSE DIRECT LINK SECURITY MODE COMMAND message is used for isolated one-to-one ProSe direct communication, then the commanding UE shall include the following additional parameters in the PROSE DIRECT LINK SECURITY MODE COMMAND message in order to create a new KD:

a)
the User Info IE set to the User Info received from upper layers;

b)
the MSB of KD ID IE set to the MSB of KD ID of the new KD; and

c)
the Signature IE set to the ECCSI signature value calculated with the following information elements, as specified in 3GPP TS 33.XXX [TBD]:
1)
User Info;

2)
Nonce_1; and

3)
the Encrypted Payload IE set to the SAKKE payload generated as specified in 3GPP TS 33.XXX [TBD].
The commanding UE shall select the integrity protection and ciphering algorithms that will be used and include these choices in the Chosen algorithms IE in the DIRECT SECURITY MODE COMMAND message. The UE shall include the received UE security capabilities that was present in the PROSE DIRECT LINK ESTABLISHMENT REQUEST or a PROSE DIRECT LINK REKEYING REQUEST message that triggered the DIRECT SECURITY MODE COMMAND message.

The commanding UE shall send the DIRECT SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the new security context. After sending the PROSE DIRECT LINK SECURITY MODE COMMAND message, the commanding UE shall start timer T5aaa (see figure 7.2.y.2.1).
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Figure 7.2.y.2.1:  5G ProSe direct link security mode control procedure

7.2.y.3
5G ProSe direct link security mode control procedure accepted by the peer UE
Upon receipt of the PROSE DIRECT LINK SECURITY MODE COMMAND message, the peer UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities have not been altered compared to the latest values that the peer UE sent to the commanding UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST or PROSE DIRECT LINK REKEYING REQUEST message. 

In order to check the integrity, the peer UE needs to create the security context as described in 3GPP TS 33.XXX [TBD]. If the MSB of KD ID were included in the PROSE DIRECT LINK SECURITY MODE COMMAND message then the peer UE shall take one of the following two actions: 

a)
If performing isolated one-to-one ProSe direct communication, the peer UE shall first check the signature included in the SIGN IE of the DIRECT SECURITY MODE COMMAND and then obtain the new KD from the Encrypted Payload IE; or

b)
If the peer UE is a remote UE that has received the PROSE DIRECT LINK SECURITY MODE COMMAND message from a ProSe UE-to-network relay UE, it shall first replace its PRUK ID and PRUK if a GPI IE was included in the PROSE DIRECT LINK SECURITY MODE COMMAND. Finally, the UE shall derive a new KD, as described in 3GPP TS 33.XXX [TBD].

If MSB of KD ID was not included in the PROSE DIRECT LINK SECURITY MODE COMMAND, then the peer UE shall use either the existing KD indicated by the KD ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST or the currently used one.

The peer UE shall then derive the KD-sess based on the KD-sess ID in the same way as the commanding UE. Finally the peer UE shall use the algorithms indicated in the Chosen Algorithms IE. 

If the PROSE DIRECT LINK SECURITY MODE COMMAND message can be accepted, the peer UE shall send a PROSE DIRECT LINK SECURITY MODE COMPLETE message ciphered and integrity protected with the new security context. The PROSE DIRECT LINK SECURITY MODE COMPLETE message shall include the 16 least significant bits of the KD ID if the initiating UE included the MSB of KD ID in the PROSE DIRECT LINK SECURITY MODE COMMAND message.

From this time onward the peer UE shall protect all signalling messages and user data with the new security context.

7.2.y.4
5G ProSe direct link security mode control procedure completion by the commanding UE

Upon receipt of the PROSE DIRECT LINK SECURITY MODE COMPLETE message, the commanding UE shall stop timer T5aaa. If an LSB of KD ID IE was included in the message, the commanding UE uses this and the MSB of KD ID it previously sent to form the KD ID of the new KD. From this time onwards the commanding UE shall protect all signalling messages and user data with the new security context.

7.2.y.5
5G ProSe direct link security mode control procedure not accepted by the peer UE

If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the peer UE shall send a PROSE DIRECT LINK SECURITY MODE REJECT message. The PROSE DIRECT LINK SECURITY MODE REJECT message contains a PC5 Signaling Protocol Cause Value IE indicating one of the following cause values:

#7:
UE security capabilities mismatch;

#8:
Unspecified error;

#9:
Authentication synchronisation error; or
#10:
non-responsive peer during the direct security mode procedure.
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted due to a synchronisation error when processing the authentication vector contained in the GPI payload sent by the ProSe UE-to-network relay UE to the remote UE, then the peer UE shall include the RAND and AUTS parameters in the PROSE DIRECT LINK SECURITY MODE REJECT message. 

Upon receipt of the PROSE DIRECT LINK SECURITY MODE REJECT message, the commanding UE shall stop timer T5aaa. If the PC5 Signaling Protocol Cause Value IE indicates a synchronisation error and the message contained a RAND and an AUTS, then a ProSe UE-to-network relay may fetch a fresh KD from the PKMF by sending a Key Request message including RAND and AUTS as specified in 3GPP TS 33.XXX [TBD]. Otherwise the commanding UE shall abort the ongoing procedure that triggered the initiation of the direct security mode control procedure, as specified in subclauses 7.2.2 or 7.2.x
.
7.2.y.6
Abnormal cases

7.2.y.6.1
Abnormal cases at the commanding UE
If timer T5aaa expires, then

a)
if the direct security mode control procedure is triggered by a PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the commanding UE shall discard any derived keys with Nonce_1 and initiate the transmission of the PROSE DIRECT LINK SECURITY MODE REJECT message with the PC5 Signaling Protocol Cause Value IE set to #10 "non-responsive peer during the direct security mode procedure"; or
b)
if the direct security mode control procedure is triggered by a PROSE DIRECT LINK REKEYING REQUEST message, the commanding UE shall continue to use old keys until those keys are no longer valid.

7.2.y.6.2
Abnormal cases at the peer UE

If the PROSE DIRECT LINK SECURITY MODE COMMAND message is malformed, the peer UE shall discard the message.
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