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	Reason for change:
	According to the following text quoted from RFC2784, GRE’s protocol type filed shall be set to the protocol type of the payload packet.
The Protocol Type field contains the protocol type of the payload packet. These Protocol Types are defined in [RFC1700] as "ETHER TYPES" and in [ETYPES]. An implementation receiving a packet containing a Protocol Type which is not listed in [RFC1700] or [ETYPES] SHOULD discard the packet.
The payload packet type (i.e., PDU packet type) corresponds to the PDU session type, see the following text quoted from clause 8.3.1 of TS23.501.
PDU layer: This layer corresponds to the PDU carried between the UE and the DN over the PDU Session. When the PDU Session Type is IPv4 or IPv6 or IPv4v6, it corresponds to IPv4 packets or IPv6 packets or both of them; When the PDU Session Type is Ethernet, it corresponds to Ethernet frames; etc.
The PDU session type will be indicated to AN node via the PDU Session Type IE included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, see the following text quoted from clause 9.3.4.1 of TS38.413
[bookmark: _Toc81304973][bookmark: _Toc73982388][bookmark: _Toc64446518][bookmark: _Toc51746253][bookmark: _Toc45898046][bookmark: _Toc45798657][bookmark: _Toc45720777][bookmark: _Toc45658957][bookmark: _Toc45652525][bookmark: _Toc36555129][bookmark: _Toc36553402][bookmark: _Toc29504949][bookmark: _Toc29504365][bookmark: _Toc29503781][bookmark: _Toc20955328]9.3.4.1	PDU Session Resource Setup Request Transfer
This IE is transparent to the AMF.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	….
	
	
	
	
	YES
	reject

	PDU Session Type
	M
	
	9.3.1.52
	
	YES
	reject

	….
	
	
	
	
	
	



Hence AN node in fact knows the payload packet type, it is able to set the GRE’s protocol type filed to the payload packet type. However in current description, the GRE’s protocol type filed is blindly set to 0. 

	Summary of change:
	Clarify that the GRE’s protocol type filed is set to the protocol type of the PDU packet
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[bookmark: _Toc82698665][bookmark: _Toc58230390][bookmark: _Toc51936720][bookmark: _Toc45271461][bookmark: _Toc36114866][bookmark: _Toc27745060][bookmark: _Toc20212174]8.3.2	Generic routing encapsulation (GRE)
If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-3GPP access and the TNGF for the trusted non-3GPP access, the user data packet message shall be encapsulated as a GRE user data packet with a GRE header as specified in clause 9.3.3. In the GRE encapsulated user data packet:
a0)	the protocol type field is set to zerothe PDU session type associated with the user data packet;
a)	the payload packet field is set to the user data packet;
b)	the QFI field of the key field of the GRE header field is set to the QFI associated with the user data packet;
c)	if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access:
1)	needs to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is indicated" as defined in table 9.3.3-3; or
2)	does not need to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated" as defined in table 9.3.3-3; and
d)	if the UE sends an uplink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated" as defined in table 9.3.3-3.
If the IKE_AUTH response message contains:
a)	the INTERNAL_IP4_ADDRESS attribute and the CREATE_CHILD_SA request message creating the user plane IPsec SA contains the UP_IP4_ADDRESS notify payload in clause 7.5.4, an inner IPv4 datagram shall be constructed where:
1)	the GRE user data packet shall be encapsulated as the payload of the inner IPv4 datagram with IPv4 header where:
A)	if the UE constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload;
B)	if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload and the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
C)	the protocol field shall be set to 2FH;
2)	the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:
A)	the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and
B)	the next header field in the ESP packet shall be set to 04H,
	and the inner IPv4 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 791 [24] before being protected by ESP protocol;
3)	if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in IETF RFC 2474 [26] of the IP packet encapsulating the ESP protected inner IPv4 datagram shall be set to the value of the DSCP field included in the 5G_QOS_INFO Notify payload; and
4)	the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the user plane IPsec SA; or
b)	the INTERNAL_IP6_ADDRESS attribute and the CREATE_CHILD_SA request message creating the user plane IPsec SA contains the UP_IP6_ADDRESS notify payload in clause 7.5.4, an inner IPv6 datagram shall be constructed where:
1)	the GRE user data packet shall be encapsulated as the payload of the inner IPv6 datagram with IPv6 header where:
A)	if the UE constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload;
B)	if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload and the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and
C)	the next header field shall be set to 2FH;
2)	the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:
A)	the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and
B)	the next header field in the ESP packet shall be set to 29H;
	and the inner IPv6 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 8200 [25] before being protected by ESP protocol; and
3)	if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in IETF RFC 2474 [26] of the IP packet encapsulating the ESP protected inner IPv6 datagram shall be set to the value of the DSCP field included in the 5G_QOS_INFO Notify payload; and
4)	theIP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the user plane IPsec SA.
If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access, the user data packet message shall be encapsulated in the payload of an inner IP datagram which is further encapsulated by ESP protocol in tunnel mode as specified in IETF RFC 4303 [11]. In order to avoid any IP fragmentation by the sending entity over the non-3GPP access network, the maximum inner IP datagram length shall be set by the sending entity such that the length of the resulting outer IP datagram does not exceed the MTU of the non-3GPP access network. If the length of the user data packet message exceeds the payload size corresponding to the maximum inner IP datagram length and IP fragmentation is needed:
a)	the inner IP IPv4 datagram or inner IP IPv6 datagram shall be fragmented; and
b)	the IP packet encapsulating the ESP protected inner IPv4 datagram and the IP packet encapsulating the ESP protected inner IPv6 datagram shall not be fragmented.
***** end of 1st change *****
***** start of 2nd change *****
[bookmark: _Toc82698697][bookmark: _Toc58230422][bookmark: _Toc51936752][bookmark: _Toc45271493]9.3.3	GRE encapsulated user data packet
GRE encapsulated user data packet is coded according to figure 9.3.3-1 and table 9.3.3-1.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	GRE header
	1 - 8

	Payload packet
	9 - x


Figure 9.3.3-1: GRE encapsulated user data packet 
Table 9.3.3-1: GRE encapsulated user data packet 
	Octet 1 to octet 8 are the GRE header field defined in IETF RFC 2784 [14] and IETF RFC 2890 [15]. The GRE header field is coded according to figure 9.3.3-2 and table 9.3.3-2.


	Octet 9  to octet x are the Payload packet field. The Payload packet field contains one user data packet.



	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	C
	Reserved0
	K
	S
	Reserved0
	1

	Reserved0
	Ver
	2

	Protocol type
	3 - 4

	Key
	5 - 8


Figure 9.3.3-2: GRE header field
Table 9.3.3-2: GRE header field
	Bit 7 of octet 1 is the C bit defined in IETF RFC 2784 [14]. The C bit is set to zero.


	Bits 6, 3, 2, 1 and 0 of octet 1 and bits 7, 6, 5, 4, and 3 of octet 2 are the Reserved0 field defined in IETF RFC 2784 [14] and IETF RFC 2890 [15].


	Bit 5 of octet 1 is the K bit defined in IETF RFC 2890 [15]. The K bit is set to one.


	Bit 4 of octet 1 is the S bit defined in IETF RFC 2890 [15]. The S bit is set to zero.


	Bits 2, 1 and 0 of octet 2 is the Ver field defined in IETF RFC 2784 [14].


	Octet 3 and octet 4 are the Protocol Type field defined in IETF RFC 2784 [14]. The Protocol Type field is set to zero. (see NOTE)


	Octet 5 to octet 8 are the Key field defined in IETF RFC 2890 [15]. The Key field is coded according to figure 9.3.3-3 and table 9.3.3-3.


	NOTE:	The receiving entity shall ignore value of the Protocol Type field.



	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	0
Spare
	0
Spare
	QFI

	5

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	6

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	7

	RQI

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	8


Figure 9.3.3-3: Key field of GRE header
Table 9.3.3-3: Key field of GRE header
	RQI (octet 8, bit 7)

	Bit

	7

	0
	
	RQI is not indicated

	1
	
	RQI is indicated

	

	QFI (octet 5, bits 5 to 0)

	Bits

	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	
	QFI 0

		to

	1
	1
	1
	1
	1
	1
	
	QFI 63

	



***** end of 2nd change *****
