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Abstract:
This paper is intended to discuss the issue that when the selected PLMN is a VPLMN which is in the "User Controlled PLMN Selector with Access Technology" list and the UE in automatic network selection mode receives SOR information and the security check of the SOR information is failed in the UE, then whether this VPLMN still has higher priority than the steered-to-PLMN, and proposes to ask for further guidance from SA1.
1. Introduction

It was discussed in CT1#131e meeting that whether the UE in Automatic mode should attempt to leave the current VPLMN as soon as possible when the VPLMN is part of the "User Controlled PLMN Selector with Access Technology" list and the security check of the SOR information is failed. During the discussion, different understandings of the requirement of stage 1 are shown which slows the solving of the related issue. 
This paper attempts to discuss the different understandings and proposes to ask for guidance from SA1 to push the issue forward.
2. Discussion
SOR requirements in TS 22.011 v17.1.0 were introduced in 2G and are also applicable for CP-SOR. There are different understandings from different companies on how these requirements apply to CP-SOR in specific cases described below. Additional requirements for CP-SOR are described in TS 22.261.
Quote from TS 22.011 V17.1.0
"If the UE is registered on a VPLMN that is present on the User Controlled PLMN List, the steering request shall be ignored. PLMNs contained on the User Controlled PLMN List shall have priority over the steered-to-PLMN. ".
"It shall be possible for the HPLMN at any time to direct a UE, that is in automatic mode, to search for a specific VPLMN and, if it is available, move to that VPLMN as soon as possible. This VPLMN shall then be regarded as the highest priority VPLMN as defined by the operator, though any EHPLMN or PLMN on the User Controlled PLMN list shall have higher priority.".
The use case which arouses the different understandings is when:
1) the HPLMN is using CP-SOR feature;

2) the UE is in Automatic network selection mode;
3) the selected PLMN is a VPLMN which is in the "User Controlled PLMN Selector with Access Technology" list; and 

4) the UE receives SOR information and the security check of the SOR information has failed;

then whether the VPLMN is still higher in priority than the steered-to-PLMN or the VPLMN will be considered as untrustworthy and then the UE shall leave the VPLMN as soon as possible and treat it as lowest in priorty among the available and allowable PLMNs.
The different understandings about the above requirement in TS 22.011 related to the above use case are:
Understanding #1:

The VPLMN in the "User Controlled PLMN Selector with Access Technology" list has higher priority than the "steered-to-PLMN" contained in the SOR information regardless of the success or failure of the security check of the SOR information. Therefore in the use case above, the VPLMN still has higher priority than the steered-to-PLMN and the UE does not need to leave the VPLMN as soon as possible; 
Understanding #2:
The specification in TS 22.011 only applies to the cases when the security check of the SOR information is successful and does not apply to the case when the security check of the SOR information fails. Moreover, the intention of the security check of the SOR information transferred over the VPLMN is to check if the VPLMN is performing anti-SOR. Therefore in the use case above, the VPLMN is not trustworthy, and UE should try to leave the VPLMN as soon as possible, and treat this VPLMN as lowest in priority among the available and allowable PLMNs. The UE shall also add this VPLMN to the list of "PLMNs where registration was aborted due to SOR".
Observation:
For the two different understandings, the key difference is in the case of security check failure of the SOR information in the UE, whether the VPLMN still has higher priority than the steered-to-PLMN.

2. Observation and Proposal：

Observation: For the two different understandings, the key difference is in the case of security check failure of the SOR information in the UE, whether the VPLMN still has higher priority than the steered-to-PLMN.
Proposal: As there are different understandings to the related stage 1 requirements, to resolve the issue mentioned above, it is proposed to ask for SA1 guidance.
3. Conclusion:
It is proposed to ask for SA1 guidance regarding the use case when the selected PLMN is a VPLMN which is in the "User Controlled PLMN Selector with Access Technology" list and the UE in automatic network selection mode receives CP-SOR information and the security check of the SOR information fails in the UE, then whether
1)
the VPLMN still has higher priority than the steered-to-PLMN; or 
2)
the VPLMN will be considered as untrustworthy and the UE shall leave the VPLMN as soon as possible,
which is described in C1-216772.
