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1
Introduction

In S2-2106703, SA2 suggests CT1 to take the lead and progress the standardization of the functionality, also taking SA3 input into consideration. As stated in the initial LS in S2-2101072, the functionality refers to an indication of UE support for each of these new parameters to UDM.

2
Discussion

2.1
What are the new parameters?

In our understanding, the new parameters are:

i) NSSAA credentials;

ii) PDU session authentication credentials;

iii) credentials (in the "list of subscriber data"); and

iv) a default configured NSSAI.

Regarding Parameter iii), S2-2101072 states that:

In addition, the following may also be supported with UPU: 

· Provisioning of SNPN credentials (for SNPN, tentative agreement in KI#4 in TR 23.700-07)

For the case of provisioning of SNPN credentials, SA2 has not reached consensus whether the intermediate node (AMF) should be aware of the UE and network capabilities. 

However, there has been no feedback from SA3 on it. Therefore, it is not clear:

· whether Parameter iii) can be delivered via UPU (and hence whether there is a need to indicate UE capability on Parameter iii)); and

· whether the AMF should be aware of the UE and network capabilities.

2.2
Bidding down attack?

It is not clear whether the UE capabilities indication in UPU need to be integrity protected. A bidding down attack can happen, but it is not clear whether a VPLMN or a selected SNPN should be considered as a potential bidding down attacker for the UE capabilities indication in UPU. In our view, it is not clear how a VPLMN or a selected SNPN can benefit by performing a bidding down attack.

2.3
Discussion on solutions with unclear security requirements
Even with unclear security requirements addressed in Sections 2.2 and 2.3, CT1 was not able to agree to send an LS to SA3 or other relevant WGs. In addition, it is noteworthy that:

· there are some unclear points even on sending the new parameters via UPU itself: e.g., should the new parameters be encrypted; if yes, in which layer?
· CT1 has sent an LS to SA1 and SA2 whether NSSAA is applicable in an SNPN. Therefore, it is not clear whether i) is applicable in an SNPN.

In the last meeting, three alternatives were discussed.

· Alternative-1: in the UPU transparent container carrying the UPU acknowledgement.
· Alaternative-2: in the registration request message during the registration procedure.
· Alaternative-2a: in the registration complete message during the registration procedure.
With unclear security requirements, in Alternative-2 and Alternative-2a, it is not clear whether the UPU capabilities should be indicated via a transparent container which is integrity protected.
Furthermore, since it is unclear whether the intermittent node (i.e., AMF) should be aware of the capability, we do not know whether Alternative-1 is a valid candidate at least for Parameter iii). This is a critical issue especially when CT1 wants to have a single method for all parameter, i.e., Parameters i) – iv).
3
Conclusion

Despite all the unclear points addressed in this paper, CT1 did not agree to send an LS for clarification. We believe that without clarification, it would be hard to make a progress. In this meeting based on the guideline from the rapporteur we provide a CR on Alternative-2a and co-author a CR on Alternative-2. However, from our perspective they are just examples.
