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	Reason for change:
	The HTTP Digest Access Authentication document RFC 2617 allowed only the MD5 digest algorithm. However, it was discovered the MD5 algorithm is not collision resistant and is now considered a bad choice for a hash function. Therefore, IETF published RFC 7616 to add support for more secure digest algorithms for HTTP.
Within the eCryptPr WID SA3 specified support of HTTP Digest Access Authentication according to RFC 7616 instead of obsoleted RFC.

RFC 7616, changes from RFC 2617:
-	Adds support for two new algorithms, SHA2-256 as mandatory and SHA2-512/256 as a backup, and defines the proper algorithm negotiation. The document keeps the MD5 algorithm support but only for backward compatibility.
-	Introduces the username hashing capability and the parameter associated with that, mainly for privacy reasons.
-	Adds various internationalization considerations that impact the A1 calculation and username and password encoding.
-	Introduces a new IANA registry, "Hash Algorithms for HTTP Digest Authentication", that lists the hash algorithms that can be used in HTTP Digest Authentication.
-	Deprecates backward compatibility with RFC 2069.
However, these changes do not impact the current text in TS 24.424.

	
	

	Summary of change:
	Specification of HTTP Digest Access Authentication: RFC 2617 voided and replaced with RFC 7616.
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	Specification will not be aligned with the security requirements defined in SA3 TSs which specify support of HTTP Digest Access Authentication according to RFC 7616 instead of obsoleted RFC 2617.
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*** First Change ***
[bookmark: _Toc68192106]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	OMA OMA-ERELD-DM-V1_2-20070209-A: "Enabler Release Definition for OMA Device Management, Version 1.2".
[3]	3GPP TS 24.623: "Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services".
[4]	OMA OMA-TS-XDM_MO-V1_1-20080627-A: "OMA Management Object for XML Document Management".
[5]	OMA OMA-TS-DM_Protocol-V1_2-20070209-A: "OMA Device Management Protocol".
[6]	3GPP TS 22.011: "Service accessibility".
[7]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[8]	3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for subscriber certificates".
[9]	Void.IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".
[nr1]	IETF RFC 7616: "HTTP Digest Access Authentication".

*** Next Change ***
[bookmark: _Toc68192117]5.5a	/<X>/AuthenticationForXCAP
The AuthenticationForXCAP leaf provides a means to define the authentication mechanism for Ut reference point.
-	Occurrence: ZeroOrOne
-	Format: int
-	Access Types: Get, Replace
-	Values: 0, 1, 2, 3, 4
0 – Indicates that the authentication mechanism for Ut reference point is GBA_ME as defined in 3GPP TS 33.220 [7].
1 – Indicates that the authentication mechanism for Ut reference point is GBA_U as defined in 3GPP TS 33.220 [7].
2 – Indicates that the authentication mechanism for Ut reference point is GBA_Digest as defined in 3GPP TS 33.220 [7].
3 – Indicates that the authentication mechanism for Ut reference point is SSC (support for subscriber certificates) as defined in 3GPP TS 33.221 [8].
4 – Indicates that the authentication mechanism for Ut reference point is Basic and Digest Access Authentication as defined in IETF RFC 7616 [nr1]IETF RFC 2617 [9].

*** End of Changes ***

