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1. Introduction
[bookmark: _Hlk77848234][bookmark: _Hlk86501444]CT1 has received an LS-in C1-216510 (FSAG Doc 92_003) from GSMA on attack preventing NAS procedures to succeed. In this LS, GSMA has clearly asked following actions to CT1:
"GSMA politely requests 3GPP CT1 and SA3 groups to take the above information into account and consider whether the current specifications sufficiently mitigate these threats, or whether a clarification / mitigation is required."
Even GSMA also asked some actions to SA3, however, CT1 can still discuss the related scenarios and problems and provide CT1 feedback from NAS protocol perspective without waiting SA3's feedback on security aspects.
This paper attempts to provide the protocol analysis on Man-in-the-Middle (MitM) attack mentioned in the LS, based on which to propose a way to provide CT1 feedback to GSMA from NAS protocol perspective.
2. Discussion on EPS
The background of the LS is GSMA has been made aware through its Coordinated Vulnerability Disclosure Programme of research on attacking the NAS protocol in the EPS and the main security concerns from GSMA are relate to the failing of security procedures caused by Man-in-the-Middle (MitM) attack.

In GSMA LS, only two NAS security related procedures (e.g., GUTI reallocation and NAS security mode procedures) are mentioned but actually NAS security related procedures in EPS include four procedures: EPS AKA procedure, NAS security mode control procedure, GUTI reallocation procedure, and identification procedure. All these procedures are initiated by the network when the UE is EMM-connected mode. This paper will cover all these four security related procedures.
 
When an MitM attacker can surreptitiously cause chosen NAS messages not to reach their destination during the network initiated NAS security related procedures, as per current EPS NAS protocol specified in TS 24.301, the network will proceed as below:
(1) The MME shall start an NAS guard timer after sending the NAS message to the UE. At the expiry of the NAS guard timer, the MME shall retransmit the previously sent NAS message;
(2) Above retransmission is repeated four times, i.e. on the fifth expiry of NAS guard timer, the network shall abort the NAS security procedure and then:
a) For EPS AKA procedure:
i. If EPS AKA procedure is initiated during the ongoing EMM specific procedure, all these ongoing EMM specific procedure shall be aborted as well;
ii. [bookmark: OLE_LINK73]If there is already a valid EPS NAS security context shared between the UE and the network, the abort of the ongoing EPS AKA procedure will not cause any protocol issue and the existing valid EPS NAS security context can still be used;
iii. If there is no valid EPS NAS security context shared between the UE and the network (e.g. such EPS AKA procedure is initiated during an attach procedure), the abort of the ongoing EPS AKA procedure will cause the UE cannot be registered to the network.
b) For NAS security mode control procedure: 
i. If there is already a valid EPS NAS security context shared between the UE and the network, the abort of the ongoing NAS security mode control procedure will not cause any protocol issue and the existing valid EPS NAS security context can still be used;
ii. If there is no valid EPS NAS security context shared between the UE and the network (e.g. such NAS security mode control procedure is initiated during an attach procedure), the abort of the ongoing NAS security mode control procedure will cause the NAS security association cannot be activated between the UE and the network.
c) For GUTI reallocation procedure: after the abort of the ongoing GUTI reallocation procedure, the MME will use both the old GUTI and the new GUTI, e.g. for paging, until the old GUTI can be considered as invalid by the network. The issue here is the old GUTI will be used for longer time.
d) For identification procedure: 
i. If identification procedure is initiated during the ongoing attach procedure, the ongoing attach procedure will be aborted as well and cause the UE cannot be registered to the network.
ii. If identification procedure is initiated during other NAS procedures than attach procedure or initiated standalone, the abort of identification procedure will not cause any protocol issue.
During all above handling, if all downlink NAS messages are hijacked by the MitM attacker without reaching the UE, then the UE has not involved at all. If the MitM attacker only hijacks the response messages sent from the UE to the network, as there is no NAS guard timer in all these NAS security related procedures at the UE side, the UE is not aware of MitM attack happened as well, i.e. the UE will assume the response message has successfully sent to the network.
For potential caused protocol issues in above (2). a). iii, (2). b). ii, (2). c) and (2). d). i, if the MitM attacker is still there, there is no way to resolve them from protocol perspective. But when the MitM attacker goes away, such protocol issues will disappear as well. This is in line with below GSMA observation indicated in the LS:
"When it comes to the DoS effect, GSMA understands that the threat cannot be completely prevented – DoS will always be possible if the attacker can interfere sufficiently with signaling between the UE and the network. However, the threat is already today non-persistent (attack goes when the attacker goes away)."
[bookmark: _Hlk86501495]Observation #1: If the MitM attacker is always there, there is no way to resolve caused threat from protocol perspective and when the MitM attacker goes away, threat will disappear as well.
About below information indicated in the LS, CT1 would like to note that if the MitM attacker is always there (i.e. every NAS message is hijacked by the attacker without reaching its destination), the UE cannot notice such MitM attack happens anymore. If the MitM attacker just selectively hijacks some NAS messages without reaching its destination, then "unexpected, significant increase of the downlink NAS count between two received NAS messages" cannot happen. If the MitM attacker goes away, then the UE needs not to restart the attach procedure as all NAS procedures can be recovered naturally. Hence, below UE based solution is not needed as it will impact the user experience and bad network KPI from NAS protocol perspective.
"The researchers suggest as a mitigation that the UE should restart the attach procedure to the network if it notices an unexpected, significant increase of the downlink NAS count between two received NAS messages."
[bookmark: _Hlk86501564]Observation #2: If the MitM attacker is always there, the UE cannot notice MitM attack happens and when the MitM attacker goes away, the UE needs not to restart the attach procedure as all NAS procedures can be recovered naturally.
3. Discussion on 5GS
In LS, GMSA also indicated the MitM attack is potentially also in the 5GS. Very similar as in EPS, 5GS NAS security related procedures include: 
· Primary authentication and key agreement procedure, which further includes: EAP based AKA procedure and 5G AKA procedure;
· Security mode control procedure;
· Generic UE configuration update procedure; and
· Identification procedure.
As per current 5GS NAS protocol specified in TS 24.501, for above 5GS NAS security related procedures, both the network and the UE will provide the very similar handling as corresponding EPS NAS security related procedures and hence, the analysis given in section 2 can apply to 5GS as well.
4. Proposal
Based on the discussion in section 2 and section 3, we would have following proposal:

[bookmark: OLE_LINK92][bookmark: _Hlk83302412]Proposal: It proposes to reply to GSMA that there is no any clarification/mitigation can be provided for the concerned threat indicated in the LS from NAS protocol perspective.
[bookmark: OLE_LINK17]5. Conclusion
This paper has provided the protocol analysis on Man-in-the-Middle (MitM) attack mentioned in the LS for both EPS and 5GS.
Based on the discussion, following observations were provided which can apply to both EPS and 5GS:
Observation #1: If the MitM attacker is always there, there is no way to resolve caused threat from protocol perspective and when the MitM attacker goes away, threat will disappear as well.
Observation #2: If the MitM attacker is always there, the UE cannot notice MitM attack happens and when the MitM attacker goes away, the UE needs not to restart the attach procedure as all NAS procedures can be recovered naturally.
Based on above observations, following proposal was provided:

[bookmark: _Hlk86501851]Proposal: It proposes to reply to GSMA that there is no any clarification/mitigation can be provided for the concerned threat indicated in the LS from NAS protocol perspective.
[bookmark: _GoBack]The proposal is captured in draft reply LS C1-216568.
