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1. Introduction

At the last meeting, several issues with regard to application context relocation (ACR) were brought to the attention of CT1 and CT3 working groups. Issues exist on multiple unused ACR contexts, identification of an ACR, no need of having different APIs for different ACR "scenarios" as unification of APIs is possbile as well as updates are needed to some information elements related to ACR-related messages (see C1-215980, C3-215318, C1-215981, C1-215982, C3-215119 [1][2][3][4][5]).

Several companies did support in CT1 to send an LS to SA6 but the final version of the LS was objected by one company during last minutes of the meeting (see C1-216296 [6]).

This paper provides a summary of the issues discussed last meeting in CT1 and CT3 and the paper also considers the discussion during the CT1 EDGEAPP conference call on October 27 in order to propose a way forward to conclude on the issues related to ACR.
2. Discussion

2.1 What is application context relocation (ACR)?
The application context relocation (ACR) in CT1 deals with the EDGE-1 interface as shown below in highlighted yellow colour. In CT3, it concerns mainly the EDGE-3 interface as highlighted in the figure below.
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Figure 1: Architecture for enabling edge applications
3GPP supports service continuity for Edge-aware applications. 3GPP TS 23.558 [7] specifies that when a UE moves to a new location, different edge application servers (EAS) can be more suitable for serving the application clients (AC) in the UE, for example, V2X client.
Generally, the source EAS is associated with an application context. To support service continuity, this application context from the source EAS is transferred to a target EAS -so application context relocation(ACR)-. Depending on the scenario and capabilities, an ACR can be initiated by the UE (AC/EEC or EEC), the S-EES, or the S-EAS.
Note that the ACR procedures can also be used for service continuity planning based on a future location to which the UE is expected to move. So several parallel ACRs for the same EEC(in the UE) can be initiated, e.g., for a UE with high mobility and high reliability requirements such as V2X.

To summarize, ACR can be triggered by different entities (AC or EEC in the UE, EES, EAS) and parallel ACRs for the same EEC can be intiated (e.g. V2X client). ACR can be used for service continuity planning based on a future location to which the UE is expected to move.
2.2 Multiples unused ACRs issue

C1-215980 and C3-215118 [1][2] last meeting described the Rel-17 issue of multuple unused ACRs.

It is important to note that the ACR procedures can also be used for service continuity planning based on a future location to which the UE is expected to move, Then, regarding the service continuity planning feature, the Rel-17 version of 3GPP TS 23.558 [7] in clause 8.8.1.1 contains two editor’s notes which indicate the following, quote:

Editor's Note:
Any potential change required to the pre-conditions and other steps of the ACR procedures to support service continuity planning is FFS. 

Editor's Note: Whether and how to use an expiration or validity time for ACR to manage the service continuity planning operations is FFS. 

The above editor’s notes show that stage 2 already captures that service continuity planning is not stable and further analysis and work are necessary to resolve the editor’s notes.

3GPP TS 23.558 [7] allows multiple ACRs between the EEC and the EES (S-EAS) for several different T-EASs, for current location of the UE and some predicted/expected locations in the future. So ACRs can be created, but unfortunately, they cannot be removed/cancelled. The ACRs are kept until a success/failure event (e.g. EAS overflow, timeout, etc.). Furthermore, it is imporant to note that the EEC application context is also transferred between S-EES and the T-EES(s) and can remain unused which again consumes network, computing and storage resources at the T-EES(s). All this creates problems.

Especially, when the ACR has been initiated by the EEC (being a normal ACR or for service continuity planning), the EEC should be able to request to remove an application context or cancel its request, e.g., according to the evolution of the UE mobility.

Example:
· For several V2X applications or UEs within vehicles, ACRs may be initiated for one or multiple future location(s) based on their service requirements, subscription, etc.

· Due to a change in the traffic situation, which is not an uncommon event (e.g., accident, construction, traffic jams, etc.), several of these UEs may need to change their path.

· Then, the initiated ACRs will remain and be unused. Multiple application contexts of multiple UEs remain in the T-EASs. Similarly, multiple EEC contexts also remain duplicated on the T-EESs. This is not a proper design of the feature (consuming the calculation and storage resources, thus affecting its ability to provide normal services for other EECs/UEs) and note that this could be exploited to mount denial of service (DoS) attacks towards those T-EESs and T-EASs.
Some may think that the the ACR removal/termination can be handled by the EAS implementation which are out of the scope of the current specification, so left unspecified and not described at all.

However, not having the possibility to request the removal of unused EEC application contexts leads to misoperation of the ACR feature in Rel-17 since the entities such as the EAS and the EES cannot be controlled for changes detected like UE mobility, i.e. the EAS or the EES does not know the UE’s intentions.

The following issues exist with such assumption about the termination mechanism:

· In EEC initiated scenarios, due to UE mobility planning changes, there may be a need to terminate an already launched ACR. However, there is no mechanism defined for the S-EAS or the T-EAS to detect the intention from the EEC, and hence cannot further decide to terminate the ACR by just monitoring the current location of the UE. 
· In such scenarios, how the termination happens is unspecified and is left to implementation of the S-EAS and T-EAS, and hence leading to the case where the ACR can continue to exist for a very long time occupying network, computing and storage resources of the EAS, which in turn may lead to denial of service (DoS) attacks on T-EES and/or T-EAS (DoS can be accomplished by flooding the network operator with requests from many UEs making it inaccessible to its intended users).
· According to the following text in 3GPP TS 23.558 [7], application context transfer (ACT) and application context synchronization between the EASs continues until the UE connects to the T-EAS, which is unnecessary and makes the issue more severe, quote of clause 8.8.1.2:
In service continuity planning, the Application Context may be duplicated and sent from the S EAS to the T EAS before the UE moves to the expected location. In this case, the Application Contexts in S EAS and T EAS are synchronized when the Application Context is updated until the AC connects to the T-EAS.

NOTE 1:
The information elements of the Application Context and how the Application Context is synchronized between the S‑EAS and the T‑EAS is up to implementation of the application.

This being said, one company raised that 3GPP TS 23.558 [7] contains the following note in clause 8.8.2.2:

NOTE 7:
The S-EAS or T-EAS can further decide to terminate the ACR, and the T-EAS can discard the application context based on information received from EEL and/or other methods (e.g. monitoring the location of the UE). It is up to the implementation of the S-EAS and T-EAS whether and how to make such a decision.
However, it is important to note that Note 7 above does not solve or tackle the issue. In fact, the issue cannot be handled by the T-EAS. The T-EAS has no knowledge of the UE's intention. It can just keep or discard a context based on other criteria irrelevant to the cases discussed in this paper.
Below a more detailed analysis of Note 7 is provided:

1-
The accurate notion of the Note should be ACT instead of ACR: as a matter of fact, the EAS cannot terminate an ACR. Consider for example the EEC context that is being transferred independently between S-EES and T-EES. There is no mechanism allowing the EAS to terminate it.
2-
Secondly, the Note is just informative.About the fact that the EASs, based on their implementation, are free to make their own decision on ACT, accepting the application context, storing it, discarding it, etc. This Note does not define any mechanism for the EAS to understand that for example an EEC initiated ACR is not needed by the EEC anymore. In fact, the EAS has no way to understand the intention of the EEC. In such a case the EAS may or may not terminate the ACT and it is totally uncorrelated to the EEC’s intention or wish.
3-
Thirdly, ACR is not just ACT, it also includes EEC context relocation between EESs in a different layer than the EAS. A proper termination has to be defined to terminate all related transfers of ACR in a clean and defined manner. In short, the informative Note 7 cannot and does not address the issue.
To summarize, 3GPP TS 23.558 [7] defines service continuity planning which means ACR is performed for a future location of the UE. Unfortunately, 3GPP TS 23.558 does not define any mechanism to clean up multiple unused application contexts and EEC contexts which are left in several different entities (T-EAS, T-EES). This cannot be left undefined, thus depending optionally on application layer implementations:

· Firstly, this is an untestable random dealing with ACRs and is not a proper design in 3GPP.
· Secondly, the existance of multiple unsused ACRs can be exploited in denial of service (DoS) attacks towards network operators.
· Thirdly, EEC-triggered ACRs dealing with changes in UE’s plans of mobility, etc. cannot be left to the EAS alone since it cannot have any knowledge of the UE’s intentions. The EEC/UE should be able to request to cancel ACRs so that the system can work properly.

Also, note that if an ACR process can be initiated, it should also be possible to be cancelled. Note that this is similar to the connection state UE initiated by the PS handover for which 3GPP defines a cancellation mechanism.
2.3 Identification of an ACR issue

Last meeting, C1-215981 [3] showed that there is an issue in stage 2 regarding identification of an ACR.

As a matter of fact, there is a lack of session identity for ACR defined in the stage 2 specification (i.e., 3GPP TS 23.558 [7]), so the EEC cannot uniquely identify a related ACR if multiples ACRs are requested. Therefore, in case of simultaneous ongoing ACRs, the receiver of an ACR notification, e.g. EEC, cannot distinguish the corresponding ACR. Besides, the lack of session identity for ACR means that the ACR response message does not provide any information for the EEC to identify or relate a previously sent request.

Note that the ACR response message does not provide any information for the EEC to identify or relate a sent request.
As indicated, identification of ACR is also missing in ACR information notification since nothing precludes multiple ongoing ACRs between an EEC/UE and an EES. Note that multiple notifications can be received per subscription but they can relate to different ACRs.

Then, one problem is how to correlate request and response (ARC Request and ACR Response messages) but also the issue exists in ACR information notification. I consider to have an identifier as a natural stage 3 implementation design which we use again and again as it resolves problems.

It has been a proposal for the EEC/UE being forced to use for identification of an ACR instead of the common protocol design of a unique identifier a list of IEs which may identify a (ACR) session. First of all, this will complicate the implementation. But secondly, this would require to indicate in every ACR procedure message the exact list of IEs that the EEC/UE needs to keep track in order to uniquely identify an ACR session and also correlate a request from the EEC/UE. Based on current stage 2 that the EEC/UE would be required to keep track of different lists of IEs depending on the message. In addition, that proposal of using the EEC ID plus the EAS ID or even together with the newly agreed AC ID is clearly not enough for the ACR launching procedure to uniquely identify an ACR session and its related data.

In any case, in our view, in CT1 we need to care about the implementation design, and till now, the proper stage 3 design has been to use an identifier (session identifier) to uniquely identify sessions and there related data. This has always provided a clear design and eases implementations.

2.4 ACR launching procedure and Selected T-EAS declaration procedure
C1-215982 and C3-215119 [4][5] described that there is no need for stage 3 to define two different APIs; one for the ACR launching procedure and another different one for the selected T-EAS declaration procedure.

So a single/unified API can be designed, which provides a clean implementation design in stage 3 with one single API for starting an ACR in all scenarios.

We, in stage 3, identify that the role and function of both APIs (for ACR launching procedure and Selected T-EAS declaration procedure) are the same. In a clean implementation, a single API can be used for launching ACR in all scenarios. The guidelines from SA2 also clearly indicate that the reusability of service APIs is encouraged as much as possible, when relevant. In this case, the ACR launching related API can be reused for the Selected T-EAS declaration procedure.
Quote of clause 4.1 of 3GPP TS 23.501 [10]:

-
Wherever applicable, define procedures (i.e. the set of interactions between network functions) as services, so that their re-use is possible.

Please, note the following brief comparison between ACR launching and Selected T-EAS declaration:

1)
they both trigger the EEC context relocation between EESs.
2)
when EAS is launching ACR (action: determination), ACR launch does not send notification to the EAS, as expected. Same, selected T-EAS declaration naturally does not send a notification to EAS.
Then there seems to be no logical difference between them.
Similarly, analysing the related messages, we can observe that the ACR request already provides all the necessary information for a request of selected target EAS. Hence, the ACR request can be used for the selected target EAS declaration request message. Further to that, when comparing the Selected target EAS declaration response message and the ACR Response message, we observe that they are in fact identical.

Quote of clause 8.8.4.17 3GPP TS 23.588 [7] for the request of the selected target EAS declaration procedure:

Table 8.8.4.17-1: Selected target EAS declaration request
	Information element
	Status
	Description

	UE ID
	M
	The identifier of the UE.

	Security credentials
	M
	Security credentials.

	Selected EAS ID
	M
	Selected EAS identifier.

	Selected EAS Endpoint
	M
	Endpoint of the selected EAS.


Quote of clause 8.8.4.17 3GPP TS 23.588 [7] for the ACR request of the ACR launching procedure:

Table 8.8.4.4-1: ACR request
	Information element
	Status
	Description

	Requestor Identifier
	M
	Unique identifier of the requestor (i.e. EECID or EASID).

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	EASID
	O
	Identifier of the EAS

	UE identifier (NOTE 4)
	O
	The identifier of the UE (i.e. GPSI).

	ACR action (NOTE 3)
	M
	Indicates the ACR action (ACR initiation or ACR determination)

	ACR initiation data (NOTE 2)
	O
	ACR initiation IEs to be included in an ACR request message when ACR action indicates it is ACR initiation request.

	> T-EAS Endpoint
	M
	Endpoint information (e.g. URI, FQDN, IP 3-tuple) of the T-EAS.

	> DNAI of the T-EAS
	O
	DNAI information associated with the T-EAS.

	> N6 Traffic Routing requirements
	O
	The N6 traffic routing information and/or routing profile ID corresponding to the T-EAS DNAI.

	> EAS notification indication
	M
	Indicates whether to notify the EAS about the need of ACR.

	> S-EAS endpoint (NOTE 1)
	O
	Endpoint information of the S-EAS

	> EEC context relocation details
	O
	Information required for EEC context relocation using the EEC context push or EEC context pull mechanisms.

	>> EEC Context ID (NOTE 5)
	O
	Identifier of the EEC Context 

	>> S-EES ID (NOTE 5)
	O
	Identifier of the EES that provided EEC context ID.

	>> S-EES endpoint (NOTE 5)
	O
	The endpoint address (e.g. URI, IP address) of the EES that provided EEC context ID.

	>> T-EES ID (NOTE 6)
	O
	Identifier of the T-EES. 

	>> T-EES endpoint (NOTE 6)
	O
	The endpoint address (e.g. URI, IP address) of the T-EES. 

	ACR determination data (NOTE 2)
	O
	ACR determination IEs to be included in an ACR request message when ACR action indicates it is ACR determination request.

	> S-EAS endpoint
	M
	Endpoint information of the S-EAS

	NOTE 1:
This IE shall be present if the EAS notification indication indicates that the EAS needs to be informed.

NOTE 2:
Either ACR initiation or ACR determination shall be included corresponding to the ACR action.

NOTE 3:
This IE shall indicate ACR determination if the request originates from the S‑EAS.

NOTE 4:
This IE shall be present if the request originates from the EEC.
NOTE 5:
This IE may be present only if the request originates from the EEC towards the T-EES.
NOTE 6:
This IE may be present only if the request originates from the EEC towards the S-EES.


Quote of clause 8.8.4.18 3GPP TS 23.588 [7] for the response of the selected target EAS declaration procedure:

Table 8.8.4.18-1: Selected target EAS declaration response

	Information element
	Status
	Description

	Result
	O
	Indicates that the request was successful.

	Failure response
	O
	Indicates that the request failed.

	> Cause
	O
	Indicates the failure cause.


Quote of clause 8.8.4.5 3GPP TS 23.588 [7] for the ACR response of the ACR launching procedure:

Table 8.8.4.5-1: ACR response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the ACR request was successful.

	Failure response
	O
	Indicates that the ACR request failed.

	> Cause
	O
	Indicates the cause of ACR request failure


We might always keep multiple APIs with the very same functionality and between the same pair of entities; and the system probably would work. However, the implementation will be confusing and we do not see it as an efficient approach for CT WGs developing stage 3 work and details.

Finally, note that the decision on unification of APIs lies on CT WGs only as per the ToRs and as indicated by SA6 themselves in their LS in S6-210330/C3-210325/C1-210286 [8]. This was also reflected during the joint CT3 and CT1 session back in February (Minutes CT1-CT3 joint session on collaboration on EDGEAPP [9]).

Quote from LS in S6-210330/C3-210325/C1-210286 [9]:

If required, CT groups can take a decision on unified services based on detailed analysis as part of the stage 3 API specification work.

2.5 Protocol issues in some information elements within the ACR related messages
As described by C1-215982 [4], there is a number of protocol issues with some ACR-related messages, when analysing the stage 2 provisions in 3GPP TS 23.558 [7], to design the stage 3 protocol details.
3GPP TS 23.558 [7] indicates that the UE identifier is optional for the ACR Request message as its status is marked as optional (i.e. “O”). We believe that this is actually an error in the specification.
· First of all, the specification provides a note (i.e., NOTE 4) indicating that the UE identifier is mandatory if the request originates from the EEC.

· Secondly, if in the ACR Request message there is no UE identifer, how should the EES handle the ACR Request message? Note that the EAS needs to provide the UE identifier to the EES (in its request to EES).

· Thirdly, the ACR Request message, from the EAS (action determination), it is informing the EES that there is a need for ACR. The EES needs then to decide whether to start an ACR or not. So without the UE identifier how does the EES understand for which UE or which EEC is this?
Hence, the UE identifier has to be mandatory in the ACR Request message.

Quote of clause 8.8.4.17 3GPP TS 23.588 [7] for the ACR request of the ACR launching procedure:

Table 8.8.4.4-1: ACR request
	Information element
	Status
	Description

	Requestor Identifier
	M
	Unique identifier of the requestor (i.e. EECID or EASID).

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	EASID
	O
	Identifier of the EAS

	UE identifier (NOTE 4)
	O
	The identifier of the UE (i.e. GPSI).

	ACR action (NOTE 3)
	M
	Indicates the ACR action (ACR initiation or ACR determination)

	ACR initiation data (NOTE 2)
	O
	ACR initiation IEs to be included in an ACR request message when ACR action indicates it is ACR initiation request.

	> T-EAS Endpoint
	M
	Endpoint information (e.g. URI, FQDN, IP 3-tuple) of the T-EAS.

	> DNAI of the T-EAS
	O
	DNAI information associated with the T-EAS.

	> N6 Traffic Routing requirements
	O
	The N6 traffic routing information and/or routing profile ID corresponding to the T-EAS DNAI.

	> EAS notification indication
	M
	Indicates whether to notify the EAS about the need of ACR.

	> S-EAS endpoint (NOTE 1)
	O
	Endpoint information of the S-EAS

	> EEC context relocation details
	O
	Information required for EEC context relocation using the EEC context push or EEC context pull mechanisms.

	>> EEC Context ID (NOTE 5)
	O
	Identifier of the EEC Context 

	>> S-EES ID (NOTE 5)
	O
	Identifier of the EES that provided EEC context ID.

	>> S-EES endpoint (NOTE 5)
	O
	The endpoint address (e.g. URI, IP address) of the EES that provided EEC context ID.

	>> T-EES ID (NOTE 6)
	O
	Identifier of the T-EES. 

	>> T-EES endpoint (NOTE 6)
	O
	The endpoint address (e.g. URI, IP address) of the T-EES. 

	ACR determination data (NOTE 2)
	O
	ACR determination IEs to be included in an ACR request message when ACR action indicates it is ACR determination request.

	> S-EAS endpoint
	M
	Endpoint information of the S-EAS

	NOTE 1:
This IE shall be present if the EAS notification indication indicates that the EAS needs to be informed.

NOTE 2:
Either ACR initiation or ACR determination shall be included corresponding to the ACR action.

NOTE 3:
This IE shall indicate ACR determination if the request originates from the S‑EAS.

NOTE 4:
This IE shall be present if the request originates from the EEC.
NOTE 5:
This IE may be present only if the request originates from the EEC towards the T-EES.
NOTE 6:
This IE may be present only if the request originates from the EEC towards the S-EES.


Other protocol issues also exist in 3GPP TS 23.558 [7] with regard to ACR messages.
Both the ACR Response message and the Selected target EAS declaration response message indicate that all information elements are optional. The stage 2 definition of the messges seems not optimal for stage 3 design as all information elements are in fact optional when this should not be the case. As per other messages, a result should be mandatory and this result will convey the result of the operation, i.e. success or failure. In case of failure, then a cause could be provided to indicate the reason of the failure to the receiver.

Quote of clause 8.8.4.18 3GPP TS 23.588 [7] for the response of the selected target EAS declaration procedure:

Table 8.8.4.18-1: Selected target EAS declaration response

	Information element
	Status
	Description

	Result
	O
	Indicates that the request was successful.

	Failure response
	O
	Indicates that the request failed.

	> Cause
	O
	Indicates the failure cause.


The stage 2 definition of the messges seems not optimal for stage 3 design as all information elements are in fact optional when this should not be the case. As per other messages, a result should be mandatory and this result will convey the result operation, i.e., success or failure. In case of failure then a cause could be provided to indicate the reason of the failure to the receiver.

Quote of clause 8.8.4.53GPP TS 23.588 [7]  for the ACR response of the ACR launching procedure:

Table 8.8.4.5-1: ACR response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the ACR request was successful.

	Failure response
	O
	Indicates that the ACR request failed.

	> Cause
	O
	Indicates the cause of ACR request failure


3 Conclusion
This paper provides a summary of the issues discussed last meeting and the paper also considers the discussion during the CT1 EDGEAPP conference call on October 27 in order to propose a way forward to conclude on the issues related to ACR.
3GPP TS 23.558 [7] defines service continuity planning, which means ACR is performed for a future location of the UE.

Unfortunately, 3GPP TS 23.558 [7] does not define any mechanism to clean up multiple unused application contexts and EEC contexts which are left in several different entities (T-EAS, T-EES). There are two remaining editor’s notes in 3GPP TS 23.558. The cleanup issue on different layers (the EES and the EAS) is obviously unresolved. This cannot be left undefined so depending optionally on application layer implementations.

Firstly, this is an untestable random dealing with ACRs and is not a proper design in 3GPP. Secondly, the existance of multiple unsused ACRs can be exploited in denial of service (DoS) attacks towards network operators. Thirdly, EEC-triggered ACRs dealing with changes in UE’s plans of mobility, etc. cannot be left to the EAS alone since it cannot have any knowledge of UE’s intentions. Also, note that if an ACR process can be initiated, it should also be possible to cancel it. This is similar to the connection state UE-initiated by the PS handover for which 3GPP defines a cancellation mechanism.

Additionally, there is lack of session identity for ACR defined in the stage 2 specification (i.e., 3GPP TS 23.558 [7]), so the EEC cannot uniquely identify a related ACR if multiples ACRs are requested, and therefore in case of simultaneous ongoing ACRs, the receiver of an ACR notification, e.g. EEC, cannot distinguish the corresponding ACR. Besides, the lack of session identity for ACR means that the ACR response message does not provide any information for the EEC to identify or relate a previously sent request.
When analyzing the ACR launching procedure and the selected T-EAS declaration procedure, the related functionality can be provided by the messages of the former (i.e. ACR launching procedure). Hence, the ACR launching procedure and the selected target EAS declaration APIs can be merged. There is no need to have different APIs for different ACR "scenarios". The same procedures and APIs should be used in different scenarios to produce proper design and implementation of the feature in 3GPP CT WGs. The decision of unifying APIs lies on CT WGs as indicated by SA6 in their LS back in January this year [8].
This sort of things have happened many times in the past for other features defined by 3GPP. So when doing stage 3 work, we notice that there are issues with stage 2. For such cases, we send an LS to inform the concerned working group.
Hence, the authors of this paper propose to agree on the following proposals:

Proposal 1: To send an LS to SA6 telling them to fix the above issues so that Rel-17 stage 2 is complete and stable. How to do it is all up to them.

Proposal 2: CT1 and CT3 to decide on having a single API for the ACR launching procedure and the selected T-EAS declaration procedure. Also, it is proposed to liaise SA6 about the issues with ACR so that proper stage 3 design and work can be perfomed by CT1 based on ammended stage 2 in Rel-17 (see proposal in C1-217089/C3-216081).
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