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1. Introduction
The re-keying procedure is used to refresh the security context used between two UEs on an established direct link. The direct link re-keying procedure is missing in current TS 24.554 v0.5.0. However, the message has been defined in clause 10.3.16. It’s proposed to add the re-keying procedure. 
The proposed text reuses the re-keying procedure in 4G ProSe with the following difference:
· DIRECT_REKEYING_REQUEST -> PROSE DIRECT LINK REKEYING REQUEST

· DIRECT_REKEYING_RESPONSE -> PROSE DIRECT LINK REKEYING RESPONSE

· DIRECT_REKEYING_TRIGGER -> PROSE DIRECT LINK REKEYING TRIGGER

· timer T4111, T41112, T4113 -> timer T5aaa, T5bbb, T5ccc
· fix the corresponding clause reference
· coding of PROSE DIRECT LINK REKEYING TRIGGER is added
Besides, the following EN is added:

Editor's note:
The security related aspects are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 v0.5.0.
* * * First Change * * * *

7.2.x
5G ProSe direct link re-keying procedure
7.2.x.1
General

This procedure is used to refresh the security context used between two UEs on an established direct link.

The UE sending the PROSE DIRECT LINK REKEYING REQUEST message is called the "initiating UE" and the other UE is called the "target UE".

This procedure triggers initiation of a direct security mode control procedure by the target UE. If the ProSe UE-to-network relay UE wants to initiate this procedure to refresh KD, it shall use a PROSE DIRECT LINK REKEYING TRIGGER message to trigger the remote UE to initiate this procedure from the other direction.

Editor's note:
The security related aspects are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.
7.2.x.2
5G ProSe direct link re-keying procedure initiation

A UE shall initiate the direct link re-keying procedure in any of the following cases:

a)
the session key KD-sess used to protect direct link communication is going to expire and needs to be refreshed and neither timer Taaa nor T5bbb are running; or 

b)
the UE wants to refresh KD and neither timer T5aaa nor T5bbb are running.

The initiating UE shall generate a new 128-bit Nonce_1 value and the most significant 8-bits of the KD-sess ID. The UE shall generate a PROSE DIRECT LINK REKEYING REQUEST message with the following:

a)
a Nonce_1 IE set to the nonce value provided by the initiating UE for the purpose of session key establishment over this direct link;

b)
a UE security capabilities IE set to indicate the list of algorithms that the initiating UE supports for the security establishment of this direct link;
c)
an MSB of KD-sess ID IE set to the most significant 8-bits of the KD-sess ID;

d)
Optionally, an auth flag IE set to the value indicating the KD to be refreshed, if the UE wants to refresh KD; and

e)
Optionally, a PRUK ID IE if the initiating UE is a remote UE towards a ProSe UE-to-network relay UE.
A UE initiates the direct link re-keying procedure by sending a PROSE DIRECT LINK REKEYING REQUEST message to the target UE and starting timer T5bbb (see figure 7.2.x.2.1).
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Figure 7.2.x.2.1: 5G ProSe direct link re-keying procedure
If the initiating UE is a ProSe UE-to-network relay UE, the ProSe UE-to-network relay UE wishes to refresh KD used on an established link between the ProSe UE-to-network relay UE and the remote UE, and there is no pending direct link re-keying procedure initiated by the remote UE, the ProSe UE-to-network relay UE shall send a PROSE DIRECT LINK REKEYING TRIGGER message with the format specified in subclause 10.3.x
 to trigger the remote UE to initiate its own direct link re-keying procedure and start timer T5ccc, as shown in figure 7.2.x.2.2.
Upon receiving a PROSE DIRECT LINK REKEYING TRIGGER message, the remote UE shall:

a)
if timer T5bbb is not running, initiate a direct link re-keying procedure to refresh KD as described above; and

b)
if timer T5bbb is running, discard the PROSE DIRECT LINK REKEYING TRIGGER message.

NOTE:
If timer T5bbb is running at the remote UE, the ProSe UE-to-network relay UE will use the direct link re-keying procedure already initiated by the remote UE to refresh KD.

Once the ProSe UE-to-network relay received the PROSE DIRECT LINK REKEYING REQUEST message, the T5ccc timer shall be stopped.
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Figure 7.2.x.2.2: 5G ProSe direct link re-keying procedure triggered by a ProSe UE-to-network relay UE to refresh KD
7.2.x.3
5G ProSe direct link re-keying procedure accepted by the target UE

If there is no active timer T5bbb running, the target UE shall process the received PROSE DIRECT LINK REKEYING REQUEST message and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.3.17. 

If the timer T5bbb is running in the target UE, then:
a)
if the target UE is a ProSe UE-to-network relay UE, it shall stop timer T5bbb and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.3.17; and 

b)
if the target UE is neither a remote UE nor a ProSe UE-to-network relay UE, and the Nonce_1 value received in the PROSE DIRECT LINK REKEYING REQUEST message is larger than the Nonce_1 value locally generated (and included in the last PROSE DIRECT LINK REKEYING REQUEST message sent by the target UE), the target UE shall stop timer T5bbb and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 7.2.y.2
. 

When the target UE is a 5G ProSe UE-to-network relay UE, the target UE shall trigger a Key Request procedure to the PKMF (see 3GPP TS 33.XXX [TBD]), before initiating the direct security mode control procedure if one of the following conditions are met:
a)
the auth flag IE is included in the PROSE DIRECT LINK REKEYING REQUEST message; or

b)
the auth flag IE is not included in the PROSE DIRECT LINK REKEYING REQUEST message but the ProSe UE-to-network relay UE wants to refresh KD. 
Upon completion of the direct security mode control procedure, i.e. upon receiving a PROSE DIRECT LINK SECURITY MODE COMPLETE message, the target UE shall send a PROSE DIRECT LINK REKEYING RESPONSE message with the format specified in subclause 10.3.17, to notify the initiating UE of the completion of this direct link re-keying procedure. 

7.2.x.4
5G ProSe direct link re-keying procedure completion by the initiating UE

Upon the reception of a PROSE DIRECT LINK REKEYING RESPONSE message, the initiating UE shall stop timer T5bbb.

7.2.x.5
5G ProSe direct link re-keying procedure not accepted by the target UE

A remote UE that receives a PROSE DIRECT LINK REKEYING REQUEST message shall ignore the message if timer T5bbb is running. Also, if there is no timer T5bbb running but the remote UE wants to refresh KD, the UE shall ignore the received PROSE DIRECT LINK REKEYING REQUEST message and act as the new initiating UE and initiate the direct link re-keying procedure to refresh the KD as described in subclause 7.2.x.2.

Other UEs shall ignore a PROSE DIRECT LINK REKEYING REQUEST message if timer T5bbb is running and the Nonce_1 value received in the PROSE DIRECT LINK REKEYING REQUEST message is not larger than the Nonce_1 value locally generated (and included in the last PROSE DIRECT LINK REKEYING REQUEST message sent by the target UE). 

7.2.x.6
Abnormal cases

7.2.x.6.1
Abnormal cases at the initiating UE
If timer T5bbb expires, the initiating UE shall initiate the transmission of the PROSE DIRECT LINK REKEYING REQUEST message again and restart timer T5bbb. If no response is received from the target UE after reaching the maximum number of allowed retransmissions, the initiating UE shall abort the direct link re-keying procedure and initiate the direct link release procedure (see subclause 10.4.4). Additionally, if the initiating UE is a remote UE, it shall initiate the relay reselection procedure as specified in subclause 8.2.3.

NOTE:
The maximum number of allowed retransmissions is UE implementation specific.

7.2.x.6.2
Abnormal cases at the target UE

If the PROSE DIRECT LINK REKEYING REQUEST message is malformed, the target UE shall discard the message.

* * * Next Change * * * *

11.3.1
ProSe PC5 signalling message type

The purpose of the ProSe PC5 signalling message type information element is to indicate the type of messages used in ProSe PC5 signalling protocol.

The value part of the ProSe PC5 signalling message type information element used in the ProSe PC5 signalling messages is coded as shown in table 11.3.1.1.

The ProSe PC5 signalling message type is a type 3 information element, with the length of 1 octet.

Table 11.3.1.1: ProSe PC5 signalling message type

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	PROSE DIRECT LINK ESTABLISHMENT REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	PROSE DIRECT LINK ESTABLISHMENT ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	PROSE DIRECT LINK ESTABLISHMENT REJECT

	0
	0
	0
	0
	0
	1
	0
	0
	
	PROSE DIRECT LINK MODIFICATION REQUEST

	0
	0
	0
	0
	0
	1
	0
	1
	
	PROSE DIRECT LINK MODIFICATION ACCEPT

	0
	0
	0
	0
	0
	1
	1
	0
	
	PROSE DIRECT LINK MODIFICATION REJECT

	0
	0
	0
	0
	0
	1
	1
	1
	
	PROSE DIRECT LINK RELEASE REQUEST

	0
	0
	0
	0
	1
	0
	0
	0
	
	PROSE DIRECT LINK RELEASE ACCEPT

	0
	0
	0
	0
	1
	0
	0
	1
	
	PROSE DIRECT LINK KEEPALIVE REQUEST

	0
	0
	0
	0
	1
	0
	1
	0
	
	PROSE DIRECT LINK KEEPALIVE RESPONSE

	0
	0
	0
	0
	1
	0
	1
	1
	
	PROSE DIRECT LINK AUTHENTICATION REQUEST

	0
	0
	0
	0
	1
	1
	0
	0
	
	PROSE DIRECT LINK AUTHENTICATION RESPONSE

	0
	0
	0
	0
	1
	1
	0
	1
	
	PROSE DIRECT LINK AUTHENTICATION REJECT

	0
	0
	0
	0
	1
	1
	1
	0
	
	PROSE DIRECT LINK SECURITY MODE COMMAND

	0
	0
	0
	0
	1
	1
	1
	1
	
	PROSE DIRECT LINK SECURITY MODE COMPLETE

	0
	0
	0
	1
	0
	0
	0
	0
	
	PROSE DIRECT LINK SECURITY MODE REJECT

	0
	0
	0
	1
	0
	0
	0
	1
	
	PROSE DIRECT LINK REKEYING REQUEST

	0
	0
	0
	1
	0
	0
	1
	0
	
	PROSE DIRECT LINK REKEYING RESPONSE

	0
	0
	0
	1
	0
	0
	1
	1
	
	PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST

	0
	0
	0
	1
	0
	1
	0
	0
	
	PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT

	0
	0
	0
	1
	0
	1
	0
	1
	
	PROSE DIRECT LINK IDENTIFIER UPDATE ACK

	0
	0
	0
	1
	0
	1
	1
	0
	
	PROSE DIRECT LINK IDENTIFIER UPDATE REJECT

	0
	0
	0
	1
	0
	1
	1
	1
	
	PROSE DIRECT LINK AUTHENTICATION FAILURE

	0
	0
	0
	1
	1
	0
	0
	0
	
	PROSE CELL ID ANNOUNCEMENT REQUEST

	0
0
	0
0
	0
0
	1
1
	1
1
	0
1
	0
1


	1
0
	
	PROSE CELL ID ANNOUNCEMENT RESPONSE
PROSE DIRECT LINK REKEYING TRIGGER


	


* * * Next Change * * * *

10.3.x
ProSe direct link rekeying trigger
10.3.x.1
Message definition

This message is sent by a UE to the peer UE to trigger the peer UE to initiate a direct link re-keying procedure to refresh KD. See table 10.3.x.1.

Message type:
PROSE DIRECT LINK REKEYING TRIGGER
Table 10.3.x.1: PROSE DIRECT LINK REKEYING TRIGGER message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK REKEYING TRIGGER message identity
	ProSe PC5 signalling message type 11.3.1
	M
	V
	1

	
	Sequence Number
	Sequence Number

11.3.2
	M
	V
	1


Editor's note:
The security related aspects are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.
�10.3.x	ProSe direct link rekeying trigger
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