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1. Reason for Change
The 5G ProSe security aspects has been specified in TS 33.503. Multiple corrections/modifications are needed for Security parameters that are defined in TS 24.554 and related to Open 5G ProSe Direct Discovery (Model A) to match the security aspects defined in TS 33.503. The following corrections/modifications are done within this pCR:
1- The Discovery key parameter was not defined before, and it is now defined.
2- The reference to Discovery key parameter is corrected.

3- The following Editor's note is removed, because the security related IEs (MIC and UTC-based counter ) are now correctly defined:

Editor's note:
The IEs related to security are FFS and depend on SA3 requirements.

Also corrections for the heading numbers are made for clauses 10.5.4.4 and 10.5.4.5.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 V1.0.0.
* * * First Change * * * *

10.2.1
Message definition

This message is sent by the UE over the PC5 interface for open 5G ProSe direct discovery and restricted 5G ProSe direct discovery. See table 10.2.1.1, table 10.2.1.2, table 10.2.1.3, table 10.2.1.4, table 10.2.1.5, table 10.2.1.6, table 10.2.1.7, table 10.2.1.8, table 10.2.1.9, table 10.2.1.10 and table 10.2.1.11.

Message type:
PROSE PC5 DISCOVERY
Significance:
dual

Direction:

UE to peer UE

Editor's note:
The condition of the optional IEs is FFS.

Table 10.2.1.1: PROSE PC5 DISCOVERY message content for open 5G ProSe direct discovery announcement

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe application code
	ProSe application code

11.2.2
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Open discovery" and the content type is set to "Announcement".


Table 10.2.1.2: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery announcement

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe restricted code
	ProSe restricted code

11.2.3
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Restricted discovery" and the content type is set to "Announcement".


Table 10.2.1.3: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery solicitation

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe query code
	ProSe restricted code
11.2.3
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Restricted discovery" and the content type is set to "Solicitation".


Table 10.2.1.4: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery response

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe response code
	ProSe restricted code
11.2.3
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Restricted discovery" and the content type is set to "response".


Table 10.2.1.5: PROSE PC5 DISCOVERY message for group member discovery announcement

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID

11.2.6
	M
	LV
	2-257

	
	Announcer info
	User info ID

11.2.7
	M
	V
	6

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	NOTE:
The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery announcement/group member discovery response" and the discovery model is set to "Model A".


Table 10.2.1.6: PROSE PC5 DISCOVERY message for group member discovery solicitation

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID

11.2.6
	M
	LV
	2-257

	
	Discoverer info
	User info ID

11.2.7
	M
	V
	6

	
	GMDS composition
	GMDS composition

11.2.8
	M
	V
	1

	
	Target user info
	Target user info

11.2.9
	C

(NOTE 2)
	V
	6

	
	Target group info
	Target group info

11.2.10
	C

(NOTE 2)
	V
	3

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	NOTE 1:
The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery solicitation" and the discovery model is set to "Model B".

NOTE 2:
Presence of the target user info and of target group info is indicated by the GMDS composition.


Table 10.2.1.7: PROSE PC5 DISCOVERY message for group member discovery response

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID

11.2.6
	M
	LV
	2-257

	
	Discoveree info
	User info ID

11.2.7
	M
	V
	6

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	NOTE:
The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery announcement/group member discovery response" and the discovery model is set to "Model B".


Table 10.2.1.8: PROSE PC5 DISCOVERY message for UE-to-network relay discovery announcement
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Announcer info
	User info ID

11.2.7
	M
	V
	6

	
	Relay service code (NOTE 2)
	Relay service code
11.2.11
	M
	V
	3

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	
	Status indicator
	Status indicator
11.2.12
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	yy
	NCGI
	NCGI

11.2.15
	O
	TV
	9

	NOTE 1:
The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery announcement/UE-to-network relay discovery response" and the discovery model is set to "Model A".
NOTE 2:
If the announcing UE works as a 5G ProSe Layer-3 UE-to-network relay UE, the S-NSSAI associated with the relay service code belongs to the allowed NSSAI of the UE.


Table 10.2.1.9: PROSE PC5 DISCOVERY message for UE-to-network relay discovery solicitation
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Discoverer info
	User info ID
11.2.7
	M
	V
	6

	
	Relay service code
	Relay service code
11.2.11
	M
	V
	3

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	NOTE: 
The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery solicitation" and the discovery model is set to "Model B".


Table 10.2.1.10: PROSE PC5 DISCOVERY message for UE-to-network relay discovery response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Discoveree info
	User info ID
11.2.7
	M
	V
	6

	
	Relay service code (NOTE 2)
	Relay service code
11.2.11
	M
	V
	3

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	
	Status indicator
	Status indicator
11.2.12
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	yy
	NCGI
	NCGI

11.2.15
	O
	TV
	9

	NOTE 1:
The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery announcement/UE-to-network relay discovery response" and the discovery model is set to "Model B".
NOTE 2:
If the discoveree UE works as a 5G ProSe Layer-3 UE-to-network relay UE, the S-NSSAI associated with the relay service code belongs to the allowed NSSAI of the UE.


Table 10.2.1.11: PROSE PC5 DISCOVERY message for relay discovery additional information
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Relay service code
	Relay service code
11.2.11
	M
	V
	3

	
	Announcer info
	User info ID
11.2.7
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	yy
	NCGI
	NCGI

11.2.15
	O
	TV
	9

	xx
	Relay TAI
	TAI
11.2.13
	O
	TV
	4

	NOTE:
The discovery type is set to "Restricted discovery", the content type is set to "Relay discovery additional information" and the discovery model is set to "Model A".


* * * Next Change * * * *

10.5.4.3
Semantics of <DISCOVERY_RESPONSE>
The <DISCOVERY_RESPONSE> element contains one or more of the following elements:

a)
a <Current-Time> element containing the parameter defined in clause 11.4.2.16;

b)
a <Max-Offset> element containing the parameter defined in clause 11.4.2.17;

c)
zero, one or more <response-announce> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing request if the 5G DDNMF accepts the request. Each <response-announce> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
zero, one or more <ProSe-Application-Code> elements containing the parameter defined in clause 11.4.2.6;c)
zero or one <ProSe application code-ACE> element containing the parameter defined in clause 11.4.2.45;

3)
zero, or one <validity-timer-T5060> element containing the parameter defined in 11.4.2.7;

4)
zero, or, one <discovery-key> element containing the parameter defined in clause 11.4.2.AA;

5)
a <Discovery-Entry-ID> element containing the parameter defined in clause 11.4.2.26;

6)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;
7)
 zero or one <anyExt> element containing elements defined in future releases;

8)
zero, one or more elements from other namespaces defined in future releases; and

9)
zero, one or more attributes defined in future releases;

d)
zero, one or more <response-monitor> element which contains transactions sent from the 5G DDNMF to the UE as a response to a monitoring request if the 5G DDNMF accepts the request. Each <response-monitor> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
zero, one or more <discovery-filter> elements containing the parameter defined in clause 11.4.2.9;

3)
a <Discovery-Entry-ID> element containing the parameter defined in clause 11.4.2.26;
4)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;

5)
zero or one <anyExt> element containing elements defined in future releases;

6)
zero, one or more elements from other namespaces defined in future releases; and

7)
zero, one or more attributes defined in future releases;

e)
zero, one or more <restricted-announce-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing request for restricted ProSe direct discovery model A if the 5G DDNMF accepts the request. Each <restricted-announce-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
zero or one <ProSe-Restricted-Code> element containing the parameter defined in clause 11.4.2.27;

3)
zero, one or more <ProSe-Restricted-Code-Suffix-Range> element containing the parameter defined in clause 11.4.2.28;

4)
zero or one <validity-timer-T5062> element containing the parameter defined in 11.4.2.32;

5)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;

6)
zero or one <restricted-code-security-material> element containing the parameter defined in clause 11.4.2.33;

7)
an optional <on-demand-announcing-enabled-indicator> element containing the parameter defined in clause 11.4.2.29;

8)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;

9)
zero or one <anyExt> element containing elements defined in future releases;

10)
zero, one or more elements from other namespaces defined in future releases; and

11)
zero, one or more attributes defined in future releases;

f)
zero, one or more <restricted-monitor-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a monitoring request for restricted ProSe direct discovery model A if the 5G DDNMF accepts the request. Each <restricted-monitor-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
zero, one or more <restricted-discovery-filter> elements containing the parameter defined in clause 11.4.2.30;

3)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31

4)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;

5)
an <application-level-container> element containing the parameter defined in clause 11.4.2.25;

6)
zero or one <anyExt> element containing elements defined in future releases;

7)
zero, one or more elements from other namespaces defined in future releases; and

8)
zero, one or more attributes defined in future releases;

g)
zero, one or more <restricted-discoveree-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a discoveree UE's request for restricted ProSe direct discovery model B if the 5G DDNMF accepts the request. Each <restricted-discoveree-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
a <ProSe-Response-Code> element containing the element defined in clause11.4.2.35;

3)
one or more <query-filter> elements containing the parameter defined in clause 11.4.2.36; 

4)
a <validity-timer-T5068> element containing the parameter defined in clause 11.4.2.37;

5)
zero or one <restricted-code-security-material> element containing the parameter defined in clause 11.4.2.33;

6)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;

7)
zero or one <anyExt> element containing elements defined in future releases;

8)
zero, one or more elements from other namespaces defined in future releases; and

9)
zero, one or more attributes defined in future releases;

h)
zero, one or more <restricted-discoverer-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a discoverer UE's request for restricted ProSe direct discovery model B if the 5G DDNMF accepts the request. Each <restricted-discoverer-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
one or more <subquery-result> elements containing the parameter defined in clause 11.4.2.38;

3)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;

4)
zero or one <anyExt> element containing elements defined in future releases;

5)
zero, one or more elements from other namespaces defined in future releases; and

6)
zero, one or more attributes defined in future releases;

i)
zero, one or more <response-reject> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing or monitoring requests if the 5G DDNMF  cannot accept the request. Each <response-reject> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
a <PC3a-control-protocol-cause-value> element containing the parameter defined in clause 11.4.2.8.

3)
zero, one or more elements defined in future releases; and

4)
zero, one or more attributes defined in future releases;

j)
 zero or one <anyExt> element containing elements defined in future releases;

k)
zero, one or more elements from other namespaces defined in future releases;

l)
an optional "network-initiated transaction method" attribute containing the parameter defined in clause 11.4.2.42; and

m)
zero, one or more attributes defined in future releases.

* * * Next Change * * * *

10.5.4.4
Semantics of <MATCH_REPORT>

The <MATCH_REPORT> element contains one or more of the following element:

a)
zero, one or more <match-report> element which contains transactions sent from the UE to the 5G DDNMF to report a matching of the direct discovery. Each <match-report> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
a <ProSe-Application-Code> element containing the parameter defined in clause 11.4.2.6;

3)
a <UE-identity> element containing the parameter defined in clause 11.4.2.3;

4)
a <Monitored-PLMN-id> element containing the parameter defined in clause 11.4.2.10;

5)
an optional <VPLMN-id> element containing the parameter defined in clause 11.4.2.11;

6)
a <MIC> element containing the parameter defined in clause 11.4.2.11; 

7)
a <UTC-based-counter> element containing the parameter defined in clause 11.4.2.12;

8)
a <metadata-flag> element containing the parameter defined in clause 11.4.2.14; 

9)
a <MessageType> element containing the parameter defined in clause 11.4.2.10;

10)
zero or one <anyExt> element containing elements defined in future releases;

11)
zero, one or more elements from other namespaces defined in future releases; and

12)
zero, one or more attributes defined in future releases;

b)
zero, one or more <restricted-match> element which contain transactions sent from the UE to the 5G DDNMF to report a matching of the restricted direct discovery model A or model B. Each <restricted-match> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
a <UE-identity> element containing the parameter defined in clause clause 11.4.2.3;

3)
a <discovery-type> element containing the parameter defined in clause 11.4.2.18

4)

an <application-identity> element containing the parameter defined in clause 11.4.2.5

5)
an <RPAUID> element containing the parameter defined in clause 11.4.2.23;

6)
a <Restricted-Code-Discovered> element containing the ProSe Restricted Code parameter defined in clause 11.4.2.27 or ProSe Response Code parameter defined in clause 11.4.2.35;

7)
an optional <MIC> element containing the parameter defined in clause 11.4.2.11;

8)
an optional <MessageType> element containing the parameter defined in clause 11.4.2.10;

9)
an optional <UTC-based-counter> element containing the parameter defined in clause 11.4.2.12;

10)
a <metadata-flag> element containing the parameter defined in clause 11.4.2.14;

11)
zero or one <anyExt> element containing elements defined in future releases;

12)
zero, one or more elements from other namespaces defined in future releases; and

13)
zero, one or more attributes defined in future releases.
c)
zero or one <anyExt> element containing elements defined in future releases;

d)
zero, one or more elements from other namespaces defined in future releases; and

e)
zero, one or more attributes defined in future releases.

* * * Next Change * * * *

10.5.4.5
Semantics of <MATCH_REPORT_ACK>

The <MATCH_REPORT_ACK> element contains one or more of the following elements:

a)
a <Current-Time> element containing the parameter defined in clause 11.4.2.16;

b)
zero, one or more <match-ack> element which contains transactions sent from the 5G DDNMF to the UE as a response to a match report if the 5G DDNMF accepts the report. Each <match-ack> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
a <ProSe-Application-ID> element containing the parameter defined in clause 11.4.2.4;

3)
a <validity-timer-T5072> element containing the parameter defined in clause 11.4.2.13; 

4)
an optional  <metadata> element containing the parameter defined in clause 11.4.2.15; 

5)
an optional <metadata-index-mask> element containing the parameter defined in clause 11.4.2.41;

6)
zero or one <anyExt> element containing elements defined in future releases;

7)
zero, one or more elements from other namespaces defined in future releases; 

8)
a mandatory "match-report-refresh-timer-T5074" attribute containing the parameter defined in clause 11.4.2.19; and

9)
zero, one or more attributes defined in future releases;
c)
zero, one or more <restricted-match-ack> element which contain transactions sent from the 5G DDNMF to the UE as a response to a match report if the 5G DDNMF accepts the report. Each <restricted-match-ack> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
an <application-identity> element containing the parameter defined in clause 11.4.2.5;

3)
an <RPAUID> element containing the parameter defined in clause 11.4.2.23;

4)
a <validity-timer-T5076> element containing the parameter defined in clause 11.4.2.39;

5)
an optional  <metadata> element containing the parameter defined in clause 11.4.2.15; 

6)
zero or one <anyExt> element containing elements defined in future releases;

7)
zero, one or more elements from other namespaces defined in future releases; 

8)
an optional "match-report-refresh-timer-T5077" attribute containing the parameter defined in clause 11.4.2.40; and
9)
zero, one or more attributes defined in future releases;

d)
zero, one or more <match-reject> element which contains transactions sent from the 5G DDNMF to the UE as a response to a match report if the 5G DDNMF cannot accept the match report. Each <match-reject> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
a <PC3a-control-protocol-cause-value> element containing the parameter defined in clause 11.4.2.8;

3)
zero, one or more elements defined in future releases; and

4)
zero, one or more attributes defined in future releases;

e)
zero or one <anyExt> element containing elements defined in future releases;

f)
zero, one or more elements from other namespaces defined in future releases; and

g)
zero, one or more attributes defined in future releases.

* * * Next Change * * * *

11.4.2.AA
Discovery key
This parameter is used to carry a Discovery key allocated by the 5G DDNMF. This key is used by the UE to compute the MIC that is included in the PROSE PC5 DISCOVERY message. The format of Discovery key is defined in 3GPP TS 33.303 [TBD].
* * * End of Changes * * * *

