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The MCData client shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6] with the clarifications given below.
The MCData client:
1)	shall build the SIP MESSAGE request as specified in clause 6.2.4.1;
2)	if a one-to-one standalone SDS message is to be sent, shall insert in the SIP MESSAGE request:
a)	an application/resource-lists+xml MIME body with the MCData ID of the target MCData user or the URI of the functional alias to be called, according to rules and procedures of IETF RFC 4826 [9];
b)	an application/vnd.3gpp.mcdata-info+xml MIME body with:
i)	a <request-type> element set to a value of "one-to-one-sds"; and
ii)	with the <call-to-functional-alias-ind> set to "true" if the MCData client is aware of active functional aliases and an active functional alias is to be called; and
iii)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP MESSAGE request, the <functional-alias-URI> element set to the URI of the used functional alias; and
c)	if end-to-end security is required and the security context does not exist or if the existing security context has expired, an application/mikey MIME body with the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [26]. The MCData client:
i)	if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];
ii)	shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];
iii)	shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];
iv)	shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];
v)	shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26]; and
vi)	shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];
vii)	shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter; and
viii)	shall include the MIKEY-SAKKE I_MESSAGE in an application/mikey MIME body as specified in 3GPP TS 33.180 [26];
3)	if a group standalone SDS message is to be sent:
a)	if the "/<x>/<x>/Common/MCData/AllowedSDS" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [42] is set to "false", shall reject the request to send SDS and not continue with the rest of the steps in this clause; and
b)	shall insert in the SIP MESSAGE request an application/vnd.3gpp.mcdata-info+xml MIME body with:
i)	the <request-type> element set to a value of "group-sds";
ii)	the <mcdata-request-uri> element set to the MCData group identity;
iii)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
iv)	if the MCData client is aware of active functional aliases, and an active functional alias is to be included in the SIP MESSAGE request, the <functional-alias-URI> set to the URI of the used functional alias;
4)	shall generate a standalone SDS message as specified in clause 6.2.2.1; and
5)	shall send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [5].
[bookmark: _Toc20215588][bookmark: _Toc27496055][bookmark: _Toc36107796][bookmark: _Toc44598548][bookmark: _Toc44602403][bookmark: _Toc45197580][bookmark: _Toc45695613][bookmark: _Toc51851069][bookmark: _Toc92224672][bookmark: _Toc92229383]Upon receiving a SIP 300 (Multiple Choices) response to the SIP MESSAGE request the MCData client shall use the MCData ID of MCData user contained in the <mcdata-request-uri> element of an application/vnd.3gpp.mcdata-info MIME body as the MCData ID of the invited MCData user and shall generate an initial SIP MCData request by following the UE originating procedures specified in 3GPP TS 24.229 [5] and IETF RFC 3428 [6], with the clarifications given in this clause and with the following additional clarifications:
1)	shall insert in the SIP MESSAGE request a MIME resource-lists body with the MCData ID of the invited MCData user returned in the SIP 300 (Multiple Choices) response to the initial MCData MESSAGE request for sending one-to-one standalone SDS message, according to rules and procedures of 3GPP TS 24.229 [5];
2)	shall not include a <call-to-functional-alias-ind> element into the <mcdata-Params> element of the <mcdatainfo> element of an application/vnd.3gpp.mcdata-info+xml MIME body; and
3)	shall include a <called-functional-alias-URI> element into the <mcdata-Params> element of the <mcdatainfo> element of an application/vnd.3gpp.mcdata-info+xml MIME body with the target functional alias used in the initial SIP MESSAGE request for for sending one-to-one standalone SDS message.
* * * * * * * NEXT CHANGE * * * * * * *
9.2.2.4.2	Terminating controlling MCData function procedures
Upon receipt of a "SIP MESSAGE request for standalone SDS for controlling MCData function", the controlling MCData function:
1)	if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response. The controlling MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4]. Otherwise, continue with the rest of the steps;
2)	if the SIP MESSAGE does not contain:
a)	an application/vnd.3gpp.mcdata-info+xml MIME body;
b)	an application/vnd.3gpp.mcdata-signalling MIME body; and
c)	an application/vnd.3gpp.mcdata-payload MIME body;
shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "199 expected MIME bodies not in the request" in a Warning header field as specified in clause 4.9, and shall not continue with the rest of the steps in this clause;
3)	shall decode the contents of the application/vnd.3gpp.mcdata-signalling MIME body contained in the SIP MESSAGE;
4)	if the application/vnd.3gpp.mcdata-signalling MIME body contains a SDS SIGNALLING PAYLOAD message with a SDS disposition request type IE, shall store the value of the Conversation ID IE and the value of the Message ID IE in the SDS SIGNALLING PAYLOAD message;
NOTE:	The controlling MCData function uses the Conversation ID and Message ID for correlation with disposition notifications.
5)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is set to a value of "one-to-one-sds" and:
a)	the conditions in clause 11.1 indicate that the MCData user is not allowed to SDS communications due to message size as determined by step 3) of clause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "218 user not authorised for one-to-one SDS communications due to message size" in a Warning header field as specified in clause 4.9, and shall not continue with the rest of the steps in this clause; and
b)	the SIP MESSAGE request:
i)	does not contain an application/resource-lists MIME body or contains an application/resource-lists MIME body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning text set to "204 unable to determine targeted user for one-to-one SDS" in a Warning header field as specified in clause 4.9, and skip the rest of the steps below; and
ii)	contains the <mcdata-Params> element of the <mcdatainfo> element of an application/vnd.3gpp.mcdata-info+xml MIME body contains a <call-to-functional-alias-ind> element set to "true":
A)	shall identify the MCData ID(s) of the MCData user(s) that have activated the received called functional alias in the MIME resource-lists body of the SIP MESSAGE request by performing the actions specified in clause 22.2.2.2.8;
I)	if unable to determine the MCData ID(s) of the MCData user(s) that have activated the received called functional alias, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response including warning text set to "145 unable to determine called party" in a Warning header field as specified in clause 4.9, and shall not continue with the rest of the steps; and
II)	shall send a SIP 300 (Multiple Choices) response to the SIP MESSAGE request populated according to 3GPP TS 24.229 [5], IETF RFC 3261 [24] with an application/vnd.3gpp.mcdata-info MIME body containing an <mcdata-request-uri> element set to the MCData ID of one MCData user from the listed MCData user(s) in the application/pidf+xml MIME body of the SIP NOTIFY request that have activated the identified called functional alias and shall not continue with the rest of the steps in this clause; and
NOTE 1:	The controlling MCData function determines the appropriate MCData ID to be selected based on implementation-specific selection criteria when the functional alias used as a target of the one-to-one standalone SDS message request is simultaneously active for multiple MCData users.
iii)	contains an application/resource-lists MIME body with exactly one <entry> element, shall send a SIP MESSAGE request to the MCData user identified in the <entry> element of the MIME body, as specified in clause 9.2.2.4.1;
6)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is set to a value of "group-sds":
a)	shall retrieve the group document associated with the group identity in the SIP MESSAGE request by following the procedures in clause 6.3.3, and shall continue with the remaining steps if the procedures in clause 6.3.3 were successful;
a1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP request with a SIP 403 (Forbidden) response with the warning text set to "167 call is not allowed on the preconfigured group" as specified in clause 4.9 "Warning header field" and shall skip the rest of this procedure;
b)	if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden) response with the warning text set to "115 group is disabled" in a Warning header field as specified in clause 4.9 and shall not continue with the rest of the steps;
c)	if the <entry> element of the <list> element of the <list-service> element in the group document does not contain an <mcdata-mcdata-id> element with a "uri" attribute matching the MCData ID of the originating user contained in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP MESSAGE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116 user is not part of the MCData group" in a Warning header field as specified in clause 4.9 and shall not continue with the rest of the steps;
d)	if the <list-service> element contains a <mcdata-allow-short-data-service> element in the group document set to a value of "false", shall send a SIP 403 (Forbidden) response with the warning text set to "206 short data service not allowed for this group" in a Warning header field as specified in clause 4.9 and shall not continue with the rest of the steps;
e)	if the <supported-services> element is not present in the group document or is present and contains a <service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", shall send a SIP 488 (Not Acceptable) response with the warning text set to "207 SDS services not supported for this group" in a Warning header field as specified in clause 4.9 and shall not continue with the rest of the steps;
f)	if the MCData server group SDS procedures in clause 11.1 indicate that the user identified by the MCData ID:
i)	is not allowed to send group MCData communications on this group identity as determined by step 2) of clause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "201 user not authorised to transmit data on this group identity" in a Warning header field as specified in clause 4.9, and shall not continue with the rest of the steps in this clause;
ii)	is not allowed to send group MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request as determined by step 8) of clause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "208 user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request" in a Warning header field as specified in clause 4.9, and shall not continue with the rest of the steps in this clause; and
iii)	is not allowed to send SDS communications on this group identity due to message size as determined by step 5) of clause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "217 user not authorised for SDS communications on this group identity due to message size" in a Warning header field as specified in clause 4.9, and shall not continue with the rest of the steps in this clause;
g)	the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP MESSAGE request, as specified in clause 6.3.5, shall return a SIP 403 (Forbidden) response with the warning text set to "120 user is not affiliated to this group" in a Warning header field as specified in clause 4.9, and skip the rest of the steps below;
h)	shall determine targeted group members for MCData communications by following the procedures in clause 6.3.4;
i)	if the procedures in clause 6.3.4 result in no affiliated members found in the selected MCData group, shall return a SIP 403 (Forbidden) response with the warning text set to "198 no users are affiliated to this group" in a Warning header field as specified in clause 4.9, and skip the rest of the steps below; and
j)	shall send SIP MESSAGE requests to the targeted group members identified in step h) above by following the procedure in clause 9.2.2.4.1;
7)	shall generate a SIP 202 (Accepted) response in response to the "SIP MESSAGE request for standalone SDS for controlling MCData function"; and
8)	shall send the SIP 202 (Accepted) response towards the originating participating MCData function according to 3GPP TS 24.229 [5].
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