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1. Introduction
The security for 5G ProSe is defined in TS 33.503.
2. Reason for Change
In TS 33.503, there is the following requirement:
Clause 6.3.3.1:

-
For L3 relay security established over control plane, the PCF shall be able to provision the PC5 security policies to the UE per ProSe relay service, during service authorization and information provisioning procedure as defined in TS 23.304 [2].
-
The PC5 UP security policies for protecting 5G ProSe relay communication shall be configured per ProSe relay service based on the security requirements of the specific relay service.
-
The activation of PC5 signalling security is based on PC5 CP security policies of the specific ProSe relay service.  PC5 signalling integrity security policy is set to “REQUIRED” for 5G ProSe Layer-3 UE-to-Network Relay.
-
The activation of PC5 user plane security is based on PC5 UP security policies of the specific ProSe relay service.
Clasue 6.3.3.2.2:
0a. The Remote UE gets the ProSe Key management function (PKMF) address from the 5G DDNMF of its HPLMN. Alternatively, the Remote UE may be provisioned with the PKMF address by PCF.
0c. The UE-to-network relay gets the ProSe Key management function (PKMF) address from its HPLMN in the same way as described in step 0a.
These requirements should be implemented in stage 3.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554.
* * * First Change * * * *
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5G DDNMF
5G Direct Discovery Name Management Function
5G ProSe
5G Proximity-based Services

DN
Data Network

GFBR
Guaranteed Flow Bit Rate
LSB
Least Significant 8 Bits
MSB
Most Significant 8 Bits

MFBR
Maximum Flow Bit Rate

MIC
Message Integrity Check
NCGI
NG-RAN Cell Global ID

PC5 LINK-AMBR
PC5 Link Aggregated Bit Rate
PDUID
ProSe Discovery UE ID
PKMF
ProSe Key Management Function
PQI
PC5 5QI
ProSeP
5G ProSe Policy

RQI
Reflective QoS Indication
RPAUID
Restricted ProSe Application User ID
RSC
Relay Service Code
TTL
Time-To-Live
* * * Next Change * * * *
5.2.5
Configuration parameters for 5G ProSe UE-to-network relay 
The configuration parameters for the role of a ProSe UE-to-network relay UE over PC5 reference point consist of:
a)
a validity timer for the validity of the configuration parameter for 5G ProSe UE-to-network relay over PC5 interface;

b)
a list of PLMNs in which the UE is authorised to relay traffic for 5G ProSe layer-3 remote UEs when the UE is served by NG-RAN, and in each PLMN;

c)
a list of PLMNs in which the UE is authorised to relay traffic for 5G ProSe layer-2 remote UEs when the UE is served by NG-RAN, and in each PLMN;

d)
the default destination layer-2 ID(s) for sending and receiving the initial UE-to-network relay discovery signaling;

NOTE 1:
Which default destination layer-2 ID is selected is up to UE implementation when there are more than one default destination layer-2 ID. 

e)
a User info ID for the UE-to-network relay discovery;

f)
one or more relay service code(s) for the UE-to-network relay discovery, and for each relay service code:
1)
security related content for 5G ProSe relay discovery;
2)
an indication of whether the relay service code is offering 5G ProSe layer-2 or layer-3 UE-to-network relay service; and
3)
for 5G ProSe layer-3 UE-to-network relay UE, a set of PDU session parameters: 

i)
PDU Session type;

ii)
optionally, DNN;

iii)
optionally, SSC Mode;

iv)
optionally, S-NSSAI; and

v)
optionally, access type preference;
4)
for 5G ProSe layer-3 UE-to-network relay UE, security policies for UE-to-network relay direct communication:

i)
the signalling integrity protection policy;

ii)
the signalling ciphering policy;

iii)
the user plane integrity protection policy; and
iv)
the user plane ciphering policy;  

g)
for 5G ProSe layer-3 UE-to-network relay UE, QoS mapping rules including: 

1)
a mapping between a 5QI value and a 5G ProSe PQI value over PC5 for traffic relayed over the PC5 interface;

2)
a PDB adjustment factor of the standardized PDB identified by the PQI; and

3)
optionally, the relay service code(s) associated with the QoS mapping rule;
h)
the radio parameters of the 5G ProSe UE-to-network relay discovery applicable per geographical area with an indication of whether these radio parameters are "operator managed" or "non-operator managed" when the UE is not served by NG-RAN;

i)
for 5G ProSe layer-3 UE-to-network relay UE, for Ethernet and Unstructured traffic using IP type PDU session, a list of ProSe identifier(s) to ProSe application server address mapping rule. Each mapping rule contains one or more ProSe identifier(s) and IP address/FQDN and transport layer port number;
j)
the radio parameters of the 5G ProSe direct communication applicable per geographical area with an indication of whether these radio parameters are "operator managed" or "non-operator managed" when the UE is not served by NG-RAN; and
k)
optionally, the ProSe key management function (PKMF) address.
The configuration parameters for the role of a 5G ProSe remote UE consist of:

a)
a validity timer for the validity of the configuration parameters for 5G ProSe remote UE;

b)
an indication whether the UE is authorized to use a 5G ProSe layer-3 UE-to-network relay UE;

c)
a list of PLMNs in which the UE is authorized to use a 5G ProSe layer-2 UE-to-network relay UE;

d)
default destination layer-2 ID(s) for sending and receiving the initial UE-to-network relay discovery signalling;

NOTE 2:
Which default destination layer-2 ID is selected is up to UE implementation when there are more than one default destination layer-2 ID.
e)
a User info ID for the UE-to-network relay discovery;

f)
one or more relay service code(s) for the UE-to-network relay discovery, and for each relay service code:
1)
security related content for 5G ProSe relay discovery;

2)
an indication of whether the relay service code is offering 5G ProSe layer-2 or layer-3 UE-to-network relay service; and
3)
for 5G ProSe remote UE using 5G ProSe layer-3 UE-to-network relays, one of the following:

i)
a set of PDU session parameters for the relayed traffic without using N3IWF access: 

A)
PDU Session type;

B)
optionally, DNN;

C)
optionally, SSC Mode;

D)
optionally, S-NSSAI; and

E)
optionally, access type preference; or

ii)
an indication of using N3IWF access for the relayed traffic;
4)
for 5G ProSe remote UE using 5G ProSe layer-3 UE-to-network relays, security policies for UE-to-network relay direct communication:

i)
the signalling integrity protection policy;

ii)
the signalling ciphering policy;

iii)
the user plane integrity protection policy; and

iv)
the user plane ciphering policy; 

g)
the radio parameters of the 5G ProSe Relay Discovery applicable per geographical area with an indication of whether these radio parameters are "operator managed" or "non-operator managed" when the UE is not served by NG-RAN;

h)
the radio parameters of the 5G ProSe direct communication applicable per geographical area with an indication of whether these radio parameters are "operator managed" or "non-operator managed" when the UE is not served by NG-RAN;
NOTE 3:
Whether a frequency band is "operator managed" or "non-operator managed" in a given Geographical Area is defined by local regulations.

i)
the N3IWF selection information for 5G ProSe layer-3 remote UE:

1)
N3IWF identifier configuration (either FQDN or IP address); and

2)
5G ProSe layer-3 UE-to-network relays, access node selection information consists of a prioritized list of PLMNs for N3IWF selection and an indication that the selection of an N3IWF in a PLMN should be based on Tracking Area Identity FQDN or on Operator Identifier FQDN; and

j)
optionally, the PKMF address.
* * * End of Changes * * * *
