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1. Reason for Change
The 5G ProSe security aspects has been specified in TS 33.503, which reuses lot of security aspects of LTE ProSe (TS 33.303) and V2X over NR (TS 33.536). Hence it is required to refer to TS 33.503 in the Overview clause in TS 24.554 in order to guide the reader where to find the 5G ProSe security aspects, otherwise the reader may wrongly assume that Integrity protection and/or Ciphering are not applied to the 5G ProSe messages.
Moreover, in multiple places in TS 24.554, the spec TS 33.303 is referenced, however this spec was not added in the "References" clauses. This needs to be corrected.

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 V1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

4.1
Overview

5G Proximity-based Services (ProSe) are services that can be provided by the 3GPP system based on UEs being in proximity to each other. In this release of the document, the 3GPP system enablers for 5G ProSe include the following functions:

a)
5G ProSe direct discovery;

b)
5G ProSe direct communication; and

c)
5G ProSe UE-to-network relay.

The above functions are applicable for both public safety UE and commercial UEs.
The security aspects for 5G ProSe features are specified in 3GPP TS 33.503 [34] which reuses security aspects from 3GPP TS 33.303 [TBD] and 3GPP TS 33.536 [TBD2].
* * * Next Change * * * *

6.2.10.2
Match report procedure initiation

The UE shall meet the following pre-conditions before initiating this procedure:

a)
a request from upper layers to discover the target RPAUID with restricted discovery model B, which resulted in the matched ProSe response code, is still in place;

b)
the lower layers have provided UTC time information, along with the discovery message containing the ProSe response code; and

c)
the TTL timer T5070 associated with the Discovery Response Filter, whose use resulted in a match event of the ProSe response code, has not expired. 

If the UE is authorized to perform restricted ProSe direct discovery model B discoverer operation in the monitored PLMN, it should initiate a match report procedure:

a)
when there is a match event when applying one of the Discovery Response Filter(s) to one of the ProSe response codes received from the lower layers, and the UE does not have a corresponding RPAUID already locally stored;

b)
when the UE has a locally stored mapping for the ProSe response code that resulted in a match event, but the validity timer T5076 of the ProSe response code has expired;

c)
when the UE has a locally stored mapping for the ProSe response code that resulted in a match event, but the match report refresh timer T5077 of the ProSe response code has expired;

d)
when the UE desires to obtain the metadata associated with the discovered ProSe response code; or

e)
when the UE has a locally stored mapping for the ProSe response code that resulted in a match event, but the UE does not have a running match report refresh timer T5077 for this ProSe response code and the UE is directed by the 5G DDNMF to perform the required MIC check via the match report procedure.

NOTE 1:
The 5G DDNMF directs the UE to use the match report procedure to perform the MIC check by including the MIC Check Indicator parameter in the DISCOVERY_RESPONSE message. 

The UE initiates the match report procedure by sending a MATCH_REPORT message with a new transaction ID and shall set the message contents as follows:

a)
the RPAUID set to the UE's RPAUID which has requested the corresponding restricted discovery model B discoverer operation that resulted this match event; 

b)
the ProSe response code set to the ProSe response code for which there was a match event;

c)
the UE identity set to the UE's SUPI;

d)
the discovery type set to "Restricted discovery";

e)
the application identity set to the application identity of the upper layer application that triggered the restricted direct discovery Model B discoverer operation;

f)
optionally, the UTC-based counter set as follows if the MIC is checked via the match report procedure:
1)
the UE shall generate two UTC-based counters with:

i)
the first counter composed of:

A)
the 27 most significant bits of the UTC-based counter set to the 27 most significant bits of the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe response code for which there was a match event encoded as specified in clause 11.2.2.18;

B)
the 24th most significant bit of the UTC-based counter set to '0'; and

C)
the 8 least significant bits of the UTC-based counter shall be set to the 8 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe response code for which there was a match event, as specified in 3GPP TS 33.303 [TBD]; and

ii)
the second counter composed of:

A)
the 23 most significant bits of the UTC-based counter set to the 23 most significant bits of  the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe response code for which there was a match event encoded as specified in clause 11.2.2.18;

B)
the 24th most significant bit of the UTC-based counter set to '1'; and

C)
the 8 least significant bits of the UTC-based counter set to the 8 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe response code for which there was a match event, as specified in 3GPP TS 33.yyy [r33yyy]; and

Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.

2)
then the UE shall select, among the two counters described above, the counter that is nearest to the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe response code for which there was a match event encoded as specified in clause 11.2.2.18, and set the UTC-based counter in the MATCH_REPORT message to that counter;

g)
optionally, the message type set to the value of message type field of the PROSE PC5 DISCOVERY message that contained the ProSe response code for which there was a match event, if the MIC is checked via the match report procedure;

h)
optionally, the MIC to the MIC of the PROSE PC5 DISCOVERY message that contained the ProSe response code for which there was a match event if the MIC is checked via the match report procedure; and

i)
the metadata flag set to indicate whether or not the UE wishes to receive the latest metadata information associated with the RPAUID in the MATCH_REPORT_ACK message from the 5G DDNMF.

NOTE 2:
A UE can include one or multiple transactions in one MATCH_REPORT message for different ProSe response codes, and receive corresponding <restricted-match-ack> element or <match-reject> element in the MATCH_REPORT_ACK message for each respective transaction. In the following description of match report procedure, only one transaction is included.

Figure 6.2.10.2.1 illustrates the interaction between the UE and the 5G DDNMF in the match report procedure.
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Figure 6.2.10.2.1: Match report procedure for restricted discovery model B

* * * End of Changes * * * *
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