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1. Reason for Change
The 5G ProSe security aspects has been specified in TS 33.503. Multiple corrections/modifications are needed for Security parameters that are defined in TS 24.554 and related to Restricted 5G ProSe Direct Discovery (Model A and Model B) to match the security aspects defined in TS 33.503. The following corrections/modifications are done within this pCR:
1- The MIC is added in the "PROSE PC5 DISCOVERY message for UE-to-network relay discovery solicitation" as it was missing. This is confirmed by security spec TS 33.503 where the 5G ProSe discovery solicitation message (i.e. in Model B) can include a MIC and the receiving UE needs to check the MIC by itself if allowed by 5G DDNMF i.e. without reporting the MIC to the 5G DDNMF. See the following from TS 33.503:
The major differences are that restricted discovery requires confidentiality protection of the discovery messages (e.g. to ensure a UE is not discovered by unauthorized parties or tracked due to constantly sending the same ProSe Restricted/Response Code in the clear) and that the MIC checking may be performed by the receiving UE (if allowed by the 5G DDNMF).
……
NOTE 3:
Match Reports are not used for the MIC checking of ProSe Query Codes.
2- The "UTC-based counter LSB" in the "PPROSE PC5 DISCOVERY message for UE-to-network relay discovery response" is moved to be after the MIC, similar to the other Discovery messages, to keep the consistency.

3- The PC5 security policies can be indicated from the 5G DDNMF to the UE during the Discovery Response message over PC3a, as specified in TS 33.503 as following:
-
During the discovery request procedure, 5G DDNMF may optionally provide the PC5 security policies to the UEs.
And this needs to be implemented in the related Discovery messages in TS 24.554, where the XML schema and the semantics of the DISCOVERY_RESPONSE are updated to cover this requirement.
4- Updating the text of the Discovery procedures to include the optional sending of the PC5 security policies parameter.

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 V1.0.0.
* * * First Change * * * *

6.2.3.3
Announce request procedure accepted by the 5G DDNMF
Upon receiving a DISCOVERY_REQUEST message with the command set to "announce" and the discovery type set to "Restricted discovery", if the requested timer is included in the DISCOVERY_REQUEST message and the requested timer is set to 0, the 5G DDNMF shall check whether there is an existing UE context containing the discovery entry identified by the discovery entry ID included in the DISCOVERY_REQUEST message. If the discovery entry exists in the UE context, the 5G DDNMF shall inform the 5G DDNMF in the announcing PLMN to remove the corresponding discovery entry as specified in 3GPP TS 29.555 [9] when the announcing PLMN is not the same as that of the PLMN to which the 5G DDNMF belongs and remove the discovery entry identified by the discovery entry ID from the UE's context. Then the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <restricted-announce-response> element with: 
a)
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message; and
b)
the discovery entry ID set to the identifier associated with the corresponding discovery entry.

Upon receiving a DISCOVERY_REQUEST message with the command set to "announce" and the discovery type set to "Restricted discovery", if the requested timer is not included in the DISCOVERY_REQUEST message or the requested timer included in the DISCOVERY_REQUEST message is not set to 0, the 5G DDNMF shall perform the following procedure.

The 5G DDNMF shall check that the application corresponding to the application identity contained in the DISCOVERY_REQUEST message is authorized for restricted ProSe direct discovery model A announcing. If the application is authorized for restricted ProSe direct discovery model A announcing, the 5G DDNMF shall check whether there is an existing context for the UE.

If there is no associated UE context, the 5G DDNMF checks with the UDM whether the UE is authorized for restricted ProSe direct discovery model A announcing as described in 3GPP TS 29.503 [10]. If the check indicates that the UE is authorized, the 5G DDNMF creates a UE context that contains the UE's subscription parameters obtained from the UDM. The UDM also provides to the 5G DDNMF the PLMN ID of the PLMN in which the UE is currently registered. If the UE context exists, the 5G DDNMF shall then check whether the UE is authorized for restricted ProSe direct discovery model A announcing in the currently registered PLMN or in the local PLMN identified by the Announcing PLMN ID included in the DISCOVERY_REQUEST message.

If the UE is authorized and the discovery entry ID included in the DISCOVERY_REQUEST message is set to 0 then:

a)
the 5G DDNMF shall check whether the UE is authorized to announce the RPAUID contained in the DISCOVERY_REQUEST message. Optionally this can include checking with the ProSe application server as described in 3GPP TS 29.557 [19] to obtain the binding between the RPAUID and PDUID, and then verifying that the PDUID belongs to the requesting UE; 

b)
if the UE is authorized to announce the RPAUID, the ACE enabled indicator is set to "application-controlled extension enabled", the application level container is included in the DISCOVERY_REQUEST message and the requested application uses application-controlled extension, the 5G DDNMF shall check whether the UE is authorized to use ACE. If the UE is authorized for ACE, the 5G DDNMF shall invoke the procedure described in 3GPP TS 29.557 [19] to check whether the UE is authorized to announce the requested RPAUID with application-defined suffix(es), and obtain suffix-related information from the ProSe application server. The 5G DDNMF shall then allocate a ProSe restricted code prefix and a value for validity timer T5062 to be used with the ProSe restricted code suffix(es) obtained from the ProSe application server for the given RPAUID as specified in 3GPP TS 29.557 [19]. The 5G DDNMF may take into account the requested timer if contained in the DISCOVERY_REQUEST message when allocating validity timer T5062;

c)
if the UE is authorized to announce the RPAUID, the ACE enabled indicator is set to "normal" in the DISCOVERY_REQUEST message and the requested application does not use application-controlled extension, the 5G DDNMF shall allocate the corresponding ProSe restricted code and a value for validity timer T5062. The 5G DDNMF may take into account the requested timer if contained in the DISCOVERY_REQUEST message when allocating validity timer T5062;
d)
if the UE is authorized to announce the RPAUID, the ACE enabled indicator is set to "normal" in the DISCOVERY_REQUEST message, the application level container is included in the DISCOVERY_REQUEST and the requested application only uses application-controlled extension, the 5G DDNMF shall check whether the UE is authorized to use ACE. If the UE is authorized for ACE, the 5G DDNMF shall invoke the procedure described in 3GPP TS 29.557 [19] to check whether the UE is authorized to announce the requested RPAUID with application-defined suffix(es), and obtain suffix-related information from the ProSe application server. The 5G DDNMF shall then allocate a ProSe restricted code prefix and a value for validity timer T5062 to be used with the ProSe restricted code suffix(es) obtained from the ProSe application server for the given RPAUID as specified in 3GPP TS 29.557 [19] The 5G DDNMF may consider the requested timer if contained in the DISCOVERY_REQUEST message when allocating validity timer T5062;

e)
if the UE is authorized to announce the RPAUID, the ACE enabled indicator is set to "application-controlled-extension enabled" and the application level container is included in the DISCOVERY_REQUEST message but the requested application does not use application-controlled extension, the 5G DDNMF shall allocate the corresponding ProSe restricted code and a value for validity timer T5062. The 5G DDNMF may consider the requested timer if contained in the DISCOVERY_REQUEST message when allocating validity timer T5062; and

f)
the 5G DDNMF associates the allocated ProSe restricted code or ProSe restricted code prefix with a new discovery entry in the UE's context, and starts timer T5063. The UDM also provides to the 5G DDNMF the PLMN ID of the PLMN in which the UE is currently registered. For a given ProSe restricted code, timer T5063 shall be longer than timer T5062. By default, the value of timer T5063 is 4 minutes greater than the value of timer T5062.

If the discovery entry ID included in the DISCOVERY_REQUEST message is not set to 0 and if there is an existing discovery entry for this discovery entry ID value in the UE's context, the 5G DDNMF shall either update the discovery entry with a new validity timer T5062, or allocate a new ProSe restricted code or ProSe restricted code prefix for the requested RPAUID with a new validity timer T5062, restart timer T5063, and clear any existing on demand announcing enabled indicator. The 5G DDNMF may consider the requested timer if contained in the DISCOVERY_REQUEST message when allocating validity timer T5062.

If the discovery entry ID contained in the DISCOVERY_REQUEST message is not found in the UE context or there is no UE context in the 5G DDNMF, the 5G DDNMF shall behave as if the discovery entry ID included in the DISCOVERY_REQUEST message was set to 0, and the 5G DDNMF shall allocate a new non-zero discovery entry ID for this entry.

If the announcing type is set to "on demand" in the DISCOVERY_REQUEST message, the 5G DDNMF shall check if "on demand" announcing is authorized and enabled based on the application identity and the operator's policy. If "on demand" announcing is authorized and enabled, and there is no ongoing monitoring request for this RPAUID, then the 5G DDNMF shall set the on demand announcing enabled indicator to 1 for the corresponding discovery entry in the UE's context.

If a new UE context was created or an existing UE context was updated, and the UE is currently roaming or the announcing PLMN ID is included in the DISCOVERY_REQUEST message, and the on demand announcing enabled indicator is not set to 1 for this discovery entry in the UE's context, the 5G DDNMF checks with the 5G DDNMF of the VPLMN or the local PLMN represented by the Announcing PLMN ID whether the UE is authorized for restricted ProSe direct discovery model A announcing as described in 3GPP TS 29.555 [9].

The 5G DDNMF shall then send a DISCOVERY_RESPONSE message containing a <restricted-announce-response> element with:

a)
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message from the UE;

b)
if the on demand announcing enabled indicator is not set to 1 in the UE's context for this discovery entry, either the ProSe restricted code set to the ProSe restricted code or the ProSe restricted code prefix allocated by the 5G DDNMF, and optionally one or more ProSe restricted code suffix Ranges which contain the suffix(es) for the RPAUID received in the DISCOVERY_REQUEST message;

c)
a validity timer T5062 set to the T5062 timer value assigned by the 5G DDNMF to the ProSe restricted code;

d)
 the ACE enabled indicator set to "application-controlled extension enabled" if application-controlled extension is used, or "normal" if application-controlled extension is not used;

e)
the restricted security set to a value containing the security-related information for restricted discovery provided by the 5G DDNMF;

f)
the on demand announcing enabled indicator indicating whether the on demand announcing is enabled or not for this discovery entry if the Announcing Type is set to "on demand" in the DISCOVERY_REQUEST message;
g)
the discovery entry ID set to the ID of the discovery entry associated with this announce request in the UE's context; and
h)
optionally, the PC5 security policies parameter set to the supported PC5 signalling security policies and the supported PC5 user plane security policies.
If timer T5063 expires, the 5G DDNMF shall remove the discovery entry associated with the corresponding RPAUID from the UE's context.

* * * Next Change * * * *

6.2.5.3
Monitor request procedure accepted by the 5G DDNMF
Upon receiving a DISCOVERY_REQUEST message with the command set to "monitor" and the discovery type set to "Restricted discovery", if the requested timer is included in the DISCOVERY_REQUEST message and the requested timer is set to 0, the 5G DDNMF shall check whether there is an existing UE context containing the discovery entry identified by the discovery entry ID included in the DISCOVERY_REQUEST message. If the discovery entry exists in the UE context, the 5G DDNMF shall remove the discovery entry identified by the discovery entry ID from the UE's context. For each of the PDUIDs corresponding to the target RPAUIDs contained the restricted discovery filters in the discovery entry, if the PDUID is PLMN-specific and that PLMN ID indicated by the PDUID is not the same as that of the PLMN to which the 5G DDNMF belongs, the 5G DDNMF shall inform the 5G DDNMF in the PLMN indicated by the PDUID to remove the corresponding discovery entry as specified in 3GPP TS 29.555 [9]. Then the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <restricted-monitor-response> element with: 
a)
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message; and
b)
the discovery entry ID set to the value of the discovery entry ID received in the DISCOVERY_REQUEST message.
Upon receiving a DISCOVERY_REQUEST message with the command set to "monitor" and the discovery type set to "Restricted discovery", if the requested timer is not included in the DISCOVERY_REQUEST message, the 5G DDNMF shall perform the following procedure.

The 5G DDNMF shall check that the application corresponding to the application identity contained in the DISCOVERY_REQUEST message is authorized for ProSe direct discovery model A monitoring. If the application is authorized for restricted ProSe direct discovery model A monitoring, the 5G DDNMF shall check whether there is an existing UE context.

If there is no associated UE context, the 5G DDNMF checks with the UDM whether the UE is authorized for restricted ProSe direct discovery model A monitoring as described in 3GPP TS 29.503 [10]. The UDM provides to the 5G DDNMF the PLMN ID of the PLMN in which the UE is currently registered. If the subscription check indicates that the UE is authorized, the 5G DDNMF creates a new UE context containing the UE's subscription parameters obtained from the UDM.

If the discovery entry ID included in the DISCOVERY_REQUEST is set to 0 then:

a)
the 5G DDNMF shall use the procedure described in 3GPP TS 29.557 [19] to pass the application level container included in the DISCOVERY_REQUEST message to the ProSe application server and obtain a list of PDUID(s) , an application level container and optionally Metadata Indicator(s) corresponding to the authorized target RPAUID(s) from the ProSe application server;

b)
if the ACE enabled indicator in the DISCOVERY_REQUEST message is set to "application-controlled extension enabled" and the requested application uses application-controlled extension, the 5G DDNMF shall check whether the UE is authorized to use ACE. If the UE is authorized for ACE, the 5G DDNMF shall also use the procedure described in 3GPP TS 29.557 [19] to obtain the mask(s) for monitoring a ProSe restricted suffix pool corresponding to each of the Target RPAUIDs. 

NOTE 1: The ProSe application server can reject the request for some of the target RPAUIDs included in the application level container in the DISCOVERY_REQUEST message because they are ineligible to be monitored by the requesting UE. Depending on the operator policy and application layer permissions, it is possible that only a subset of valid RPAUIDs are authorized by the ProSe application server.

c)
for each of the PDUIDs corresponding to an authorized target RPAUID, if the PLMN ID of the PDUID is not the same as that of the PLMN to which the 5G DDNMF belongs, then the 5G DDNMF executes the procedures defined in 3GPP TS 29.555 [9] to obtain the ProSe restricted code or ProSe restricted code prefix for the target RPAUID and creates restricted discovery filter(s). Otherwise, for each target RPAUID, the 5G DDNMF shall allocate one or more restricted discovery filter(s). If the ACE enabled indicator in the DISCOVERY_REQUEST message does not match the ACE configuration in the 5G DDNMF or ProSe application server for this application, the ACE configuration in the 5G DDNMF or ProSe application server shall be used to create Restricted discovery filter(s). Each Restricted discovery filter consists of a ProSe restricted code, one or more masks, a TTL timer T5066, optionally the target RPAUID, optionally a metadata indicator and optionally metadata associated with this RPAUID;

d)
the 5G DDNMF associates the restricted discovery filters with a new discovery entry in the UE's context; and

e)
the 5G DDNMF starts timer T5067 assigned for each Restricted discovery filter. For a given restricted discovery filter, timer T5067 shall be longer than timer T5066. By default, the value of timer T5067 is 4 minutes greater than the value of timer T5066.

NOTE 2: For each target RPAUID, the 5G DDNMF either allocates one restricted discovery filter for full-matching the ProSe restricted code assigned to this RPAUID, or allocates one or more restricted discovery filter(s) for matching the ProSe restricted code prefix and suffix pool assigned to this RPAUID.  

If the discovery entry ID included in the DISCOVERY_REQUEST message is not set to 0 and if there is an existing discovery entry for this discovery entry ID in the UE's context, the 5G DDNMF shall check whether the UE is authorized for restricted ProSe direct discovery model A monitoring. If the UE is authorized, the 5G DDNMF shall process the request as above-mentioned and update this discovery entry with the contents of the restricted discovery filter(s) associated with this discovery entry and restart timer T5067(s) for each filter. The update of a restricted discovery filter content includes setting new TTL timer(s) and if necessary, obtaining new ProSe restricted code and ProSe restricted mask(s) via the procedure defined in 3GPP TS 29.555 [9].

If the discovery entry ID contained in the DISCOVERY_REQUEST message is not found in the UE context or there is no UE context in the 5G DDNMF, the 5G DDNMF shall behave as if the discovery entry ID included in the DISCOVERY_REQUEST message was set to 0, and the 5G DDNMF shall allocate a new non-zero discovery entry ID for this entry.

Then the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <restricted-monitor-response> element with:

a)
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message from the UE;

b)
one or more Restricted discovery filter(s) allocated by the 5G DDNMF(s) for the authorized target RPAUID(s); 

c)
the ACE enabled indicator set to "application-controlled extension enabled" if application-controlled extension is used, or "normal" if application-controlled extension is not used;

d)
the discovery entry ID set to the ID of the discovery entry associated with this monitor request;
e)
the application level container set to the application-level data received from the ProSe application server; and
f)
optionally, the PC5 security policies parameter set to the supported PC5 signalling security policies and the supported PC5 user plane security policies.
If T5067 expires, the 5G DDNMF shall remove the corresponding restricted discovery filter from the discovery entry in the UE's context. Furthermore, if there are no valid restricted discovery filters associated with the discovery entry (e.g, all restricted discovery filters have expired), the 5G DDNMF shall delete the discovery entry from the UE's context.

* * * Next Change * * * *

6.2.6.3
Discoveree request procedure accepted by the 5G DDNMF

Upon receiving a DISCOVERY_REQUEST message, the 5G DDNMF shall check that the application corresponding to the application identity contained in the DISCOVERY_REQUEST message is authorised for restricted ProSe direct discovery model B discoveree operation. If the application is authorised for restricted ProSe direct discovery model B discoveree operation, the 5G DDNMF shall check whether there is an existing context for the UE.

If there is no associated UE context, the 5G DDNMF checks with the UDM whether the UE is authorised for restricted ProSe direct discovery model B discoveree operation as described in 3GPP TS 29.503 [10]. If the check indicates that the UE is authorised, the 5G DDNMF creates a UE context that contains the UE's subscription parameters obtained from the UDM. The UDM also provides to the 5G DDNMF the PLMN ID of the PLMN in which the UE is currently registered.

If the UE context exists, the 5G DDNMF shall check whether the UE is authorized for restricted ProSe direct discovery model B discoveree operation in the currently registered PLMN or the local PLMN identified by the Announcing PLMN ID included in the DISCOVERY_REQUEST message. 

If the UE is authorized and the discovery entry ID included in the DISCOVERY_REQUEST message is set to 0 then:

a)
the 5G DDNMF shall check whether the UE is authorised to announce the RPAUID contained in the DISCOVERY_REQUEST message. Optionally this can include checking with the ProSe application server as described in 3GPP TS 29.557 [19] to obtain the binding between the RPAUID and PDUID, and then verifying that the PDUID belongs to the requesting UE;

b)
if the UE is authorised to announce the RPAUID, the 5G DDNMF shall allocate the corresponding ProSe response code and ProSe query code for the RPAUID. It shall also allocate discovery query filter(s) based on the allocated ProSe query code. Then it shall assign a value for validity timer T5068, which is associated with the ProSe response code, PorSe query code and discovery query filter(s); and 

c)
the 5G DDNMF associates the allocated ProSe response code, ProSe query code, and discovery query filter with a new discovery entry ID in the UE context, and starts timer T5069. For a given ProSe response code, timer T5069 shall be longer than timer T5068. By default, the value of timer T5069 is 4 minutes greater than the value of timer T5068.

If the discovery entry ID included in the DISCOVERY_REQUEST message is not set to 0 and if there is an existing discovery entry for this discovery entry ID value in the UE context, the 5G DDNMF shall either update the discovery entry with a new validity timer T5068, or allocate a new ProSe response code, ProSe query code and the discovery query filter(s) for the requested RPAUID with a new validity timer T5068, restart timer T5069.

If the discovery entry ID contained in the DISCOVERY_REQUEST message is not found in the UE context or there is no UE context in the 5G DDNMF, the 5G DDNMF shall behave as if the discovery entry ID included in the DISCOVERY_REQUEST message was set to 0, and the 5G DDNMF shall allocate a new non-zero discovery entry ID for this entry.

If a new UE context was created or an existing UE context was updated, and the UE is currently roaming or the Announcing PLMN ID is included in the DISCOVERY_REQUEST message, the 5G DDNMF checks with the 5G DDNMF of the VPLMN or the local PLMN identified by the Announcing PLMN ID whether the UE is authorised for restricted ProSe direct discovery model B discoveree operation as described in 3GPP TS 29.555 [9].

The 5G DDNMF shall then send a DISCOVERY_RESPONSE message containing a <restricted-discoveree-response> element with:

a)
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message from the UE;

b)
the ProSe response code set to the ProSe response code allocated for the RPAUID received in the DISCOVERY_REQUEST message;

c)
one or more ProSe query filters set to the ProSe query filter(s) used to match a query for the RPAUID received in the DISCOVERY_REQUEST message;

d)
a validity timer T5068 set to the T5068 timer value assigned by the 5G DDNMF to the ProSe response code and the discovery query filter(s);

e)
the restricted security set to a value containing the security-related information for restricted discovery provided by the 5G DDNMF;
f)
the discovery entry ID set to the ID of the discovery entry associated with this discoveree request in the UE context; and
g)
optionally, the PC5 security policies parameter set to the supported PC5 signalling security policies and the supported PC5 user plane security policies.
If timer T5069 expires, the 5G DDNMF shall remove the discovery entry associated with the corresponding RPAUID from the UE's context.

* * * Next Change * * * *

6.2.7.3
Discoverer request procedure accepted by the 5G DDNMF

Upon receiving a DISCOVERY_REQUEST message, the 5G DDNMF shall check that the application corresponding to the application identity contained in the DISCOVERY_REQUEST message is authorised for restricted ProSe direct discovery model B discoverer operation. If the application is authorised for restricted ProSe direct discovery model B discoverer operation, the 5G DDNMF shall check whether there is an existing context for the UE.

If there is no associated UE context, the 5G DDNMF checks with the UDM whether the UE is authorised for restricted ProSe direct discovery model B discoverer operation as described in 3GPP TS 29.503 [10]. If the check indicates that the UE is authorised, the 5G DDNMF creates a UE context that contains the UE's subscription parameters obtained from the UDM. The UDM also provides to the 5G DDNMF the PLMN ID of the PLMN in which the UE is currently registered.

If the UE context exists, the 5G DDNMF shall check whether the UE is authorized for restricted ProSe direct discovery model B discoveree operation in the currently registered PLMN or the local PLMN identified by the Announcing PLMN ID included in the DISCOVERY_REQUEST message.

If the UE is authorized and the discovery entry ID included in the DISCOVERY_REQUEST message is set to 0 then:

a)
the 5G DDNMF uses the procedure described in 3GPP TS 29.557 [19] to pass the application level container included in the DISCOVERY_REQUEST message to the ProSe application server and obtain a list of PDUID(s) corresponding to the authorised target RPAUID(s) from the ProSe application server;

b)
for each of the PDUIDs corresponding to an authorised target RPAUID:

1)
if the PLMN ID of the PDUID is not the same as that of the PLMN to which the 5G DDNMF belongs, then the 5G DDNMF executes the procedures defined in 3GPP TS 29.555 [9] to obtain the ProSe query code, the ProSe response code, the associated validity timer T5070, and optionally metadata associated with this target RPAUID. Otherwise, the 5G DDNMF shall locate the discoveree UE context and retrieve the corresponding ProSe query code and ProSe response code and the validity timer T5070, and optionally metadata associated with this RPAUID. Then, the 5G DDNMF in the HPLMN builds one or more Discovery Response Filter(s) based on the respective ProSe response code, and associate the Discovery Response Filter(s) and ProSe query code with a new validity timer T5071 based on the remaining value of T5071.

NOTE 1:
If the 5G DDNMF cannot retrieve the corresponding discoveree UE context for a target RPAUID, e.g. the target RPAUID has not yet been requested to be discovered by Model B in a discoveree request procedure, or the discoveree UE context expires, the 5G DDNMF can skip the processing of this target RPAUID.  

NOTE 2:

The 5G DDNMF can choose the value of T5070 to be longer than the remaining value of T5069, so that the discoverer UE sends a new discoverer request for renewing the query-related information no earlier than the discoveree UE renewing its own ProSe response code with the 5G DDNMF.
2)
the 5G DDNMF associates the ProSe query code and corresponding Discovery Response Filter(s), target RPAUID, and optionally metadata associated with the target RPAUID with a new discovery entry in the discoverer UE's context; and

c)
the 5G DDNMF starts timer T5071 assigned for each ProSe query code and Discovery Response Filter(s) (of each target RPAUID) under this discovery entry of the discoverer UE context. For a given ProSe query code and the corresponding Discovery Response Filter(s), timer T5071 shall be longer than timer T5070. By default, the value of timer T5071 is 4 minutes greater than the value of timer T5070.

If the discovery entry ID included in the DISCOVERY_REQUEST message is not set to 0 and if there is an existing discovery entry for this discovery entry ID value in the UE's context, the 5G DDNMF shall still process the above steps, but update the discovery entry instead of creating a new discovery entry. 

If the discovery entry ID contained in the DISCOVERY_REQUEST message is not found in the UE context or there is no UE context in the 5G DDNMF, the 5G DDNMF shall behave as if the discovery entry ID included in the DISCOVERY_REQUEST message was set to 0, and the 5G DDNMF shall allocate a new non-zero discovery entry ID for this entry.

If a new UE context was created or an existing UE context was updated, the UE is currently roaming or the Announcing PLMN ID is included in the DISCOVERY_REQUEST message, the 5G DDNMF checks with the 5G DDNMF of the VPLMN or the local PLMN indicated by the Announcing PLMN ID whether the UE is authorised for restricted ProSe direct discovery model B discoverer operation as described in 3GPP TS 29.555 [9].

The 5G DDNMF shall then send a DISCOVERY_RESPONSE message containing a <restricted-discoverer-response> element with:

a)
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message from the UE;

b)
one or more Subquery Result information elements, each of which includes:

1)
a target RPAUID;

2)
the ProSe query code set to the ProSe query code for the target RPAUID;

3)
one or more the Discovery Response Filters IE which are set to include the Discovery Response Filter(s) used to match a potential ProSe response code responding to the ProSe query code.;

4)
a validity timer T5070 set to the T5070 timer value assigned by the 5G DDNMF to the ProSe query code and the Discovery Response Filter(s);
5)
optionally, the metadata associated with the target RPAUID; and
6)
the restricted security IE containing the security key(s) needed to be used with Discovery Response Filter(s) for restricted discovery monitoring;

c)
the discovery entry ID set to the ID of the discovery entry associated with this announce request in the UE context; and
d)
optionally, the PC5 security policies parameter set to the supported PC5 signalling security policies and the supported PC5 user plane security policies.
If T5071 expires, the 5G DDNMF shall remove the corresponding ProSe query code and ProSe Response Filter(s) from the discovery entry associated with the discoverer UE's context.

* * * Next Change * * * *

10.2.1
Message definition

This message is sent by the UE over the PC5 interface for open 5G ProSe direct discovery and restricted 5G ProSe direct discovery. See table 10.2.1.1, table 10.2.1.2, table 10.2.1.3, table 10.2.1.4, table 10.2.1.5, table 10.2.1.6, table 10.2.1.7, table 10.2.1.8, table 10.2.1.9, table 10.2.1.10 and table 10.2.1.11.

Message type:
PROSE PC5 DISCOVERY
Significance:
dual

Direction:

UE to peer UE
Editor's note:
The IEs related to security are FFS and depend on SA3 requirements.

Editor's note:
The condition of the optional IEs is FFS.

Table 10.2.1.1: PROSE PC5 DISCOVERY message content for open 5G ProSe direct discovery announcement

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe application code
	ProSe application code

11.2.2
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Open discovery" and the content type is set to "Announcement".


Table 10.2.1.2: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery announcement

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe restricted code
	ProSe restricted code

11.2.3
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Restricted discovery" and the content type is set to "Announcement".


Table 10.2.1.3: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery solicitation

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe query code
	ProSe restricted code
11.2.3
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Restricted discovery" and the content type is set to "Solicitation".


Table 10.2.1.4: PROSE PC5 DISCOVERY message content for restricted 5G ProSe direct discovery response

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	ProSe response code
	ProSe restricted code
11.2.3
	M
	V
	23

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	xx
	Metadata
	Metadata

11.2.x
	O
	TLV
	x

	NOTE:
The discovery type is set to "Restricted discovery" and the content type is set to "response".


Table 10.2.1.5: PROSE PC5 DISCOVERY message for group member discovery announcement

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID

11.2.6
	M
	LV
	2-257

	
	Announcer info
	User info ID

11.2.7
	M
	V
	6

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	NOTE:
The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery announcement/group member discovery response" and the discovery model is set to "Model A".


Table 10.2.1.6: PROSE PC5 DISCOVERY message for group member discovery solicitation

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID

11.2.6
	M
	LV
	2-257

	
	Discoverer info
	User info ID

11.2.7
	M
	V
	6

	
	GMDS composition
	GMDS composition

11.2.8
	M
	V
	1

	
	Target user info
	Target user info

11.2.9
	C

(NOTE 2)
	V
	6

	
	Target group info
	Target group info

11.2.10
	C

(NOTE 2)
	V
	3

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	NOTE 1:
The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery solicitation" and the discovery model is set to "Model B".

NOTE 2:
Presence of the target user info and of target group info is indicated by the GMDS composition.


Table 10.2.1.7: PROSE PC5 DISCOVERY message for group member discovery response

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Application layer group ID
	Application layer group ID

11.2.6
	M
	LV
	2-257

	
	Discoveree info
	User info ID

11.2.7
	M
	V
	6

	
	MIC
	MIC

11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	Binary

11.2.5
	M
	V
	1

	NOTE:
The discovery type is set to "Restricted discovery", the content type is set to "Group member discovery announcement/group member discovery response" and the discovery model is set to "Model B".


Table 10.2.1.8: PROSE PC5 DISCOVERY message for UE-to-network relay discovery announcement
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type
11.2.1
	M
	V
	1

	
	Announcer info
	User info ID

11.2.7
	M
	V
	6

	
	Relay service code (NOTE 2)
	Relay service code
11.2.11
	M
	V
	3

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	
	Status indicator
	Status indicator
11.2.12
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	yy
	NCGI
	NCGI

11.2.15
	O
	TV
	9

	NOTE 1:
The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery announcement/UE-to-network relay discovery response" and the discovery model is set to "Model A".
NOTE 2:
If the announcing UE works as a 5G ProSe Layer-3 UE-to-network relay UE, the S-NSSAI associated with the relay service code belongs to the allowed NSSAI of the UE.


Table 10.2.1.9: PROSE PC5 DISCOVERY message for UE-to-network relay discovery solicitation
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Discoverer info
	User info ID
11.2.7
	M
	V
	6

	
	Relay service code
	Relay service code
11.2.11
	M
	V
	3

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	NOTE: 
The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery solicitation" and the discovery model is set to "Model B".


Table 10.2.1.10: PROSE PC5 DISCOVERY message for UE-to-network relay discovery response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE 1)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Discoveree info
	User info ID
11.2.7
	M
	V
	6

	
	Relay service code (NOTE 2)
	Relay service code
11.2.11
	M
	V
	3

	
	
	

	
	
	

	
	Status indicator
	Status indicator
11.2.12
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	yy
	NCGI
	NCGI

11.2.15
	O
	TV
	9

	NOTE 1:
The discovery type is set to "Restricted discovery", the content type is set to "UE-to-network relay discovery announcement/UE-to-network relay discovery response" and the discovery model is set to "Model B".
NOTE 2:
If the discoveree UE works as a 5G ProSe Layer-3 UE-to-network relay UE, the S-NSSAI associated with the relay service code belongs to the allowed NSSAI of the UE.


Table 10.2.1.11: PROSE PC5 DISCOVERY message for relay discovery additional information
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	ProSe direct discovery PC5 message type (NOTE)
	ProSe direct discovery PC5 message type

11.2.1
	M
	V
	1

	
	Relay service code
	Relay service code
11.2.11
	M
	V
	3

	
	Announcer info
	User info ID
11.2.7
	M
	V
	1

	
	MIC
	MIC
11.2.4
	M
	V
	4

	
	UTC-based counter LSB
	UTC-based counter LSB 
11.2.14
	M
	V
	1

	yy
	NCGI
	NCGI

11.2.15
	O
	TV
	9

	xx
	Relay TAI
	TAI
11.2.13
	O
	TV
	4

	NOTE:
The discovery type is set to "Restricted discovery", the content type is set to "Relay discovery additional information" and the discovery model is set to "Model A".


* * * Next Change * * * *

10.5.3
XML schema

Implementations in compliance with the present document shall implement the XML schema defined below for messages used in 5G ProSe direct discovery procedures over PC3a interface.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           xmlns="urn:3GPP:ns:5GProSe:Discovery:2021"

           elementFormDefault="qualified"

           targetNamespace="urn:3GPP:ns:5GProSe:Discovery:2021">

        <xs:annotation>

            <xs:documentation>

                Info for 5G ProSe Discovery Control Messages Syntax

            </xs:documentation>

        </xs:annotation>

  <!-- Complex types defined for parameters with complicated structure -->

  <xs:complexType name="AppID-info">

    <xs:sequence>

      <xs:element name="OS-ID">

        <xs:simpleType>

          <xs:restriction base="xs:hexBinary">

            <xs:length value="16"/>

          </xs:restriction>

        </xs:simpleType>

      </xs:element>

      <xs:element name="OS-App-ID" type="xs:string"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="PLMN-info">

    <xs:sequence>

      <xs:element name="mcc" type="xs:integer"/>

        <xs:element name="mnc" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="SUPI-info">

    <xs:sequence>

      <xs:element name="MCC" type="xs:integer"/>

      <xs:element name="MNC" type="xs:integer"/>

      <xs:element name="MSIN" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="DiscFilter-info">

    <xs:sequence>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary"/>

      <xs:element name="ProSe-Application-Mask" type="xs:hexBinary" maxOccurs="unbounded"/>

      <xs:element name="TTL-timer-T5064" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

<xs:complexType name="MatchingFilter-info">

    <xs:sequence>

      <xs:element name="Code" type="xs:hexBinary"/>

      <xs:element name="Mask" type="xs:hexBinary" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

<xs:complexType name="DUCK-info">

    <xs:sequence>

         <xs:element name="discovery-user-confidentiality-key" type="xs:hexBinary"/>

         <xs:element name="encrypted-bitmask" type="xs:hexBinary"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

</xs:complexType>

  <xs:complexType name="RestrictedDiscFilter-info">

<xs:sequence>

       <xs:element name="filter" type="MatchingFilter-info" maxOccurs="unbounded"/>


   <xs:element name="TTL-timer-T5066" type="xs:integer"/>

       <xs:element name="restricted-security" type="Restricted-Security-info" minOccurs="0" />


   <xs:element name="RPAUID" type="xs:string" minOccurs="0" />

       <xs:element name="DUSK" type="xs:hexBinary" minOccurs="0" />

       <xs:element name="DUIK" type="xs:hexBinary" minOccurs="0" />

       <xs:element name="MIC-check-indicator" type="xs:boolean" minOccurs="0" />

       <xs:element name="DUCK" type="DUCK-info" minOccurs="0" />

   <xs:element name="metadata-indicator" type="xs:integer" minOccurs="0"/>

   <xs:element name="metadata" type="xs:string" minOccurs="0"/>

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedCodeSuffixRange-info">

<xs:sequence>

       <xs:element name="beginning-suffix-code" type="xs:hexBinary" />

       <xs:element name="ending-suffix-code" type="xs:hexBinary" minOccurs="0"/>

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMonitoringUpdate-info">
    <xs:sequence>

      <xs:element name="updated-filter" type="RestrictedDiscFilter-info" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedAnnouncingUpdate-info">

    <xs:sequence>

      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary" />

      <xs:element name="validity-timer-T5062" type="xs:integer" />

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="MonitoringUpdate-info">
    <xs:sequence>

      <xs:element name="updated-filter" type="DiscFilter-info" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="AnnouncingUpdate-info">
    <xs:sequence>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary" />

      <xs:element name="validity-timer-T5060" type="xs:integer" />

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="Update-Option-info">
    <xs:choice>

      <xs:element name="update-info-restricted-announce" type="RestrictedAnnouncingUpdate-info" />

      <xs:element name="update-info-restricted-monitor" type="RestrictedMonitoringUpdate-info" />
      <xs:element name="update-info-open-annnounce" type="AnnouncingUpdate-info" />
      <xs:element name="update-info-open-monitor" type="MonitoringUpdate-info"/>
      <xs:element name="anyExt" type="anyExtType" />
      <xs:any namespace="##other" processContents="lax"/>
    </xs:choice>

  </xs:complexType>

  <xs:complexType name="Restricted-Code-Option-info">

    <xs:choice>

      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary" />

      <xs:element name="ProSe-Response-Code" type="xs:hexBinary" />
      <xs:element name="anyExt" type="anyExtType" />
      <xs:any namespace="##other" processContents="lax"/>
    </xs:choice>

  </xs:complexType>

  <xs:complexType name="Subquery-info">

    <xs:sequence>


  <xs:element name="ProSe-Rquery-Code" type="xs:hexBinary" />

      <xs:element name="response-filter" type="MatchingFilter-info" maxOccurs="unbounded"/>

      <xs:element name="validity-timer-T5070" type="xs:integer"/>

      <xs:element name="restricted-security" type="Restricted-Security-info" minOccurs="0" />

      <xs:element name="RPAUID" type="xs:string" minOccurs="0" />


  <xs:element name="metadata" type="xs:string" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="Restricted-Security-info">

    <xs:sequence>

      <xs:element name="DUSK" type="xs:hexBinary" minOccurs="0" />

      <xs:element name="DUIK" type="xs:hexBinary" minOccurs="0" />

      <xs:element name="DUCK" type="DUCK-info" minOccurs="0" />

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="ApplicationCodeSuffixRange-info">

<xs:sequence>

       <xs:element name="beginning-suffix-code" type="xs:hexBinary" />

       <xs:element name="ending-suffix-code" type="xs:hexBinary" minOccurs="0"/>

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="ProSeApplicationCodeACE-info">

<xs:sequence>

       <xs:element name=" ProSe-Application-Code-Prefix" type="xs:hexBinary" />

       <xs:element name=" ProSe-Application-Code-Suffix-Range" type="ApplicationCodeSuffixRange-info" maxOccurs="unbounded" />

       <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="PC5-Security-Policies-info">

    <xs:sequence>

      <xs:element name="signalling-integrity-protection-policy" type="xs:integer"/>

      <xs:element name="signalling-ciphering-policy" type="xs:integer"/>
      <xs:element name="user-plane-integrity-protection-policy" type="xs:integer"/>

      <xs:element name="user-plane-ciphering-policy" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!-- Complex types defined for transaction-level -->

  <xs:complexType name="AnnounceRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="ProSe-Application-Code-ACE" type="ProSeApplicationCodeACE-info" minOccurs="0"/>

      <xs:element name="validity-timer-T5060" type="xs:integer" minOccurs="0" />

      <xs:element name="discovery-key" type="xs:hexBinary" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer" minOccurs="0" />

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>


  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MonitorRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="discovery-filter" type="DiscFilter-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="discovery-entry-ID" type="xs:integer" minOccurs="0" />

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="DiscReq-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="command" type="xs:integer"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="ProSe-Application-ID" type="xs:string"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="discovery-entry-ID" type="xs:integer" minOccurs="0" />

      <xs:element name="Requested-Timer" type="xs:integer" minOccurs="0" />
      <xs:element name="metadata" type="xs:string" minOccurs="0"/>
      <xs:element name="Announcing-PLMN-ID" type="PLMN-info" minOccurs="0" />

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedDiscReq-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="command" type="xs:integer"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="RPAUID" type="xs:string"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="discovery-type" type="xs:integer"/>

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0"/>

      <xs:element name="announcing-type" type="xs:integer" minOccurs="0"/>

      <xs:element name="application-level-container" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="discovery-model" type="xs:integer" minOccurs="0"/>

      <xs:element name="Announcing-PLMN-ID" type="PLMN-info" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="Requested-Timer" type="xs:integer" minOccurs="0" />
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedAnnounceRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="ProSe-Restricted-Code-Suffix-Range" type="RestrictedCodeSuffixRange-info" minOccurs="0"/>

      <xs:element name="validity-timer-T5062" type="xs:integer" minOccurs="0"/>

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0" />

      <xs:element name="restricted-code-security-material" type="Restricted-Security-info" minOccurs="0" />

      <xs:element name="on-demand-announcing-enabled-indicator" type="xs:boolean" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMonitorRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="restricted-discovery-filter" type="RestrictedDiscFilter-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="ACE-enabled-indicator" type="xs:integer" minOccurs="0" />

      <xs:element name="application-level-container" type="xs:hexBinary"/>

      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedDiscovereeRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Response-Code" type="xs:hexBinary" />

      <xs:element name="query-filter" type="MatchingFilter-info" maxOccurs="unbounded"/>

      <xs:element name="validity-timer-T5068" type="xs:integer"/>

      <xs:element name="restricted-code-security-material " type="Restricted-Security-info" minOccurs="0" />

      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedDiscovererRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="subquery-result" type="Subquery-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="PC5-security-policies" type="xs:PC5-Security-Policies-info" minOccurs="0" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RejectRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="PC3a-control-protocol-cause-value" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="UE-RejectRsp-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:element name="PC3a-control-protocol-cause-value" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MatchRep-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Application-Code" type="xs:hexBinary"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="Monitored-PLMN-ID" type="PLMN-info"/>

      <xs:element name="VPLMN-ID" type="PLMN-info" minOccurs="0"/>

      <xs:element name="MIC" type="xs:hexBinary"/>

      <xs:element name="UTC-based-counter" type="xs:hexBinary"/>

      <xs:element name="Metadata-flag" type="xs:boolean"/>

      <xs:element name="MessageType" type="xs:hexBinary" minOccurs="0"/>


  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMatch-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="UE-identity" type="SUPI-info"/>

      <xs:element name="discovery-type" type="xs:integer"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="RPAUID" type="xs:string"/>

      <xs:element name="Restricted-Code-Discovered" type="Restricted-Code-Option-info" />

      <xs:element name="MIC" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="MessageType" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="UTC-based-counter" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="Metadata-flag" type="xs:boolean" />

  <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MatchAck-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="ProSe-Application-ID" type="xs:string"/>

      <xs:element name="validity-timer-T5072" type="xs:integer"/>

      <xs:element name="metadata" type="xs:string" minOccurs="0"/>
      <xs:element name="metadata-index-mask" type="xs:hexBinary" minOccurs="0"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="match-report-refresh-timer-T5074" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RestrictedMatchAck-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="application-identity" type="AppID-info"/>

      <xs:element name="RPAUID" type="xs:string"/>

      <xs:element name="validity-timer-T5076" type="xs:integer"/>

      <xs:element name="metadata" type="xs:string" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="match-report-refresh-timer-T5077" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="MatchReject-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="PC3a-control-protocol-cause-value" type="xs:integer"/>


  <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="DiscUpdateReq-info">
    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>
      <xs:element name="UE-identity" type="SUPI-info"/>
      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="update-info" type="Update-Option-info" minOccurs="0"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="DiscUpdateRsp-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:element name="discovery-entry-ID" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="AnnouncingAlertReq-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:element name="RPAUID" type="xs:string"/>
      <xs:element name="UE-identity" type="SUPI-info"/>
      <xs:element name="discovery-entry-ID" type="xs:integer"/>
      <xs:element name="ProSe-Restricted-Code" type="xs:hexBinary"/>
      <xs:element name="ProSe-Restricted-Code-Suffix-Range" type="RestrictedCodeSuffixRange-info" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="AnnouncingAlertRsp-info">

    <xs:sequence>

      <xs:element name="DDNMF-transaction-ID" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!-- Complex types defined for Message-level -->

  <xs:complexType name="prose-direct-discovery-request">

    <xs:sequence>

     <xs:element name="discovery-request" type="DiscReq-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="restricted-discovery-request" type="RestrictedDiscReq-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="network-initiated-transaction-method" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-response">

    <xs:sequence>

      <xs:element name="Current-Time" type="xs:dateTime"/>

      <xs:element name="Max-Offset" type="xs:integer"/>

      <xs:element name="response-announce" type="AnnounceRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="response-monitor" type="MonitorRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-announce-response" type="RestrictedAnnounceRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-monitor-response" type="RestrictedMonitorRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-discoveree-response" type="RestrictedDiscovereeRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-discoverer-response" type="RestrictedDiscovererRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="response-reject" type="RejectRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:attribute name="network-initiated-transaction-method" type="xs:integer"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-update-request">
    <xs:sequence>

     <xs:element name="discovery-update-request" type="DiscUpdateReq-info" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-update-response">

    <xs:sequence>

      <xs:element name="response-update" type="DiscUpdateRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="response-reject" type="UE-RejectRsp-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="prose-direct-discovery-match-report">

    <xs:sequence>

     <xs:element name="match-report" type="MatchRep-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="restricted-match" type="RestrictedMatch-info" minOccurs="0" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-match-report-ack">

    <xs:sequence>

      <xs:element name="Current-Time" type="xs:dateTime"/>

      <xs:element name="match-ack" type="MatchAck-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="match-reject" type="MatchReject-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="restricted-match-ack" type="RestrictedMatchAck-info" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-announcing-alert-request">

    <xs:sequence>

     <xs:element name="announcing-alert-request" type="AnnouncingAlertReq-info" maxOccurs="unbounded"/>

     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="prose-direct-discovery-announcing-alert-response">

    <xs:sequence>

     <xs:element name="announcing-alert-response" type="AnnouncingAlertRsp-info" maxOccurs="unbounded"/>
      <xs:element name="response-reject" type="UE-RejectRsp-info" minOccurs="0" maxOccurs="unbounded"/>
     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!--  extension allowed -->

  <xs:complexType name="DiscMsgExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!--  XML attribute for any future extensions  -->

  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

  </xs:complexType>

<!--  Top levelDiscovery Message definition  -->

  <xs:element name="prose-discovery-message">

    <xs:complexType>

      <xs:choice>

        <xs:element name="DISCOVERY_REQUEST" type="prose-direct-discovery-request"/>

        <xs:element name="DISCOVERY_RESPONSE" type="prose-direct-discovery-response"/>

        <xs:element name="MATCH_REPORT" type="prose-direct-discovery-match-report"/>

        <xs:element name="MATCH_REPORT_ACK" type="prose-direct-discovery-match-report-ack"/>

        <xs:element name="DISCOVERY_UPDATE_REQUEST" type="prose-direct-discovery-update-request"/>

        <xs:element name="DISCOVERY_UPDATE_RESPONSE" type="prose-direct-discovery-update-response"/>
        <xs:element name="ANNOUNCING_ALERT_REQUEST" type="prose-direct-discovery-announcing-alert-request"/>
        <xs:element name="ANNOUNCING_ALERT_RESPONSE" type="prose-direct-discovery-announcing-alert-response"/>

        <xs:element name="message-ext" type="DiscMsgExtType"/>

        <xs:any namespace="##other" processContents="lax"/>
      </xs:choice>

    </xs:complexType>

  </xs:element>

</xs:schema>

An entity receiving the XML body ignores any unknown XML element and any unknown XML attribute.

* * * Next Change * * * *

10.2.4.3
Semantics of <DISCOVERY_RESPONSE>
The <DISCOVERY_RESPONSE> element contains one or more of the following elements:

a)
a <Current-Time> element containing the parameter defined in clause 11.4.2.16;

b)
a <Max-Offset> element containing the parameter defined in clause 11.4.2.17;

c)
zero, one or more <response-announce> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing request if the 5G DDNMF accepts the request. Each <response-announce> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
zero, one or more <ProSe-Application-Code> elements containing the parameter defined in clause 11.4.2.6;c)
zero or one <ProSe application code-ACE> element containing the parameter defined in clause 11.4.2.45;

3)
zero, or one <validity-timer-T5060> element containing the parameter defined in 11.4.2.7;

4)
zero, or, one <discovery-key> element containing the parameter defined in clause 11.4.2.9;

5)
a <discovery-entry-ID> element containing the parameter defined in clause 11.4.2.26;

6)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;
7)
 zero or one <anyExt> element containing elements defined in future releases;

8)
zero, one or more elements from other namespaces defined in future releases; and

9)
zero, one or more attributes defined in future releases;

d)
zero, one or more <response-monitor> element which contains transactions sent from the 5G DDNMF to the UE as a response to a monitoring request if the 5G DDNMF accepts the request. Each <response-monitor> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
zero, one or more <discovery-filter> elements containing the parameter defined in clause 11.4.2.9;

3)
a <discovery-entry-ID> element containing the parameter defined in clause 11.4.2.26;
4)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;

5)
zero or one <anyExt> element containing elements defined in future releases;

6)
zero, one or more elements from other namespaces defined in future releases; and

7)
zero, one or more attributes defined in future releases;

e)
zero, one or more <restricted-announce-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing request for restricted ProSe direct discovery model A if the 5G DDNMF accepts the request. Each <restricted-announce-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1;

2)
zero or one <ProSe-Restricted-Code> element containing the parameter defined in clause 11.4.2.27;

3)
zero, one or more <ProSe-Restricted-Code-Suffix-Range> element containing the parameter defined in clause 11.4.2.28;

4)
zero or one <validity-timer-T5062> element containing the parameter defined in 11.4.2.32;

5)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31;

6)
zero or one <restricted-code-security-material> element containing the parameter defined in clause 11.4.2.33;

7)
zero or one <on-demand-announcing-enabled-indicator> element containing the parameter defined in clause 11.4.2.29;

8)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;
9)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.BB;
10)
zero or one <anyExt> element containing elements defined in future releases;

11)
zero, one or more elements from other namespaces defined in future releases; and

12)
zero, one or more attributes defined in future releases;

f)
zero, one or more <restricted-monitor-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a monitoring request for restricted ProSe direct discovery model A if the 5G DDNMF accepts the request. Each <restricted-monitor-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
zero, one or more <restricted-discovery-filter> elements containing the parameter defined in clause 11.4.2.30;

3)
zero or one <ACE-enabled-indicator> element containing the parameter defined in clause 11.4.2.31

4)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;

5)
an <application-level-container> element containing the parameter defined in clause 11.4.2.25;
6)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.BB;
7)
zero or one <anyExt> element containing elements defined in future releases;

8)
zero, one or more elements from other namespaces defined in future releases; and

9)
zero, one or more attributes defined in future releases;

g)
zero, one or more <restricted-discoveree-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a discoveree UE's request for restricted ProSe direct discovery model B if the 5G DDNMF accepts the request. Each <restricted-discoveree-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
a <ProSe-Response-Code> element containing the element defined in clause11.4.2.35;

3)
one or more <query-filter> elements containing the parameter defined in clause 11.4.2.36; 

4)
a <validity-timer-T5068> element containing the parameter defined in clause 11.4.2.37;

5)
zero or one <restricted-code-security-material> element containing the parameter defined in clause 11.4.2.33;

6)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;
7)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.BB;
8)
zero or one <anyExt> element containing elements defined in future releases;

9)
zero, one or more elements from other namespaces defined in future releases; and

10)
zero, one or more attributes defined in future releases;

h)
zero, one or more <restricted-discoverer-response> element which contains transactions sent from the 5G DDNMF to the UE as a response to a discoverer UE's request for restricted ProSe direct discovery model B if the 5G DDNMF accepts the request. Each <restricted-discoverer-response> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
one or more <subquery-result> elements containing the parameter defined in clause 11.4.2.38;

3)
a <discovery-entry-id> element containing the parameter defined in clause 11.4.2.26;
4)
zero or one <PC5-security-policies> element containing the parameter defined in clause 11.4.2.BB;
5)
zero or one <anyExt> element containing elements defined in future releases;

6)
zero, one or more elements from other namespaces defined in future releases; and

7)
zero, one or more attributes defined in future releases;

i)
zero, one or more <response-reject> element which contains transactions sent from the 5G DDNMF to the UE as a response to an announcing or monitoring requests if the 5G DDNMF  cannot accept the request. Each <response-reject> consists of:

1)
a <transaction-ID> element containing the parameter defined in clause 11.4.2.1; 

2)
a <PC3a-control-protocol-cause-value> element containing the parameter defined in clause 11.4.2.8.

3)
zero, one or more elements defined in future releases; and

4)
zero, one or more attributes defined in future releases;

j)
 zero or one <anyExt> element containing elements defined in future releases;

k)
zero, one or more elements from other namespaces defined in future releases;

l)
an optional "network-initiated transaction method" attribute containing the parameter defined in clause 11.4.2.42; and

m)
zero, one or more attributes defined in future releases.

* * * Next Change * * * *

11.4.2.BB
PC5 security policies
This parameter is used to indicate the PC5 security policies as integer values, where the PC5 signalling security policies are defined in table 11.3.12.1 and the PC5 user plane security policies are defined in table 11.3.23.1.
* * * End of Changes * * * *

