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1. Introduction
As per TS23.304 h10 states that,

Each PC5 unicast link for 5G ProSe UE-to-Network Relay is associated with a Unicast Link Profile, which includes:

-
User Info ID and Layer-2 ID of 5G ProSe Remote UE; and

-
User Info ID and Layer-2 ID of 5G ProSe UE-to-Network Relay; and

-
Relay Service Code; and

-
In the case of 5G ProSe Layer-3 UE-to-Network Relay, the network layer protocol and the information about PC5 QoS Flow(s).
The Unicast Link Profile shall be updated accordingly after a Layer-2 link modification or Layer-2 link identifier update.

Each PC5 unicast link for 5G ProSe UE-to-Network Relay is associated with a Unicast Link Profile. In stage-3 spec, it is called 5G ProSe direct link context because it is the practice of V2X (see TS 24.587). It is proposed to align with stage-2’s description and distinguish from V2X. The reason is, the unicast link profile in ProSe would have more context such as relay service code in relay case comparing to the work in V2X.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 v1.0.0.
* * * First Change * * * *

7.2.1
Overview

This clause describes the PC5 signalling protocol procedures between two UEs for one-to-one (i.e. unicast) mode of ProSe direct communication. The following PC5 signalling protocol procedures are defined:

a)
5G ProSe direct link establishment;

b)
5G ProSe direct link modification;

c)
5G ProSe direct link release;

d)
5G ProSe direct link identifier update; and
e)
5G ProSe direct link keep-alive.

Each 5G ProSe direct link is associated with a unicast link profile. For 5G ProSe UE-to-network relay, the unicast link profile includes:
a)
user info ID and layer-2 ID of 5G ProSe remote UE; and
b)
user info ID and layer-2 ID of 5G ProSe UE-to-network relay UE; and 
c)
relay service code; and
d)
in the case of 5G ProSe Layer-3 UE-to-network relay, the network layer protocol and the information about PC5 QoS flow(s).

The unicast link profile shall be created during a layer-2 link establishment procedure, and shall be updated accordingly after a layer-2 link modification or layer-2 link identifier update.
* * * Next Change * * * *

7.2.2.3
5G ProSe direct link establishment procedure accepted by the target UE

Upon receipt of a PROSE DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a PC5 unicast link profile.

If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is not used for 5G ProSe direct communication between the remote UE and the UE-to-network relay UE, the target UE assigns a layer-2 ID for this PC5 unicast link. The newly assigned layer-2 ID replaces the target layer-2 ID as received on the PROSE DIRECT LINK ESTABLISHMENT REQUEST message. Then the target UE shall store this assigned layer-2 ID and the source layer-2 ID used in the transport of this message provided by the lower layers in the 5G ProSe PC5 unicast link profile. 

The target UE may initiate 5G ProSe direct link authentication procedure as specified in clause XYZZ and shall initiate 5G ProSe direct link security mode control procedure as specified in clause ABCD. 

Editor's note:
The 5G ProSe direct link security mode control procedure and 5G ProSe direct link authentication procedure are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.

NOTE:
It is possible for the target UE to reuse the target UE’s layer-2 ID used in the transport of the PROSE DIRECT LINK ESTABLISHMENT REQUEST message provided by the lower layers in case that the target UE’s layer-2 ID has been used in previous 5G ProSe direct link with the same peer.  

If:

a)
the target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE’s application layer ID; or

b)
the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the ProSe application(s) identified by the ProSe identifier IE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message;

Editor's note:
The following steps a) and b), and the 5G ProSe direct link security mode control procedure are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.

then the target UE shall either:

a)
identify an existing KNRP based on the KNRP ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; or 

b)
if KNRP ID is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in PROSE DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause XYZZ.

NOTE:
How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.

After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause ABCD.

Upon successful completion of the 5G ProSe direct link security mode control procedure, in order to determine whether the PROSE DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.

Before sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message to the remote UE, the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE shall inform the lower layer to initiate the UE requested PDU session establishment procedure as specified in 3GPP TS 24.501 [11] if:

1)
the PDU session for relaying the service associated with the RSC has not been established yet; or

2)
the PDU session for relaying the service associated with the RSC has been established but the PDU session type is Unstructured.
If the target UE accepts the 5G ProSe direct link establishment procedure, the target UE shall create a PROSE DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:

a)
shall include the source user info set to the target UE’s application layer ID received from upper layers; 

b)
shall include PQFI(s), the corresponding PC5 QoS parameters and the ProSe identifier(s) that the target UE accepts, if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE;

c)
shall include an IP address configuration IE set to one of the following values if IP communication is used and the target UE is not acting as a 5G ProSe layer-2 UE-to-netowrk relay UE:

1)
"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server; or

2)
"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or

3)
"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or

4)
"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the target UE is not acting as a 5G ProSe layer-3 UE-to-netowrk relay UE;

NOTE:
The UE doesn't include an IP address configuration IE nor a link local IPv6 address IE, if Ethernet or Unstructured data unit type is used for communication.

d)
shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16] if IP address configuration IE is set to "address allocation not supported", the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE and the target UE is neither acting as a 5G ProSe layer-2 UE-to-netowrk relay UE nor acting as a 5G ProSe layer-3 relay UE; and

e)
shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.503 [34].

After the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and shall start timer Taaaa if at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.

After sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a)
the PC5 link identifier self-assigned for this PC5 unicast link;

b)
PQFI(s) and its corresponding PC5 QoS parameters, if available; and
c)
an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
If the target UE accepts the 5G ProSe direct link establishment request and the 5G ProSe direct link is established not for 5G ProSe direct communication between the remote UE and the UE-to-network relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7. If the 5G ProSe direct link is established for 5G ProSe direct communication between the remote UE and the layer-3 UE-to-network relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8.2.6.

* * * Next Change * * * *

7.2.2.4
5G ProSe direct link establishment procedure completion by the initiating UE

If the Target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, upon receipt of the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5080. If the Target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message the initiating UE may keep the timer T5080 running and continue to handle multiple response messages (i.e. the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message) from multiple target UEs.

For each of the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message received, the initiating UE shall uniquely assign a PC5 link identifier and create a  PC5 unicast link profile for each of the PC5 unicast link(s). Then the initiating UE shall store the source layer-2 ID and the destination layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link profile(s) to complete the establishment of the 5G ProSe direct link with the target UE(s). From this time onward the initiating UE shall use the established link(s) for ProSe direct communication over PC5 and additional PC5 signalling messages to the target UE(s).

Editor's note:
The requirements for security context and its preservation are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.

After receiving the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall delete the old security context it has for the target UE and shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a)
the PC5 link identifier self-assigned for this PC5 unicast link;

b)
PQFI(s) and its corresponding PC5 QoS parameters, if available; and
c)
an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
The initiating UE shall start timer Taaaa if at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.

In addition, the initiating UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7.

Upon expiry of the timer T5080, if the PROSE DIRECT LINK ESTABLISHMENT REQUEST message did not include the Target user info IE, and the initiating UE received at least one PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, it is up to the UE implementation to consider the 5G ProSe direct link establishment procedure as complete or to restart the timer T5080.

* * * Next Change * * * *

7.2.2.6.2
Abnormal cases at the target UE

For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a source layer-2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use the same source layer-2 ID, the same source user info, the same type of data (IP or non-IP) and the same security policy, the UE shall process the new request. However, the target UE shall only delete the existing PC5 unicast link context after the new link establishment procedure succeeds.

NOTE:
The type of data (e.g. IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding PROSE DIRECT LINK SECURITY MODE COMPLETE message, i.e the type of data for the requested link is IP type if this IE is included, and the type of data for the requested link is non-IP if this IE is not included.
* * * Next Change * * * *

7.2.4.4
5G ProSe direct link identifier update procedure acknowledged by the initiating UE

Upon receipt of the PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message, the initiating UE shall stop timer T5082 and respond with a PROSE DIRECT LINK IDENTIFIER UPDATE ACK message. In this message, the initiating UE:

a)
shall include the target UE's new layer-2 ID;

b)
shall include the target UE's new LSB of KNRP-sess ID;
c)
shall include the target UE's new application layer ID, if received; and

d)
shall include the target UE's new IP address/prefix, if received.

Editor's note:
Detail of security related content in b) is FFS and will be determined by SA3 WG.
After the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID for 5G ProSe direct communication and the target UE's old layer-2 ID for 5G ProSe direct communication and shall stop timer T5091 if running and start a timer T5091 as configured if at least one of ProSe identifiers for the 5G ProSe direct link satisfying the privacy requirements as specified in clause 5.2.4.

Upon sending the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message, the initiating UE shall update the associated PC5 unicast link profile with the new identifiers and pass the new layer-2 IDs (i.e. initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE's new layer-2 ID for 5G ProSe direct communication) along with the PC5 link identifier down to the lower layer. Then the initiating UE shall use the new layer-2 IDs (i.e. initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE’s new layer-2 ID for 5G ProSe direct communication) to transmit the PC5 signalling message and PC5 user plane data.
The initiating UE shall continue to receive traffic with the old layer-2 IDs (i.e. initiating UE's old layer-2 ID for 5G ProSe direct communication and target UE's old layer-2 ID for 5G ProSe direct communication) from the target UE until it receives traffic with the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID) from the target UE.
* * * Next Change * * * *

7.2.4.5
5G ProSe direct link identifier update procedure completion by the target UE

Upon receipt of the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message, the target UE shall update the associated PC5 unicast link profile with the new identifiers, pass the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID) down to the lower layer, stop timer T5083 and timer T5091 if running and start a timer T5091 as configured if at least one of ProSe identifiers for the 5G ProSe direct link satisfying the privacy requirements as specified in clause 5.2.4. Then the target UE shall use the new layer-2 IDs (i.e. initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE's new layer-2 ID for 5G ProSe direct communication) to transmit the PC5 signalling message and PC5 user plane data.
* * * Next Change * * * *

7.2.6.3
5G ProSe direct direct link release procedure accepted by the target UE

Upon receiving a PROSE DIRECT LINK RELEASE REQUEST message, the target UE shall stop all running timers for this 5G ProSe direct link and abort any other ongoing PC5 signalling protocol procedures on this PC5 unicast link. 

If the PC5 signalling protocol cause value in the PROSE DIRECT LINK RELEASE REQUEST message is #13 "congestion situation" and a back-off timer value is provided in the PROSE DIRECT LINK RELEASE REQUEST message, the target UE shall start timer T5088 associated with the layer-2 ID of the initiating UE and set its value to the provided timer value.

The target UE shall respond with a PROSE DIRECT LINK RELEASE ACCEPT message. The target UE shall include the new LSBs of KNRP ID in the PROSE DIRECT LINK RELEASE ACCEPT message. After the message is sent, the target UE shall release the 5G ProSe direct link by performing the following behaviors:

a)
inform the lower layer along with the PC5 link identifier that the 5G ProSe direct link has been released; and

b)
delete the PC5 unicast link profile of the 5G ProSe direct link after an implementation specific time.

The target UE shall form the new KNRP ID from the new MSBs of KNRP ID received in the PROSE DIRECT LINK RELEASE REQUEST message and the new LSBs of KNRP ID included in the PROSE DIRECT LINK RELEASE ACCEPT message. The target UE shall replace the existing KNRP ID with the new KNRP ID. The target UE may include the new KNRP ID in PROSE DIRECT LINK ESTABLISHMENT REQUEST message with the initiating UE as specified in clause 7.2.2.2.
* * * Next Change * * * *

7.2.6.4
5G ProSe direct direct link release procedure completion by the initiating UE

Upon receipt of the PROSE DIRECT LINK RELEASE ACCEPT message, the initiating UE shall stop timer T5087 and shall release the 5G ProSe direct link by performing the following behaviors:

a)
inform the lower layer along with the PC5 link identifier that the 5G ProSe direct link has been released; and

b)
delete the PC5 unicast link profile of the 5G ProSe direct link after an implementation specific time.

The initiating UE shall form the new KNRP ID from the MSBs of KNRP ID included in the PROSE DIRECT LINK RELEASE REQUEST message and the LSBs of KNRP ID received in the PROSE DIRECT LINK RELEASE ACCEPT message. The initiating UE shall replace the existing KNRP ID with the new KNRP ID. The initiating UE may include the new KNRP ID in PROSE DIRECT LINK ESTABLISHMENT REQUEST message with the target UE as specified in clause 7.2.2.2.
* * * Next Change * * * *

7.2.9.1
Transmission

When receiving user data from upper layers to be sent over 5G ProSe direct link to a specific UE, the transmitting UE shall determine thePC5 unicast link profile corresponding to the application layer ID, and then shall tag each outgoing protocol data unit with the following information before passing it to the lower layers for transmission:

a)
a layer-3 protocol data unit type (see 3GPP TS 38.323 [16]) set to:

1)
IP packet, if the ProSe message contains IP data; or

2)
non-IP packet, if the ProSe message contains Ethernet or Unstructured data unit types;

b)
the PC5 link identifier associated with the PC5 unicast link profile;

c)
optionally, the source layer-2 ID set to the source layer-2 ID associated with the  PC5 unicast link profile;

d)
optionally, the destination layer-2 ID set to the destination layer-2 ID associated with the PC5 unicast link profile; and

e)
the PQFI set to the value corresponding to the ProSe identifier and the optional ProSe application requirements according to the mapping rules specified in clause 5.2.4.
* * * End of Change * * * *

