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1. Introduction

S2-2106880 which was agreed in SA2#146e defines a new term "ProSe identifier" to replace "ProSe application ID".

2. Reason for Change

"ProSe identifier" refers to an identifier which is used to indicate the ProSe Application associated with the ProSe operation in ProSe Direct Discovery and ProSe Direct Communication. A ProSe identifier can be associated with one or more ProSe applications, and a ProSe application can be associated with one or more ProSe identifier(s). For ProSe Direct Discovery, "ProSe identifier"is equivalent to "Application ID" defined in TS 23.303.

It proposes TS 24.554 to use the same term as TS 24.304.

The EN in clause 5.2.4 can be removed directly since ProSe identifier is not defined in this specification.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 v0.4.0.

* * * First Change * * * *

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.304 [2] apply:
ProSe identifier

* * * Next Change * * * *

5.2.3
Configuration parameters for 5G ProSe direct discovery
The configuration parameters for 5G ProSe direct discovery over PC5 reference point consist of:
a)
a validity timer for the validity of the configuration parameter for 5G ProSe direct discovery over PC5 interface;

b)
a list of PLMNs in which the UE is authorised to perform open 5G ProSe direct discovery Model A monitoring when the UE is served by NG-RAN;

c)
a list of PLMNs in which the UE is authorized to perform open 5G ProSe direct discovery Model A announcing when the UE is served by NG-RAN and an authorised discovery range for announcing per PLMN;

d)
a list of PLMNs in which the UE is authorised to perform restricted 5G ProSe direct discovery Model A monitoring when the UE is served by NG-RAN;

e)
a list of PLMNs in which the UE is authorized to perform restricted 5G ProSe direct discovery Model A announcing when the UE is served by NG-RAN and an authorised discovery range for announcing per PLMN;

f)
a list of PLMNs in which the UE is authorized to perform restricted Model B discoverer operation when the UE is served by NG-RAN and an authorised discovery range for announcing per PLMN; 

g)
a list of PLMNs in which the UE is authorized to perform restricted Model B discoveree operation when the UE is served by NG-RAN and an authorised discovery range for announcing per PLMN;

h)
an indication of whether the UE is authorized to perform 5G ProSe direct discovery for Model A or Model B when "not served by NG-RAN";

i)
radio parameters for ProSe direct discover per NR PC5 applicable per geographical area(s) with an indication of whether these radio parameters are "operator managed" or "non-operator managed" when "not served by NG-RAN";

NOTE 1:
Whether a frequency band is "operator managed" or "non-operator managed" in a given geographical area is defined by local regulations.

j)
a 5G ProSe direct discovery UE ID for restricted direct discovery;

k)
a list of group member discovery parameters that enable the group member discovery. For each group the list consists of, one applicationapplication layer group ID, layer-2 group ID, and User info ID;

NOTE 2:
User info ID is expected to be assigned uniquely to a user within the discovery group.

l)
a list of ProSe identifiers to be used for direct discovery over PC5 interface; 

m)
a list of security parameters used for direct discovery over PC5; and

n)
a list of ProSe identifiers to default destination layer-2 ID for initial discovery signalling mapping rule. Each mapping rule contains one or more ProSe identifiers and the default destination layer-2 ID for the initial signalling of direct discovery.

Editor's note:
Whether the security parameters can be provided by the PCF and details of security parameters will be determined by SA3 WG.

* * * Next Change * * * *

5.2.4
Configuration parameters for 5G ProSe direct communication over PC5 interface
The configuration parameters for 5G ProSe direct communication over PC5 interface consist of:

a)
a validity timer for the validity of the configuration parameters for 5G ProSe direct communication over PC5 interface;

b)
a list of PLMNs in which the UE is authorized to use 5G ProSe direct communication over PC5 interface when the UE is served by NG-RAN. Each entry of the list contains a PLMN ID in which the UE is authorized to use 5G ProSe direct communication over PC5 interface;

c)
an indication of whether the UE is authorized to use 5G ProSe direct communication over PC5 interface when the UE is not served by NG-RAN;

d)
the radio parameters of the 5G ProSe direct communication over PC5 interface applicable per geographical area with an indication of whether these radio parameters are "operator managed" or "non-operator managed" when the UE is not served by NG-RAN;

e)
configuration parameters for groupcast mode 5G ProSe direct communication for each application layer group, consisting of:

1)
application layer group ID;

2)
ProSe layer-2 group identifier;

3)
ProSe group IP multicast address;

4)
an indication of whether the UE is authorized to use IPv4 or IPv6;

5)
optionally, an IPv4 address to be used by the UE as a source address for a specific Group if the UE is authorized to use IPv4; and 

6)
group security related content;

Editor’s note:
 Details of group security related content are FFS and will be determinated by SA3 WG.

f)
configuration parameters for privacy support, consisting of:
1)
a list of ProSe applications requiring privacy. Each entry of the list contains one or more ProSe identifiers and one or more geographical areas where the privacy is required; and

2)
a privacy timer value as specified in 3GPP TS 24.555 [17];

g)
optionally, a list of ProSe identifier to ProSe NR frequency mapping rules. Each mapping rule contains one or more ProSe identifiers and the ProSe NR frequencies with associated geographical areas;

h)
a list of ProSe identifier to destination layer-2 ID for broadcast mapping rules. Each mapping rule contains one or more ProSe identifiers and the destination layer-2 ID for broadcast;
i)
optionally, a default destination layer-2 ID for broadcast;

j)
a list of ProSe identifier to default destination layer-2 ID for unicast initial signaling mapping rules. Each mapping rule contains one or more ProSe identifiers and the default destination layer-2 ID for initial signalling to establish unicast connection;
k)
a list of ProSe identifier to PC5 QoS parameters mapping rules. The PC5 QoS parameters are specified in clause 5.7 of 3GPP TS 23.304 [2];
l)
an AS configuration, including a list of SLRB mapping rules applicable when the UE is not served by NG-RAN. Each SLRB mapping rule contains a PC5 QoS profile and an SLRB. The PC5 QoS profile contains the following parameters:

1)
the PC5 QoS profile containing a PQI;

2)
if the PQI of the PC5 QoS profile identifies a GBR QoS, the PC5 QoS profile containing a PC5 flow bit rates consisting of a guaranteed flow bit rate (GFBR) and a maximum flow bit rate (MFBR);

3)
if the PQI of the PC5 QoS profile identifies a non-GBR QoS, the PC5 QoS profile containing the PC5 link aggregated bit rate consisting of a per link aggregate maximum bit rate (PC5 LINK-AMBR);

NOTE:
PC5 link aggregated bit rate is only used for unicast mode communications over PC5 interface.

4)
the PC5 QoS profile containing a range, which is only used for groupcast mode communications over PC5 interface; and

5)
the PC5 QoS profile optionally containing the priority level, the averaging window, and the maximum data burst volume. If one or more of the priority level, the averaging window or the maximum data burst volume are not contained in the PC5 QoS profile, their default values apply;

m)
a list of 5G ProSe direct security policies. Each entry in the list contains a 5G ProSe direct security policy composed of:

1)
one or more ProSe identifiers;

2)
the signalling integrity protection policy for the ProSe identifier(s);

3)
the signalling ciphering policy for the ProSe identifier(s);

4)
 the user plane integrity protection policy for the ProSe identifier(s);

5)
the user plane ciphering policy for the ProSe identifier(s);

6)
one or more geographical areas where the 5G ProSe direct security policy applies;
Editor’s note:
 Details of 5G ProSe direct security policies related content are FFS and will be determinated by SA3 WG.

n)
a list of ProSe identifiers to default mode of communication mapping rules. Each mapping rule contains one or more ProSe identifiers and the default mode of communication (one of unicast, groupcast or broadcast); and

o)
a list of ProSe identifiers to path preference mapping rules (i.e. PC5 preferred, Uu preferred, or no preference) as defined in clause 5.4 in 3GPP TS 24.555 [17].


* * * Next Change * * * *

7.1
Overview

This clause describes the procedures at the UE, and between UEs, for 5G ProSe direct communication over PC5.

The UE shall support requirements for securing 5G ProSe direct communication over PC5. 

The PC5 interface is selected based on the ProSe applicationapplication to path preference mapping rules as specified in clause 5.2.4 before 5G ProSe direct communication.

For unicast mode 5G ProSe direct communication, the following data unit types are supported: IPv4, IPv6, Ethernet, and Unstructured.

For broadcast and groupcast mode 5G ProSe communication, the following data unit types are supported: IPv4, IPv6, Ethernet, Unstructured, and Address Resolution Protocol (see RFC 826 [xx]).

Editor's note:
Whether the data unit type of Address Resolution Protocol is supported needs to be coordinated with RAN WG.

5G ProSe direct communication over NR-PC5 supports broadcast mode, groupcast mode, and unicast mode. If the upper layer of the UE indicates the mode of communication, the UE shall set the mode of communication based on the request of the upper layer. Otherwise, the UE shall set the mode of communication based on the mapping rules between the 5G ProSe identifiers and the default mode of communication defined in clause 5.2.4.

NOTE:
Further details about whether broadcast, unicast or groupcast can be used over PC5 are described in 3GPP TS 23.304 [3] clause 5.3.

* * * Next Change * * * *

7.2.2.2
5G ProSe direct link establishment procedure initiation by initiating UE

The initiating UE shall meet the following pre-conditions before initiating this procedure:

a)
a request from upper layers to transmit the packet for ProSe application over PC5;

b)
the communication mode is unicast mode (e.g. pre-configured as specified in clause 5.2.4 or indicated by upper layers);

c)
the link layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned) and is not being used by other existing 5G ProSe direct links within the initiating UE;

d)
the link layer identifier for the destination UE (i.e. the unicast layer-2 ID of the target UE or the broadcast layer-2 ID) is available to the initiating UE (e.g. pre-configured, obtained as specified in clause 5.2 or known via prior ProSe direct communication);

NOTE 1:
In the case where different ProSe applications are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe identifiers, the UE can select any of the default destination layer-2 ID for unicast initial signalling.

e)
the initiating UE is either authorised for 5G ProSe direct communication over PC5 in NR-PC5 in the serving PLMN, or has a valid authorization for 5G ProSe direct communication over PC5 in NR-PC5 when not served by NG-RAN. The UE considers that it is not served by NG-RAN if the following conditions are met:

1)
not served by NR and not served by E-UTRA for ProSe direct communication over PC5;

2)
in limited service state as specified in 3GPP TS 23.122 [14], if the reason for the UE being in limited service state is one of the following;

i)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

ii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

iii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; or

3)
in limited service state as specified in 3GPP TS 23.122 [14] for reasons other than i), ii) or iii) above, and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2;

f)
there is no existing 5G ProSe direct link for the pair of peer application layer IDs, or there is an existing 5G ProSe direct link for the pair of peer application layer IDs and:

1)
the network layer protocol of the existing 5G ProSe direct link is not identical to the network layer protocol required by the upper layer in the initiating UE for this ProSe application; or

2)
the security policy (either signalling security policy or user plane security policy) corresponding to the ProSe identifier is not compatible with the security policy of the existing PC5 unicast link; and

g)
the number of established 5G ProSe direct links is less than the implementation-specific maximum number of established NR 5G ProSe direct links allowed in the UE at a time.

After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 7.2.7.
In order to initiate the 5G ProSe direct link establishment procedure, the initiating UE shall create a PROSE DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:

a)
shall include the source user info set to the initiating UE's application layer ID received from upper layers; 

b)
shall include the ProSe identifier(s) received from upper layer;

c)
shall include the target user info set to the target UE's application layer ID if received from upper layers or if the destination layer-2 ID is the unicast layer-2 ID of target UE;

Editor's note:
The following steps d) till i) are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.

d)
shall include the key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";

NOTE 2:
The key establishment information container is provided by upper layers.

e)
shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this 5G ProSe direct link if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";

f)
shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this PC5 unicast link;

g)
shall include the Most Significant 8 Bits (MSB) of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.CCC if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";

h)
may include a KNRP ID if the initiating UE has an existing KNRP for the target UE;

i)
shall include its UE PC5 unicast signalling security policy. In the case where the different ProSe applications are mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe application, each of the signalling security polices of those ProSe applications shall be compatible, e.g. "signalling integrity protection not needed" and "signalling integrity protection required" are not compatible; and

j)
shall include the Relay service code IE set to the relay service code of the target relay if the 5G ProSe direct link establishment procedure is for direct communication between the remote UE and the UE-to-network relay UE.

After the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the destination layer-2 ID used for unicast initial signaling, and start timer T5080. The UE shall not send a new PROSE DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5080 is running. If the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message (i.e. ProSe application oriented 5G ProSe direct link establishment procedure), the initiating UE shall handle multiple PROSE DIRECT LINK ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple 5G ProSe direct links before the expiry of timer T5080.

NOTE 3:
In order to ensure successful 5G ProSe direct link establishment, T5080 should be set to a value larger than the sum of Tyyyy and Tzzzz.
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Figure 7.2.2.2.1: UE oriented 5G ProSe direct link establishment procedure 
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Figure 7.2.2.2.2: ProSe service oriented 5G ProSe direct link establishment procedure

* * * Next Change * * * *

7.2.2.3
5G ProSe direct link establishment procedure accepted by the target UE

Upon receipt of a PROSE DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a 5G ProSe direct link context and assign a layer-2 ID for this PC5 unicast link. The newly assigned layer-2 ID replaces the target layer-2 ID as received on the PROSE DIRECT LINK ESTABLISHMENT REQUEST message. Then the target UE shall store this assigned layer-2 ID and the source layer-2 ID used in the transport of this message provided by the lower layers in the 5G ProSe direct link context. The target UE may initiate 5G ProSe direct link authentication procedure as specified in clause XYZZ and shall initiate 5G ProSe direct link security mode control procedure as specified in clause ABCD. 

Editor's note:
The 5G ProSe direct link security mode control procedure and 5G ProSe direct link authentication procedure are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.

NOTE:
It is possible for the target UE to reuse the target UE’s layer-2 ID used in the transport of the PROSE DIRECT LINK ESTABLISHMENT REQUEST message provided by the lower layers in case that the target UE’s layer-2 ID has been used in previous 5G ProSe direct link with the same peer.  

If:

a)
the target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE’s application layer ID; or

b)
the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the ProSe application(s) identified by the ProSe identifier IE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message;

Editor's note:
The following steps a) and b), and the 5G ProSe direct link security mode control procedure are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.

then the target UE shall either:

a)
identify an existing KNRP based on the KNRP ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; or 

b)
if KNRP ID is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in PROSE DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause XYZZ.

NOTE:
How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.

After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause ABCD.

Upon successful completion of the 5G ProSe direct link security mode control procedure, in order to determine whether the PROSE DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.

If the target UE accepts the 5G ProSe direct link establishment procedure, the target UE shall create a PROSE DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:

a)
shall include the source user info set to the target UE’s application layer ID received from upper layers; 

b)
shall include PQFI(s), the corresponding PC5 QoS parameters and the ProSe identifier(s) that the target UE accepts;

c)
shall include an IP address configuration IE set to one of the following values if IP communication is used:

1)
"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server; or

2)
"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or

3)
"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or

4)
"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE;

NOTE:
The UE doesn't include an IP address configuration IE nor a link local IPv6 address IE, if Ethernet or Unstructured data unit type is used for communication.

d)
shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16] if IP address configuration IE is set to "address allocation not supported" and the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE; and

e)
shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.CCC.

After the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and shall start timer Taaaa if at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.

After sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a)
the PC5 link identifier self-assigned for this PC5 unicast link;

b)
PQFI(s) and its corresponding PC5 QoS parameters; and
c)
an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
If the target UE accepts the 5G ProSe direct link establishment request, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7.

* * * Next Change * * * *

7.2.2.4
5G ProSe direct direct link establishment procedure completion by the initiating UE

If the Target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, upon receipt of the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5080. If the Target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message the initiating UE may keep the timer T5080 running and continue to handle multiple response messages (i.e. the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message) from multiple target UEs.

For each of the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message received, the initiating UE shall uniquely assign a PC5 link identifier and create a 5G ProSe direct link context for each of the PC5 unicast link(s). Then the initiating UE shall store the source layer-2 ID and the destination layer-2 ID used in the transport of this message provided by the lower layers in the 5G ProSe direct link context(s) to complete the establishment of the 5G ProSe direct link with the target UE(s). From this time onward the initiating UE shall use the established link(s) for ProSe direct communication over PC5 and additional PC5 signalling messages to the target UE(s).

Editor's note:
The requirements for security context and its preservation are FFS as they are waiting for the definitions in SA3 specification by SA3 working group.

After receiving the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall delete the old security context it has for the target UE and shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a)
the PC5 link identifier self-assigned for this PC5 unicast link;

b)
PQFI(s) and its corresponding PC5 QoS parameters; and
c)
an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
The initiating UE shall start timer Taaaa if at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.

In addition, the initiating UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7.

Upon expiry of the timer T5080, if the PROSE DIRECT LINK ESTABLISHMENT REQUEST message did not include the Target user info IE, and the initiating UE received at least one PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, it is up to the UE implementation to consider the 5G ProSe direct link establishment procedure as complete or to restart the timer T5080.

* * * Next Change * * * *

7.2.3.2
5G ProSe direct link modification procedure initiated by initiating UE

The initiating UE shall meet the following pre-conditions before initiating this procedure for adding a new ProSe application to the existing 5G ProSe direct link:

a)
there is a 5G ProSe direct link between the initiating UE and the target UE; 

b)
the pair of application layer IDs and the network layer protocol of this 5G ProSe direct link are identical to those required by the application layer in the initiating UE for this ProSe application; and

c)
the security policy corresponding to the ProSe identifier is aligned with the security policy of the existing 5G ProSe direct link.

Editor's note:
Details of security policy will be determined by SA3 WG.
After receiving the service data or request from the upper layers, the initiating UE shall perform the PC5 QoS flow match as specified in clause 7.2.8. If there is no matched PC5 QoS flow, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 7.2.7.

If the 5G ProSe direct link modification procedure is to add new PC5 QoS flow(s) to the existing 5G ProSe direct link, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, initiating UE:
a)
shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the ProSe identifier(s); and

b)
shall include the link modification operation code set to "Add new PC5 QoS flow(s) to the existing 5G ProSe direct link ".

If the 5G ProSe direct link modification procedure is to modify the PC5 QoS parameters for existing PC5 QoS flow(s) in the existing 5G ProSe direct link, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)
shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the ProSe identifier(s); and

b)
shall include the link modification operation code set to "Modify PC5 QoS parameters of the existing PC5 QoS flow(s)".
If the 5G ProSe direct link modification procedure is to associate new ProSe application(s) with existing PC5 QoS flow(s), the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)
shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the ProSe identifier(s); and

b)
shall include the link modification operation code set to "Associate new ProSe application(s) with existing PC5 QoS flow(s)".
If the PC5 5G ProSe direct link modification procedure is to remove the associated ProSe application(s) from existing PC5 QoS flow(s), the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)
shall include the PQFI(s) and the corresponding PC5 QoS parameters including the ProSe identifier(s); and

b)
shall include the link modification operation code set to "Remove ProSe application(s) from existing PC5 QoS flow(s)".
If the direct link modification procedure is to remove any PC5 QoS flow(s) from the existing 5G ProSe direct link, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)
shall include the PQFI(s); and

b)
shall include the link modification operation code set to "Remove existing PC5 QoS flow(s) from the existing 5G ProSe direct link".

After the PROSE DIRECT LINK MODIFICATION REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication, and start timer T5081. The UE shall not send a new PROSE DIRECT LINK MODIFICATION REQUEST message to the same target UE while timer T5081 is running.
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Figure 7.2.3.2.1: 5G ProSe direct link modification procedure

7.2.3.3
5G ProSe direct link modification procedure accepted by the target UE

If the PROSE DIRECT LINK MODIFICATION REQUEST message is accepted, the target UE shall respond with the DIRECT LINK MODIFICATION ACCEPT message.

If the PROSE DIRECT LINK MODIFICATION REQUEST message is to add a new ProSe application, add new PC5 QoS flow(s) or modify any existing PC5 QoS flow(s) in the 5G ProSe direct link, the target UE shall include in the PROSE DIRECT LINK MODIFICATION ACCEPT message:

a)
the PQFI(s), the corresponding PC5 QoS parameters and the ProSe identifier(s) that the target UE accepts.

If the PROSE DIRECT LINK MODIFICATION REQUEST message is to remove an existing ProSe application from the 5G ProSe direct link, the target UE shall delete the ProSe identifier received in the PROSE DIRECT LINK MODIFICATION REQUEST message and the corresponding PQFI(s) and PC5 QoS parameters from the profile associated with the 5G ProSe direct link.

If the PROSE DIRECT LINK MODIFICATION REQUEST message is to remove existing PC5 QoS flow(s) from the PC5 5G ProSe direct link, the target UE shall delete the PQFI(s) and the corresponding PC5 QoS parameters from the profile associated with the 5G ProSe direct link.

If the PROSE DIRECT LINK MODIFICATION REQUEST message is to add a new ProSe application, add new PC5 QoS flow(s) or modify any existing PC5 QoS flow(s) in the 5G ProSe direct link, after sending the PROSE DIRECT LINK MODIFICATION ACCEPT message, the target UE shall provide the added or modified PQFI(s) and corresponding PC5 QoS parameters along with PC5 link identifier to the lower layer.

If the PROSE DIRECT LINK MODIFICATION REQUEST message is to remove an existing ProSe application or to remove the existing PC5 QoS flow(s) from the 5G ProSe direct link, after sending the PROSE DIRECT LINK MODIFICATION ACCEPT message, the target UE shall provide the removed PQFI(s) along with the PC5 link identifier to the lower layer.

If the target UE accepts the 5G ProSe direct link modification request, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7 and perform the PC5 QoS flow match over 5G ProSe direct link as specified in clause 7.2.8.

* * * Next Change * * * *

7.2.3.5
5G ProSe direct link modification procedure not accepted by the target UE

If the 5G ProSe direct link modification request cannot be accepted, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message. The PROSE DIRECT LINK MODIFICATION REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:

#a
lack of resources for 5G ProSe direct link;

#b
required service not allowed;

#c
security policy not aligned; or

#d
protocol error, unspecified.

If the target UE is not allowed to accept this request, e.g. because the ProSe application to be added is not allowed per the operator policy or configuration parameters for ProSe communication over PC5 as specified in clause 5.2.b, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #b "required service not allowed".
If the 5G ProSe direct link modification fails due to the congestion problems or other temporary lower layer problems causing resource constraints, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #a "lack of resources for 5G ProSe direct link".
If the link modification operation code is set to "Associate new ProSe application(s) with existing PC5 QoS flow(s)", and the security policy corresponding to the ProSe identifier(s) (e.g. ITS-AID of the new ProSe application) is not aligned with the security policy applied to the existing 5G ProSe direct link, then the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #c "security policy not aligned".

For other reasons causing the failure of link modification, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #d "protocol error, unspecified".

Upon receipt of the PROSE DIRECT LINK MODIFICATION REJECT message, the initiating UE shall stop timer T5081 and abort the 5G ProSe direct link modification procedure. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK MODIFICATION REJECT message is #b "required service not allowed" or #a "lack of resources for 5G ProSe direct link" or #c "security policy not aligned", then the initiating UE shall not attempt to start 5G ProSe direct link modification with the same target UE to add the same ProSe application, or to add or modify the same PC5 QoS flow(s) at least for a time period T.

NOTE:
The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #b "required service not allowed" or when the UE receives PC5 signalling protocol cause value #a "lack of resources for 5G ProSe direct link" or when the UE receives PC5 signalling protocol cause value #c "security policy not aligned". The length of time period T is not less than 30 minutes.

* * * Next Change * * * *

7.2.4.4
5G ProSe direct link identifier update procedure acknowledged by the initiating UE

Upon receipt of the PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message, the initiating UE shall stop timer T5082 and respond with a PROSE DIRECT LINK IDENTIFIER UPDATE ACK message. In this message, the initiating UE:

a)
shall include the target UE's new layer-2 ID;

b)
shall include the target UE's new LSB of KNRP-sess ID;
c)
shall include the target UE's new application layer ID, if received; and

d)
shall include the target UE's new IP address/prefix, if received.

Editor's note:
Detail of security related content in b) is FFS and will be determined by SA3 WG.
After the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID for 5G ProSe direct communication and the target UE's old layer-2 ID for 5G ProSe direct communication and shall stop timer T5091 if running and start a timer T5091 as configured if at least one of ProSe identifiers for the 5G ProSe direct link satisfying the privacy requirements as specified in clause 5.2.4.

Upon sending the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message, the initiating UE shall update the associated 5G ProSe direct link context with the new identifiers and pass the new layer-2 IDs (i.e. initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE's new layer-2 ID for 5G ProSe direct communication) along with the PC5 link identifier down to the lower layer. Then the initiating UE shall use the new layer-2 IDs (i.e. initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE’s new layer-2 ID for 5G ProSe direct communication) to transmit the PC5 signalling message and PC5 user plane data.
The initiating UE shall continue to receive traffic with the old layer-2 IDs (i.e. initiating UE's old layer-2 ID for 5G ProSe direct communication and target UE's old layer-2 ID for 5G ProSe direct communication) from the target UE until it receives traffic with the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID) from the target UE.

* * * Next Change * * * *

7.2.4.5
5G ProSe direct link identifier update procedure completion by the target UE

Upon receipt of the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message, the target UE shall update the associated 5G ProSe direct link context with the new identifiers, pass the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID) down to the lower layer, stop timer T5083 and timer T5091 if running and start a timer T5091 as configured if at least one of ProSe identifiers for the 5G ProSe direct link satisfying the privacy requirements as specified in clause 5.2.4. Then the target UE shall use the new layer-2 IDs (i.e. initiating UE's new layer-2 ID for 5G ProSe direct communication and target UE's new layer-2 ID for 5G ProSe direct communication) to transmit the PC5 signalling message and PC5 user plane data.

* * * Next Change * * * *

7.2.7
PC5 QoS flow establishment over 5G ProSe direct link

In order to establish a PC5 QoS flow establishment over 5G ProSe direct link, the UE shall derive the PC5 QoS parameters based on the ProSe application requirements provided by the upper layers (if available) and the ProSe identifier(s) according to the PC5 QoS mapping rules defined in clause 5.2.4. The UE shall create the PC5 QoS flow(s) based on the derived PC5 QoS parameters. For each PC5 QoS flow to be created, the UE shall perform the following operations:

Editor's note:
It is FFS which filter combination the ProSe Packet Filter Set is based on, e.g. Source/Destination layer-2 ID, ProSe application ID, etc, hence the usage of packet filters in this clause is subject to change.

Editor's note:
How packet filters are used for Ethernet packets is FFS.

a)
self-assign a PQFI;

b)
create a PC5 QoS flow context, which contains:

1)
the PQFI;

2)
the ProSe identifier(s); and

3)
the derived PC5 QoS parameters;

c)
create a new PC5 QoS rule which contains:

1)
a PC5 QoS rule identifier;

2)
the PQFI;

3)
a set of packet filters; and

4)
a precedence value; and

d)
pass the following parameters to the lower layers:

1)
the PQFI;

2)
the PC5 QoS parameters;

3)
the PC5 link identifier; and

4)
optionally, the source and destination layer-2 IDs.
Two types of packet filters are supported for ProSe direct communication over PC5, i.e. the ProSe IP packet filter set and the ProSe packet filter set. A PC5 QoS Rule contains either the ProSe IP packet filter set or the ProSe packet filter set.

The ProSe IP packet filter set is defined as content of the packet filter contents field specified in 3GPP TS 24.501 [11] figure 9.11.4.13.4 and table 9.11.4.13.1.

The ProSe packet filter set shall support packet filters based on at least any combination of:

a)
ProSe identifier;

b)
the source layer-2 ID and the destination layer-2 ID; and

c)
application layer ID (e.g. Station ID).

* * * Next Change * * * *

7.2.8
PC5 QoS flow match over 5G ProSe direct link

When service data or request from the upper layers is received, the UE determines if there is any existing PC5 QoS flow(s) matching the service data or request, i.e. based on the PC5 QoS rules for the existing PC5 QoS flow(s).

If there is no PC5 QoS rules for the existing PC5 QoS flow(s) matching the service data or request, the UE shall derive the PC5 QoS parameters based on the ProSe application requirements provided by the upper layers (if available) and the ProSe identifier(s) according to the PC5 QoS mapping rules defined in clause 5.2.4 and shall perform the following:

a)
if there is no existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall create a new PC5 QoS flow as specified in clause 7.2.7;

b)
if there is an existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall update the PC5 packet filter set in the PC5 QoS rule of this PC5 QoS flow, e.g. add the new packet filter in the PC5 QoS rule of this existing PC5 QoS flow; and

c)
the UE shall use the new PC5 QoS flow created as described in bullet a) or the existing PC5 QoS flow with the updated PC5 QoS rules as described in bullet b) to perform the transmission of ProSe direct communication over PC5 as specified in clause 7.2.9.

If there is a PC5 QoS rule for the existing PC5 QoS flow matching the service data or request, the UE shall use this existing PC5 QoS flow to perform transmission of ProSe direct communication over PC5 as specified in clause 7.2.9.

* * * Next Change * * * *

7.2.9.1
Transmission

When receiving user data from upper layers to be sent over 5G ProSe direct link to a specific UE, the transmitting UE shall determine the 5G ProSe direct link context corresponding to the application layer ID, and then shall tag each outgoing protocol data unit with the following information before passing it to the lower layers for transmission:

a)
a layer-3 protocol data unit type (see 3GPP TS 38.323 [16]) set to:

1)
IP packet, if the ProSe message contains IP data; or

2)
non-IP packet, if the ProSe message contains Ethernet or Unstructured data unit types;

b)
the PC5 link identifier associated with the 5G ProSe direct link context;

c)
optionally, the source layer-2 ID set to the source layer-2 ID associated with the 5G ProSe direct link context;

d)
optionally, the destination layer-2 ID set to the destination layer-2 ID associated with the 5G ProSe direct link context; and

e)
the PQFI set to the value corresponding to the ProSe identifier and the optional ProSe application requirements according to the mapping rules specified in clause 5.2.4.

* * * Next Change * * * *

7.3.2.1.1
Broadcast mode 5G ProSe communication over PC5 triggered by upper layers
When the UE is requested by upper layers to send data unit(s) of a ProSe application identified by a ProSe identifier using 5G ProSe communication over PC5, the request from the upper layers includes:

a)
the data unit(s) of the ProSe application;

b)
the ProSe identifier of the ProSe application for the data unit(s);

c)
the type of data in the data unit(s) (i.e. IP or non-IP);

d)
optionally the communication mode which is set to broadcast mode; and

e)
optionally the 5G ProSe application requirements (e.g. priority requirement, reliability requirement, delay requirement).

Editor’s note: Details of whether specific parameters need to be set for the non-IP packet handling are FFS.

Upon a request from upper layers to send data unit(s) of a ProSe application identified by a ProSe identifier using 5G ProSe communication over PC5, if:

a)
the UE is configured with ProSe identifier to ProSe NR frequency mapping rules for 5G ProSe communication over PC5 as specified in clause 5.2.4; and

b)
there are one or more ProSe NR frequencies associated with the ProSe identifier of the ProSe application for the data unit(s) in the current geographical area,

then the UE passes the one or more ProSe NR frequencies associated with the ProSe identifier of the ProSe application and the communication mode which is set to broadcast mode for the data unit(s) to the lower layers.

Then, if any of the following conditions are met:

a)
the following conditions are met:

1)
the UE is served by NG-RAN for 5G ProSe communication;

2)
the UE intends to use the radio resources (i.e. carrier frequency) provided by a serving cell;

3)
the registered PLMN is in the list of PLMNs in which the UE is authorized to use 5G ProSe communication over PC5 when the UE is served by NG-RAN for 5G ProSe communication over PC5 as specified in clause 5.2.4; and

4)
the ProSe identifier of the ProSe application is included in the list of ProSe applications authorized for 5G ProSe communication over PC5 as specified in clause 5.2.4 or the UE is configured with a default destination layer-2 ID for 5G ProSe communication over PC5 as specified in clause 5.2.4; or

b)
the following conditions are met:

1)
the UE is:

i)
not served by NG-RAN for 5G ProSe communication over PC5;

ii)
in limited service state as specified in 3GPP TS 23.122 [14], if the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; or

iii)
in limited service state as specified in 3GPP TS 23.122 [14] for reasons other than A), B) or C) above, and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2.4;

2)
the UE is authorized to use 5G ProSe communication over PC5 when the UE is not served by NG-RAN for 5G ProSe communication as specified in clause 5.2.4; and

3)
the ProSe identifier of the ProSe application is included in the list of ProSe applications authorized for 5G ProSe communication over PC5 as specified in clause 5.2.4 or the UE is configured with a default destination layer-2 ID for 5G ProSe communication over PC5 as specified in clause 5.2.4;

then the UE shall proceed as specified in clause 7.3.2.1.2, else the UE shall not perform transmission of 5G ProSe communication over PC5.
* * * Next Change * * * *

7.3.2.1.2
PC5 QoS flow match and establishment
In order to determine if any existing PC5 QoS flow matches the request from upper layers, UE shall proceed as follows:

a)
according to the PC5 QoS mapping rules specified in clause 5.2.4, the UE shall use the PC5 QoS parameters corresponding to the ProSe identifier and optionally 5G ProSe application requirements;

b)
according to the ProSe identifier to destination layer-2 ID for broadcast mapping rules specified in clause 5.2.4, the UE shall use the destination layer-2 ID corresponding to the ProSe identifier;

c)
if there is no existing context for the destination layer-2 ID, then:

1)
build a new context for the destination layer-2 ID;
2)
self-assign a new source layer-2 ID; and

3)
pass the source layer-2 ID and the destination layer-2 ID to lower layers.

d)
if in the context for the destination layer-2 ID, there is no PC5 QoS rule for the existing PC5 QoS flow(s) matching the service data or request, the UE shall derive the PC5 QoS parameters based on the 5G ProSe application requirements provided by the upper layers (if available) and the ProSe identifier according to the PC5 QoS mapping rules defined in clause 5.2.4 and shall perform the following:
1)
if there is no existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall create a new PC5 QoS flow by performing the following operations:

i)
self-assign a new PQFI;

ii)
create a new PC5 QoS flow context which contains:

A)
the PQFI;

B)
the ProSe identifier(s); and

C)
the derived PC5 QoS parameters;

iii)
create a new PC5 QoS rule which contains:

A)
a PC5 QoS rule identifier;

B)
the PQFI;

C)
a set of packet filters; and

D)
a precedence value; and

iv)
pass the following parameters to the lower layers:

A)
the PQFI;

B)
the PC5 QoS parameters; and

C)
the source layer-2 ID and the destination layer-2 ID;

2)
if there is an existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall update the PC5 packet filter set in the PC5 QoS rule of this PC5 QoS flow, e.g. add the new packet filter in the PC5 QoS rule of this existing PC5 QoS flow; and

3)
the UE shall use the new PC5 QoS flow created as described in bullet 1) or the existing PC5 QoS flow with the updated PC5 QoS rules as described in bullet 2) to perform the transmission of 5G ProSe communication over PC5 as specified in clause 7.3.2.2; and

e)
if in the context for the destination layer-2 ID, there is a PC5 QoS rule for the existing PC5 QoS flow matching the service data or request, the UE shall use this existing PC5 QoS flow to perform transmission of 5G ProSe communication over PC5 as specified in clause 7.3.2.2.

Two types of packet filters are supported for 5G ProSe communication over PC5, i.e. the IP packet filter set and the 5G ProSe packet filter set. A PC5 QoS Rule contains either the IP packet filter set or the 5G ProSe packet filter set.

The IP packet filter set is defined as content of the packet filter contents field specified in 3GPP TS 24.501 [11] figure 9.11.4.13.4 and table 9.11.4.13.1.

The 5G ProSe packet filter set shall support packet filters based on at least any combination of:

a)
ProSe identifier;

b)
the source layer-2 ID and the destination layer-2 ID; and

c)
application layer ID;

Editor's note:
It is FFS which filter combination the ProSe Packet Filter Set is based on, e.g. Source/Destination Layer-2 ID, ProSe application ID, etc.

* * * Next Change * * * *

7.3.2.2
Transmission

The UE shall include the data unit(s) in a protocol data unit with the following parameters:

a)
a layer-3 protocol data unit type (see 3GPP TS 38.323 [16]) set to:

1)
IP packet, if the data unit(s) contains IP data; or

2)
non-IP packet, if the data unit(s) contains non-IP data;

b)
the source layer-2 ID set to the layer-2 ID self-assigned by the UE for 5G ProSe communication over PC5;

c)
the destination layer-2 ID set to:

1)
the destination layer-2 ID associated with the ProSe identifier of the ProSe application in this list of ProSe applications authorized for 5G ProSe communication over PC5 as specified in clause 5.2.4, if the ProSe identifier of the ProSe application is included in the list of ProSe applications authorized for 5G ProSe communication over PC5 as specified in clause 5.2.4; or

2)
the default destination layer-2 ID configured to the UE for 5G ProSe communication over PC5 as specified in clause 5.2.4, if the ProSe identifier of the ProSe application is not included in the list of ProSe applications authorized for 5G ProSe communication over PC5 and the UE is configured with a default destination layer-2 ID for 5G ProSe communication over PC5;

d)
if the data unit(s) contains IP data, the source IP address set to the source IP address self-assigned by the UE for 5G ProSe communication over PC5; and

e)
the PQFI set to the value corresponding to the PC5 QoS rules as specified in clause 7.3.2.1,

Editor’s note: Details of whether specific parameters need to be set for the non-IP packet handling are FFS.
then UE shall request radio resources for 5G ProSe communication over PC5 as specified in 3GPP TS 38.300 [21], and pass the data unit(s) on the PC5 QoS Flow identified by the PQFI to lower layers for transmission. The PC5 QoS Rules corresponding to the PQFIs map the data unit(s) with the same ProSe identifier and with the same PC5 QoS parameters to the same PC5 QoS Flow, and apply PQFI to the data unit(s);

If the UE is camped on a serving cell indicating that 5G ProSe communication over PC5 is supported by the network, but not broadcasting any carrier frequencies and radio resources for 5G ProSe communication over PC5 as specified in 3GPP TS 38.331 [13], the UE shall request radio resources for 5G ProSe communication over PC5 as specified in 3GPP TS 24.501 [11].
* * * Next Change * * * *

7.3.2.4
Privacy of 5G ProSe transmission over PC5

Upon initiating transmission of 5G ProSe communication over PC5, if:

a)
the ProSe identifier of a ProSe application requesting transmission of 5G ProSe communication over PC5 is in the list of of ProSe applications which require privacy for 5G ProSe communication over PC5 as specified in clause 5.2.4; and

b)
the UE is located in a geographical area in which this ProSe application requires privacy for 5G ProSe communication over PC5 as specified in clause 5.2.4, or the UE is not provisioned any geographical areas in which this ProSe applications requires privacy for 5G ProSe communication over PC5,

then the UE shall proceed as follows:

a)
if timer T5100 is not running, start timer T5aaa and set its timer value as the privacy timer value as specified in clause 5.2.4;

b)
upon:

1)
getting an indication from upper layers that the application layer identifier has been changed; or

2)
timer T5100 expiry,


then:

1)
change the value of the source layer-2 ID self-assigned by the UE for the 5G ProSe communication over PC5;

2)
if the data unit(s) contains IP data, change the value of the source IP address self-assigned by the UE for 5G ProSe communication over PC5; 

3)
provide an indication to upper layers that the source layer-2 ID, or the source IP address, or both the source layer-2 ID and the source IP address are changed;
4)
pass the changed source layer-2 ID and destination layer-2 ID, along with the corresponding PQFI down to the lower layer;
5)
restart timer T5100; and

6)
upon stopping transmission of the 5G ProSe communication over PC5, stop timer T5100.

* * * Next Change * * * *

7.4.2.1.1
Initiation of forming a group 

Before the UE is requested by upper layers to send data unit(s) of a ProSe application identified by a ProSe identifier using 5G ProSe communication over PC5, for the users sharing the same application layer group ID as configured in clause 5.2.4 may perform a group member discovery procedure as specified in clause 6.2.15. 

When the group is formed, the following information may be exchanged within the group members included in the application layer discovery message:

a)
group size; and 

b)
member ID.
Editor's note:
Whether to transmit the application layer discovery messages as metadata in a PC5 direct discovery message or as user traffic depends on the size of the PC5 direct discovery message. The size of the PC5 direct discovery message or no size limit will be determined by RAN WG.

* * * Next Change * * * *

7.4.2.1.2
Requirements for 5G ProSe direct communication over PC5
The requirements for groupcast mode 5G ProSe direct communication over PC5 is the same as described in clause 7.3.2.1.1, with the following additions:

a)
When the UE is requested by upper layers to send data unit(s) of a ProSe application identified by a ProSe identifier using 5G ProSe communication over PC5, the request from the upper layers includes:

1)
the application layer group ID;

2)
the group size and the member IDs;

3)
the range requirement; or

4)
the communication mode which is set to groupcast mode.

* * * Next Change * * * *

10.3.1.1
Message definition

This message is sent by a UE to another peer UE to establish a direct link. See table 10.3.1.1.1.

Message type:
PROSE DIRECT LINK ESTABLISHMENT REQUEST

Significance:
dual

Direction:

UE to peer UE

Table 10.3.1.1.1: PROSE DIRECT LINK ESTABLISHMENT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK ESTABLISHMENT REQUEST message identity
	ProSe PC5 signalling message type

11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number

11.3.2
	M
	V
	1

	
	ProSe identifiers
	ProSe identifier
11.3.3
	M
	LV
	5-253

	
	Source user info
	Application layer ID

11.3.4
	M
	LV
	3-253

	
	UE security capabilities
	UE security capabilities

11.3.11
	M
	LV
	3-9

	
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy

11.3.12
	M
	V
	1

	74
	Key establishment information container
	Key establishment information container

11.3.9
	O
	TLV-E
	4-n

	53
	Nonce_1
	Nonce

11.3.10
	O
	TV
	17

	54
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID

11.3.13
	O
	TV
	2

	28
	Target user info
	Application layer ID

11.3.4
	O
	TLV
	4-254

	52
	KNRP ID
	KNRP ID

11.3.14
	O
	TV
	5

	XY
	Relay service code
	Relay service code

11.3.26
	O
	TV
	4


* * * Next Change * * * *

11.3.3
ProSe identifier
The purpose of the ProSe identifier parameter is to carry the identifier of a ProSe application.

The ProSe identifier information element is coded as shown in figure 11.3.3.1 and table 11.3.3.1.

The ProSe identifier is a type 4 information element with a minimum length of 6 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	ProSe identifier IEI
	octet 1

	Length of ProSe identifier contents
	octet 2

	ProSe identifier 1
	octet 3

octet 6

	ProSe identifier 2
	octet 7*

octet 10*

	…
	octet 11*

octet 4n-2*

	ProSe identifier n
	octet 4n-1*

	
	octet 4n+2*


Figure 11.3.3.1: ProSe identifier information element
Table 11.3.3.1: ProSe identifier information element

	ProSe identifier:

The ProSe identifier field contains a binary coded ProSe identifier. The format of ProSe identifier is out of scope of this specification.




* * * Next Change * * * *

11.3.5
PC5 QoS flow descriptions

The purpose of the PC5 QoS flow descriptions information element is to indicate a set of PC5 QoS flow descriptions to be used by the UE over the direct link, where each PC5 QoS flow description is a set of parameters as described in clause 5.7 of 3GPP TS 23.304 [2].

The PC5 QoS flow descriptions is a type 6 information element with a minimum length of 6 octets. The maximum length for the information element is 65538 octets.

The PC5 QoS flow descriptions information element is coded as shown in figure 11.3.5.1, figure 11.3.5.2, figure 11.3.5.3, figure 11.3.5.4, and table 11.3.5.1.

	8
	7
	6
	5
	4
	3
	2
	1
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Figure 11.3.5.1: PC5 QoS flow descriptions information element
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Figure 11.3.5.2: PC5 QoS flow description 
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Table 11.3.5.1: PC5 QoS flow descriptions information element

	PC5 QoS flow identifier (PQFI) (bits 6 to 1 of octet 4)

PQFI field contains the PC5 QoS flow identifier.

Bits

6 5 4 3 2 1

0 0 0 0 0 1
PQFI 1


to

1 1 1 1 1 1
PQFI 63

The UE shall not set the PQFI value to 0.



	Operation code (bits 8 to 6 of octet 5)

Bits

8 7 6

0 0 1
Create new PC5 QoS flow description

0 1 0
Delete existing PC5 QoS flow description

0 1 1
Modify existing PC5 QoS flow description

All other values are reserved.



	E bit (bit 7 of octet 6)

For the "create new PC5 QoS flow description" operation, the E bit is encoded as follows:

Bit
7

0
reserved

1
parameters list is included

For the "Delete existing PC5 QoS flow description" operation, the E bit is encoded as follows:

Bit
7

0
parameters list is not included

1
reserved

For the "modify existing PC5 QoS flow description" operation, the E bit is encoded as follows:

Bit
7

0
extension of previously provided parameters

1
replacement of all previously provided parameters

If the E bit is set to "parameters list is not included", the number of parameters field has zero value. If the E bit is set to "parameters list is included", the number of parameters field has non-zero value. If the E bit is set to "extension of previously provided parameters" or "replacement of all previously provided parameters", the number of parameters field has non-zero value. If the E bit is set to "extension of previously provided parameters" and one of the parameters in the new parameters list already exists in the previously provided parameters, the parameter shall be set to the new value.

Number of parameters (bits 6 to 1 of octet 6)

The number of parameters field contains the binary coding for the number of parameters in the parameters list field. The number of parameters field is encoded in bits 6 through 1 of octet 6 where bit 6 is the most significant and bit 1 is the least significant bit. 

Associated ProSe identifiers (octet 7 to k)

The associated ProSe identifiers field contains a variable number of ProSe identifiers associated with the PC5 QoS flow. Associated ProSe identifiers field is coded as the length and value part of ProSe identifier information element as specified in clause 11.3.3 starting with the second octet.

Parameters list (octets k+1 to u)

The parameters list contains a variable number of parameters.

Each parameter included in the parameters list is of variable length and consists of:

-
a parameter identifier (1 octet); 
-
the length of the parameter contents (1 octet); and
-
the parameter contents itself (variable amount of octets).

The parameter identifier field is used to identify each parameter included in the parameters list and it contains the hexadecimal coding of the parameter identifier. Bit 8 of the parameter identifier field contains the most significant bit and bit 1 contains the least significant bit. In this version of the protocol, the following parameter identifiers are specified:

-
01H (PQI);
-
02H (GFBR); (see NOTE)

-
03H (MFBR); (see NOTE)

-
04H (Averaging window) ;

-
05H (Resource type);

-
06H (Default priority level);

-
07H (Packet delay budget);

-
08H (Packet error rate);

-
09H (Default maximum data burst volume).

If the parameters list contains a parameter identifier that is not supported by the receiving entity the corresponding parameter shall be discarded.

The length of parameter contents field contains the binary coded representation of the length of the parameter contents field. The first bit in transmission order is the most significant bit.

When the parameter identifier indicates PQI, the parameter contents field contains the binary representation of PQI that is one octet in length.

PQI:
Bits

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0
Reserved

0 0 0 0 0 0 0 1

to



Spare

0 0 0 1 0 1 0 0
0 0 0 1 0 1 0 1
PQI 21
0 0 0 1 0 1 1 0
PQI 22
0 0 0 1 0 1 1 1
PQI 23
0 0 0 1 1 0 0 0 
PQI 24

0 0 0 1 1 0 0 1 
PQI 25

0 0 0 1 1 0 1 0 
PQI 26

0 0 0 1 1 0 1 1


to



Spare
0 0 1 1 0 1 1 0
0 0 1 1 0 1 1 1
PQI 55

0 0 1 1 1 0 0 0
PQI 56

0 0 1 1 1 0 0 1
PQI 57

0 0 1 1 1 0 1 0
PQI 58
0 0 1 1 1 0 1 1
PQI 59

0 0 1 1 1 1 0 0 
PQI 60

0 0 1 1 1 1 0 1 
PQI 61

0 0 1 1 1 1 1 0


to



Spare

0 1 0 1 1 0 0 1

0 1 0 1 1 0 1 0
PQI 90

0 1 0 1 1 0 1 1
PQI 91

0 1 0 1 1 1 0 0 
PQI 92

0 1 0 1 1 1 0 1 
PQI 93
0 1 0 1 1 1 1 0

to



Spare

0 1 1 1 1 1 1 1

1 0 0 0 0 0 0 0


to



Operator-specific PQIs

1 1 1 1 1 1 1 0

1 1 1 1 1 1 1 1
Reserved

The UE shall consider all other values not explicitly defined in this version of the protocol as unsupported.

When the parameter identifier indicates "GFBR", the parameter contents field contains one octet indicating the unit of the guaranteed flow bit rate followed by two octets containing the value of the guaranteed flow bit rate.

Unit of the guaranteed flow bit rate (octet 1)
Bits

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0
value is not used

0 0 0 0 0 0 0 1
value is incremented in multiples of 1 Kbps

0 0 0 0 0 0 1 0
value is incremented in multiples of 4 Kbps

0 0 0 0 0 0 1 1
value is incremented in multiples of 16 Kbps

0 0 0 0 0 1 0 0
value is incremented in multiples of 64 Kbps

0 0 0 0 0 1 0 1
value is incremented in multiples of 256 Kbps

0 0 0 0 0 1 1 0
value is incremented in multiples of 1 Mbps

0 0 0 0 0 1 1 1
value is incremented in multiples of 4 Mbps

0 0 0 0 1 0 0 0
value is incremented in multiples of 16 Mbps

0 0 0 0 1 0 0 1
value is incremented in multiples of 64 Mbps

0 0 0 0 1 0 1 0
value is incremented in multiples of 256 Mbps

0 0 0 0 1 0 1 1
value is incremented in multiples of 1 Gbps

0 0 0 0 1 1 0 0
value is incremented in multiples of 4 Gbps

0 0 0 0 1 1 0 1
value is incremented in multiples of 16 Gbps

0 0 0 0 1 1 1 0
value is incremented in multiples of 64 Gbps

0 0 0 0 1 1 1 1
value is incremented in multiples of 256 Gbps

0 0 0 1 0 0 0 0
value is incremented in multiples of 1 Tbps

0 0 0 1 0 0 0 1
value is incremented in multiples of 4 Tbps

0 0 0 1 0 0 1 0
value is incremented in multiples of 16 Tbps

0 0 0 1 0 0 1 1
value is incremented in multiples of 64 Tbps

0 0 0 1 0 1 0 0
value is incremented in multiples of 256 Tbps

0 0 0 1 0 1 0 1
value is incremented in multiples of 1 Pbps

0 0 0 1 0 1 1 0
value is incremented in multiples of 4 Pbps

0 0 0 1 0 1 1 1
value is incremented in multiples of 16 Pbps

0 0 0 1 1 0 0 0
value is incremented in multiples of 64 Pbps

0 0 0 1 1 0 0 1
value is incremented in multiples of 256 Pbps

Other values shall be interpreted as multiples of 256 Pbps in this version of the protocol.

Value of the guaranteed flow bit rate (octets 2 and 3)

Octets 2 and 3 represent the binary coded value of the guaranteed flow bit rate in units defined by the unit of the guaranteed flow bit rate.

When the parameter identifier indicates "GFBR downlink", the parameter contents field contains one octet indicating the unit of the guaranteed flow bit rate for downlink followed by two octets containing the value of the guaranteed flow bit rate for downlink.

When the parameter identifier indicates "MFBR ", the parameter contents field contains the one octet indicating the unit of the maximum flow bit rate followed by two octets containing the value of maximum flow bit rate.

Unit of the maximum flow bit rate (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate.

Value of the maximum flow bit rate (octets 2 and 3)

Octets 2 and 3 represent the binary coded value of the maximum flow bit rate in units defined by the unit of the maximum flow bit rate.

When the parameter identifier indicates "averaging window", the parameter contents field contains the binary representation of the averaging window for both uplink and downlink in milliseconds and the parameter contents field is two octets in length.

	When the parameter identifier indicates "resource type", the parameter contents field contains the binary representation of the resource type that is one octet in length.

Resource type:
Bits

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0
Reserved

0 0 0 0 0 0 0 1
Non-GBR
0 0 0 0 0 0 1 0
GBR
0 0 0 0 0 0 1 1
Delay critical GBR
0 0 0 0 0 1 0 0

to



Spare
1 1 1 1 1 1 1 1
When the parameter identifier indicates "default priority level", the parameter contents field contains the binary representation of the default priority level that is one octet in length.

Default priority level:
Bits

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0
Reserved

0 0 0 0 0 0 0 1
1
0 0 0 0 0 0 1 0
2
0 0 0 0 0 0 1 1
3
0 0 0 0 0 1 0 0
4
0 0 0 0 0 1 0 1
5

0 0 0 0 0 1 1 0
6

0 0 0 0 0 1 1 1
7

0 0 0 0 1 0 0 0
8

0 0 0 0 1 0 0 1

to



Spare
1 1 1 1 1 1 1 1
When the parameter identifier indicates "packet delay budget", the parameter contents field contains the binary representation of the packet delay budget for both uplink and downlink in milliseconds and the parameter contents field is two octets in length.
When the parameter identifier indicates "packet error rate", the parameter contents field contains the binary representation of the power of 10-1 for both uplink and downlink and the parameter contents field is one octet in length.

When the parameter identifier indicates "default maximum data burst volume", the parameter contents field contains the binary representation of the default maximum data burst volume for both uplink and downlink in bytes and the parameter contents field is two octets in length.


	NOTE:
The GFBR and MFBR apply to both directions of the 5G ProSe direct link.


* * * End of Changes * * * *
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