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[bookmark: _Toc20155492][bookmark: _Toc27500647][bookmark: _Toc36048772][bookmark: _Toc45209535][bookmark: _Toc51860360][bookmark: _Toc83391860]4.4.2	Warning texts
The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.4.2-1.
Table 4.4.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcptt-warn-code SP mcptt-warn-text DQUOTE
mcptt-warn-code = DIGIT DIGIT DIGIT 
mcptt-warn-text = *( qdtext | quoted-pair )


Table 4.4.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in clause 4.4.1.
Table 4.4.2-2: Warning texts defined for the Warning header field
	Code
	Explanatory text
	Description

	100
	function not allowed due to <detailed reason>
	The function is not allowed to this user.
The <detailed reason> will be either "group definition", "access policy", "local policy", "user authorisation" or "pre-established session not supported", or can be a free text string.

	101
	service authorisation failed
	The service authorisation of the MCPTT ID against the IMPU failed at the MCPTT server.

	102
	too many simultaneous affiliations
	The MCPTT user already has N2 maximum number of simultaneous affiliations (see <MaxAffiliationsN2> element of user profile configuration document).

	103
	maximum simultaneous MCPTT group calls reached
	The number of maximum simultaneous MCPTT group calls supported for the MCPTT user has been exceeded.

	104
	isfocus not assigned
	A controlling MCPTT function has not been assigned to the MCPTT session.

	105
	subscription not allowed in a broadcast group call
	Subscription to the conference event package rejected during a group call initiated as a broadcast group call.

	106
	user not authorised to join chat group
	The MCPTT user is not authorised to join this chat group.

	107
	user not authorised to make private calls
	The MCPTT user is not authorised to make private calls.

	108
	user not authorised to make chat group calls
	The MCPTT user is not authorised to make chat group calls.

	109
	user not authorised to make prearranged group calls
	The MCPTT user is not authorised to make group calls to a prearranged group.

	110
	user declined the call invitation
	The MCPTT user declined to accept the call.

	111
	group call proceeded without all required group members
	The required members of the group did not respond within the acknowledged call time, but the call still went ahead.

	112
	group call abandoned due to required group members not part of the group session
	The group call was abandoned, as the required members of the group did not respond within the acknowledged call time.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCPTT server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCPTT group
	The group exists on the group management server but the requesting user is not part of this group.

	117
	the group identity indicated in the request is a prearranged group
	The group id that is indicated in the request is for a prearranged group, but did not match the request from the MCPTT user.

	118
	the group identity indicated in the request is a chat group
	The group id that is indicated in the request is for a chat group, but did not match the request from the MCPTT user.

	119
	user is not authorised to initiate the group call
	The MCPTT user identified by the MCPTT ID is not authorised to initiate the group call.

	120
	user is not affiliated to this group
	The MCPTT user is not affiliated to the group.

	121
	user is not authorised to join the group call
	The MCPTT user identified by the MCPTT ID is not authorised to join the group call.

	122
	too many participants
	The group call has reached its maximum number of participants.

	123
	MCPTT session already exists
	Inform the MCPTT user that the group call is currently ongoing. 

	124
	maximum number of private calls reached
	The maximum number of private calls allowed at the MCPTT server for the MCPTT user has been reached.

	125
	user not authorised to make private call with automatic commencement
	The MCPTT user is not authorised to make a private call with automatic commencement.

	126
	user not authorised to make private call with manual commencement
	The MCPTT user is not authorised to make a private call with manual commencement.

	127
	user not authorised to be called in private call
	The called MCPTT user is not allowed to be part of a private call.

	128
	isfocus already assigned
	The MCPTT server owning an MCPTT group received a SIP INVITE request destined to the MCPTT group from another MCPTT server already assigned as the controlling MCPTT function and the MCPTT server owning the MCPTT group does not support mutual aid or supports trusted mutual aid but does not authorise trusted mutual aid.

	136
	authentication of the MIKEY-SAKKE I_MESSAGE failed
	The MCPTT client's application of the procedures of 3GPP TS 33.180 [78] to authenticate the received I_MESSAGE fails. 

	137
	the indicated group call does not exist
	The participating MCPTT function cannot find an ongoing group session associated with the received MCPTT session identity.

	138
	subscription of conference events not allowed
	The controlling MCPTT function could not allow the MCPTT user to subscribe to the conference event package.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the public user identity with an MCPTT ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	143
	not authorised to force auto answer
	The calling user is not authorised to force auto answer on the called user.

	144
	user not authorised to call this particular user
	The calling user is not authorised to call this particular called user.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	146
	T-PF unable to determine the service settings for the called user
	The service settings have not been uploaded by the terminating client to the terminating participating server.

	147
	user is authorized to initiate a temporary group call
	The non-controlling MCPTT function has authorized a request from the controlling MCPTT function to authorize a user to initiate an temporary group session.

	148
	group is regrouped
	The group hosted by a non-controlling function is part of a temporary group session as the result of the group regroup function.

	149
	SIP-INFO request pending
	The MCPTT client needs to wait for a SIP-INFO request with specific content, before taking further action.

	150
	invalid combinations of data received in MIME body
	The MCPTT client included invalid combinations of data in the SIP request.

	151
	user not authorised to make a private call call-back request
	The MCPTT user is not authorised to make a private call call-back request.

	152
	user not authorised to make a private call call-back cancel request
	The MCPTT user is not authorised to make a private call call-back cancel request.

	153
	user not authorised to call any of the users requested in the first-to-answer call
	All users that were invited in the first-to-answer call cannot be involved in a private call with the inviting user.

	154
	user not authorised to make ambient listening call
	The MCPTT user is not authorised to make an ambient listening call.

	155
	user not authorised to change user's selected group
	The MCPTT user is not authorised to change the selected group of the targeted user.

	156
	user not authorised to originate a first-to-answer call
	The MCPTT user is not authorised to make a first-to-answer call.

	157
	user not authorised to request a remotely initiated group call
	The MCPTT user is not authorised to request a remotely initiated group call.

	158
	user not authorised to request a remotely initiated private call
	The MCPTT user is not authorised to request a remotely initiated private call.

	159
	user not authorised to be called by this originating user
	The called user is not authorised to receive a call by this originating user.

	160
	user not authorised to request creation of a regroup
	The user is not authorised to request creation of a regroup.

	161
	user not authorised to request removal of a regroup
	The user is not authorised to request removal of a regroup.

	162
	group call abandoned due to required group members not affiliated
	The group call was abandoned as the required number of affiliated group members is not met or some required members are not affiliated.

	163
	the group identity indicated in the request does not exist
	The server determines that the group identity indicates a user or group regroup based on a preconfigured group that does not exist.

	164
	maximum number of service authorizations reached
	The number of maximum simultaneous service authorizations for the MCPTT user has been reached.

	165
	group ID for regroup already in use
	The group ID proposed by the client for the user/group regroup based on a preconfigured group is already in use.

	166
	constituent group is in an emergency call state
	The proposed constituent group cannot be added to the temporary group because there is a call on the constituent group that is in an emergency state.

	167
	call is not allowed on the preconfigured group
	Calls are not allowed on this group that is administratively designated for preconfigured group use only.

	168
	alert is not allowed on the preconfigured group
	Alerts are not allowed on this group that is administratively designated for preconfigured group use only.

	169
	user is not authorised to remove regroup in an emergency state
	The MCPTT user is not authorised to remove a regroup that is in an in-progress emergency state.

	170
	user not authorised to make a private call transfer request
	The MCPTT user is not authorised to make a private call transfer request.

	171
	functional alias not allowed to call this particular functional alias
	The calling user is not authorised to call this particular functional alias by using this activated functional alias

	172
	functional alias not allowed to be called from this functional alias
	The called functional alias is not authorised to receive a call from the originating user using this particular Functional Alias

	173
	user not authorised to make a private call forwarding request
	The MCPTT user is not authorized to use MCPTT private call forwarding

	174
	maximum number of allowed forwardings exceeded
	The maximum number of allowed call forwardings has been exceeded

	175
	call is forwarded
	The MCPTT private call that is requested to be established is released, and a new MCPTT private call is originated to the target of the call forwarding

	abc
	maximum number of service authorizations for the user reached
	The number of maximum simultaneous service authorizations for the MCPTT user has been reached.



***** Next change *****
[bookmark: _Toc20155747][bookmark: _Toc27500902][bookmark: _Toc36049027][bookmark: _Toc45209790][bookmark: _Toc51860615][bookmark: _Toc83392123]7.3.2	SIP REGISTER request for service authorisation
The MCPTT server shall support obtaining service authorization specific information from the SIP REGISTER request sent from the MCPTT client and included in the body of a third-party SIP REGISTER request.
NOTE 1:	3GPP TS 24.229 [4] defines how based on initial filter criteria the SIP REGISTER request sent from the UE is included in the body of the third-party SIP REGISTER request.
Upon receiving a third party SIP REGISTER request with a message/sip MIME body containing the SIP REGISTER request sent from the MCPTT client containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element and an <mcptt-client-id> element within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client, the MCPTT server:
1)	shall identify the IMS public user identity from the third-party SIP REGISTER request;
2)	shall identify the MCPTT ID from the SIP REGISTER request sent from the MCPTT client and included in the message/sip MIME body of the third-party SIP REGISTER request by following the procedures in clause 7.3.1A;
x)	shall check if the number of maximum simultaneous authorizations supported for the MCPTT user as specified in the <user-max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCPTT user profile (see the MCPTT user profile configuration document in 3GPP TS 24.484 [50]) has been reached. If reached, the MCPTT server shall not continue with the rest of the steps in this clause;
2a)	shall check if the number of maximum simultaneous authorizations supported for the MCPTT user service as specified in the <max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCPTT service configuration document (see the service configuration document in 3GPP TS 24.484 [50]) has been reached. If reached, the MCPTT server shall not continue with the rest of the steps in this clause;
3)	shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.180 [78];
4)	if service authorization was successful, shall bind the MCPTT ID and the MCPTT ID to the IMS public user identity;
[bookmark: _Hlk79159588][bookmark: _Hlk80107733]4a)	if service authorization was successful and if the service authorization request was from an MCPTT user who is previously MCPTT service authorized on another MCPTT client (as determined by a comparison of the received MCPTT client ID with the MCPTT client ID of existing bindings), keep the current bindings and create a new binding between the MCPTT ID and the IMS public user identity;
NOTE 2:	The MCPTT server will store the binding MCPTT ID, MCPTT client ID, IMS public user identity and an identifier addressing the MCPTT server in an external database.
5)	if a Resource-Share header field with the value "supported" is contained in the "message/sip" MIME body of the third-party REGISTER request, shall bind the MCPTT ID and the MCPTT client ID to the identity of the MCPTT UE contained in the "+g.3gpp.registration-token" header field parameter in the Contact header field of the incoming third-party REGISTER request; and
[bookmark: _Hlk79159616]6)	if more than one binding exists for the MCPTT ID, shall include in the SIP 200 (OK) response an application/vnd.3gpp.mcptt-info+xml MIME body as specified in annex F.1 with an <multiple-devices-ind> element set to the value "true".

***** Next change *****

[bookmark: _Toc20155748][bookmark: _Toc27500903][bookmark: _Toc36049028][bookmark: _Toc45209791][bookmark: _Toc51860616][bookmark: _Toc83392124]7.3.3	SIP PUBLISH request for service authorisation and service settings
The MCPTT server shall support obtaining service authorization specific information from a SIP PUBLISH request for MCPTT server settings.
Upon receiving a SIP PUBLISH request containing:
1)	an Event header field set to the "poc-settings" value;
2)	an application/poc-settings+xml MIME body; and
3)	an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-access-token> element and an <mcptt-client-id> element;
the MCPTT server:
1)	shall identify the IMS public user identity from the P-Asserted-Identity header field;
2)	shall perform the procedures in clause 7.3.1A;
3)	if the procedures in clause 7.3.1A were not successful shall send a SIP 403 (Forbidden) response towards the MCPTT client with the warning text set to: "140 unable to decrypt XML content " in a Warning header field as specified in clause 4.4, and not continue with the rest of the steps in this clause;
y)	shall check if the number of maximum simultaneous authorizations supported for the MCPTT user as specified in the <user-max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCPTT user profile (see the MCPTT user profile configuration document in 3GPP TS 24.484 [50]) has been reached. If reached, the MCPTT server shall send a SIP 486 (Busy Here) response towards the MCPTT client with the warning text set to: "abc maximum number of service authorizations for the user reached" in a Warning header field as specified in clause 4.4, and shall not continue with the rest of the steps in this clause;
3a)	shall check if the number of maximum simultaneous authorizations supported for the MCPTT user service as specified in the <max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCPTT service configuration document (see the service configuration document in 3GPP TS 24.484 [50]) has been reached. If reached, the MCPTT server shall send a SIP 486 (Busy Here) response towards the MCPTT client with the warning text set to: "164 maximum number of service authorizations reached" in a Warning header field as specified in clause 4.4, and shall not continue with the rest of the steps in this clause;
4)	shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.180 [78];
5)	if service authorization was successful:
a)	shall bind the MCPTT ID and MCPTT client ID to the IMS public user identity;
b)	if the service authorization request was from an MCPTT user who is previously MCPTT service authorized on another MCPTT client (as determined by a comparison of the received MCPTT client ID with the MCPTT client ID of existing bindings), keep the current bindings and create a new binding between the MCPTT ID, MCPTT client ID and the IMS public user identity; and
c)	if a Resource-Share header field with the value "supported" was included in the "message/sip" MIME body of the third-party REGISTER request, shall bind the MCPTT ID to the identity of the MCPTT UE contained in the "+g.3gpp.registration-token" header field parameter in the Contact header field of the third-party REGISTER request that contained this IMS public user identity;
NOTE 1:	The MCPTT server will store the binding MCPTT ID, MCPTT client ID, IMS public user identity and an identifier addressing the MCPTT server in an external database.
6)	if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCPTT client with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in clause 4.4, and not continue with the rest of the steps in this clause;
7)	shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
8)	shall cache the received MCPTT service settings until the MCPTT service settings expiration timer expires;
9)	shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4] with:
a)	if more than one binding exists for the MCPTT ID, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in annex F.1 with a <multiple-devices-ind> element set to the value "true";
10)	shall use the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package as the current Answer-Mode Indication of the MCPTT client.
11)	shall download the MCPTT user profile from the MCPTT  user database as defined in 3GPP TS 29.283 [73] if not already stored at the MCPTT server and use the <selected-user-profile-index> element of the poc-settings event package if included to identify the active MCPTT user profile for the MCPTT client;
NOTE 2:	If the <selected-user-profile-index> element of the poc-settings event package is included then only that MCPTT user profile is needed to be downloaded from the MCPTT user database.
12)	if there is no <selected-user-profile-index> element included in the poc-settings event package then if multiple MCPTT user profiles are stored at the MCPTT server or downloaded for the MCPTT user from the MCPTT user database, shall determine the pre-selected MCPTT user profile to be used as the active MCPTT user profile by identifying the MCPTT user profile (see the MCPTT user profile document in 3GPP TS 24.484 [50]) in the collection of MCPTT user profiles that contains a <Pre-selected-indication> element; and
NOTE 3:	If only one MCPTT user profile is stored at the MCPTT server or only one MCPTT user profile is downloaded from the MCPTT user database, then by default this MCPTT user profile is the pre-selected MCPTT user profile.
13)	if an <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document with one or more <entry> elements containing an MCPTT group ID (see the MCPTT user profile document in 3GPP TS 24.484 [50]) for the served MCPTT ID, shall perform implicit affiliation as specified in clause 9.2.2.2.15


