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1. Introduction

C1-215090 (revision of 5017, C1-214523) gave as reason for change what is agreed in S2-2105032. But what is in S2-2105032 is essentially:-

i)
start an optional implementation specific timer when UE registers for Onboarding. ;

ii)
at expiry of this timer de-registers the UE

<snip> from S2-2105032

Based on ON-SNPN policies, the AMF may start an implementation specific timer once the UE has registered to the ON-SNPN for the purpose of onboarding. Expiry of this timer triggers the AMF to deregister the onboarding registered UE from the ON-SNPN. 

<snap>

However, what is proposed in C1-215090 has turned an optional NW implementation into a mandatory UE requirement that has to be supported even though a UE having completed onboarding would surely de-register itself so as to get onto the newly Onboarded NW asap. Thus the new reject cause is not going to used towards a compliant UE even though all UEs must implement, test, integrate and show conformance to such a solution.
In subsequent sections of this DP, we will provide more analysis and explanations why the proposed solution in C1-215090 of introducing a new reject cause is an overkill and it is not logical and not of much use. 
Furthermore, if the length of the NW optional timer is set too short – and there is no guidance given and none can be derived as to what is the proper or adequate length of that timer – the UE and the ON (Onboarding NW) will not get to complete onboarding before expiry of this implementation specific timer. A consequence of that will be that the UE will experience repeated failures to get onboarding completed thus making onboarding service unworkable.
2. Analysis and discussion
2.1
Is it logical that UE even stays on ON after onboarding is completed?
As is well documented, a UE when registered to a NW for onboarding, can only get onboarding services. No services other than onboarding is provided to that UE registered for onboarding and if UE attempts to request other services or resources for other use than onboarding, the NW will reject such requests. Given that, we see it as completely illogical that any UE will stay registered to the ON after onboarding is done.
In fact, if one is to understand the meaning and use of the onboarding feature/service, it is that vertical businesses can purchase wholesale number of UEs direct from mobile manufactures – as such these UEs have no proper credentials to get onto SNPNs to obtain services – and have to first register to some auxiliary NW that supports onboarding, i.e ON, for the sole purpose of getting the necessary credentials to be able to get onto the intended SNPN NW. Going by these simple facts of the onboarding feature/service, it  goes to reason that after onboarding the user/UE will as soon as possible, de-register itself and select onto the intended SNPN NW.
But the proponents of C1-215090 nevertheless argue that as S2-2105032 only requires that "Once remote provisioning of SO-SNPN credentials is completed, the UE should initiate deregistration from the ON-SNPN" and that 'should' makes it possible that a UE having completed onboarding does stay on the ON,  i.e the UE is compliant if it wishes to stay on registered to the ON after completion of onboarding even though it gets no other services.
Note:
CT1#130e agreed C1-213883, which has implemented the 'should, into 24.501, subclause 5.5.2.1, i.e 
If the UE is registered for onboarding services in SNPN, after completing the configuration of one or more entries of the "list of subscriber data", the UE should perform UE-initiated de-registration procedure.
Admittedly, there is a 'should' in stage 2, but in stage 3, as there is no justifiable reason and it is not logical, for the UE having completed onboarding to stay on the ON, CT1 would better off change the 'should' to a 'shall'. That would also nullify the argument that a compliant UE can stay on a NW registered for onboarding even after onboarding is completed but UE get no other services.
· Proposal:
Change the 'should' introduced by C1-213883 to 24.501 subclause 5.5.2.1 to a 'shall'. 
By changing to a 'shall' it would mean that only non-compliant UE registered to a NW for onboarding, will be the UE still hanging onto the registration upon completion of onboarding. As any logical UE registered to a NW for onboarding would by itself de-register upon completion of onboarding so as to take advantage of the newly onboarded NW credentials, this change will have no impact at all to logical UE implementations.
Note:
We accept that there can be malicious UEs or misbehaving UEs who stay registered to the ON even after completion of onboarding. The handling of such malicious or misbehaving UEs will be discussed In next sections of this DP
2.2
Implicit or explicit de-registration
To fulfil S2-2105032 requirements of " AMF to deregister the onboarding registered UE", C1-215090 proposes that the AMF does an explicit de-registration with a new reject cause. OPPO has argued that the use of implicit registration is sufficient and that introducing explicit de-registration add no value for the impacts it will bring. Consider the following:-
· While accepting that implicit de-registration can work, proponents of C1-215090 argue that implicit de-registration leave the UE and NW out-of-sync on its registration status. But:-

· implicit de-registration has already been in use for many generations of 3GPP systems and is particularly applied when NW is unaware of what the UE is up to – e.g  mobile reachable timer in NW expires and UE has loss coverage and could not perform periodic mobility update.
· a complaint – at least a logical – UE implementation would de-register from the ON after completion of onboarding. So if the NW did not get that UE de-registration, there would be a mis-sync on UE's registration status anyway

· It has been argued that if the UE is still in connected mode, then doing an implicit de-registration is wrong. However, if UE is in connected mode and user plane is still active for a UE registered for onboarding, that surely signifies that onboarding is still ongoing and that optional guard timer in the NW has been set wrong! 
On the other hand, if the UE is in connected mode but there is no activity over user plane, the procedures guarding lack of activity of UP would surely release the user plane. And if the UE is implicitly de-registered by the NW, then if that UE attempts to request for user plane resources it will be met with the NW responding with reject cause #10 (Implicitly de-registered). This NW action/reaction is already in our TSes and has worked well.

· Proponents of C1-215090 argued that explicit de-registration initiated by the NW is required as it is a clear NW command - and NW will get an UE explicit response for fear of 

<quote> "onboarding registered UEs from staying at the ON-SNPN indefinitely" <unquote> 
This argument is baffling when applied to UEs in IDLE mode, because then the NW initiated de-registration would only prolong the UE staying on the NW as the NW need to page the UE, get UE into connected mode and then initiate explicit de-registration.
Besides, no UE in IDLE can stay registered to a NW indefinitely. Sooner or later the UE will have to do a periodic registration or the NW's mobile reachable timer or implicit detach timer or both would ensure no UE will stay indefinitely registered.

· Another argument that explicit de-registration is needed is that for malicious UE who keep themselves registered for onboarding, an explicit de-registration will then be clear command to the UE that the UE has to de-register and then the NW can clear out the UE's context. But if a UE registered for onboarding is maliciously staying registered to that NW after completion of onboard, what is there to say that that malicious UE will obey the NW's command to de-register? 
If the NW explicitly tell the UE to de-register and the malicious UE refuse to obey, will the NW still keep that UE's context or will the NW just clears out the UE's context if UE did not respond to the request to de-register ? i.e same as implicitly de-registering the UE.

Note:
In TS 24.501 it is written, if NW does not receive DEREGISTRATION ACCEPT (from the UE) upon expiry of T3522, the NW will repeat the deregistration request and restart T3522. On fifth expiry of T3522, if NW still has not received DEREGISTRATION ACCEPT, the NW locally de-registers the UE – see TS 24.501, subclause 5.5.2.3.5, item a).
· Proposal:
As a compromise we suggest that when the optional NW timer expires,-
- if UE is in 5GMM_CONNECTED, NW sends a DEREGISTRATION REQUEST to the UE indicating "re-registration not required".
- if UE is in 5GMM_IDLE, NW performs a local de-registration;
2.3
A new reject cause to be used in conjunction with explicit de-registration

C1-215090 proposes to introduce a new reject cause ("Onboarding services terminated") to be used when the optional NW timer expires and AMF triggers the NW initiated de-registration towards the UE. Proponents of C1-215090 argues that a specific and explicit reject cause is needed :-

1. so that UE knows why the NW is asking UE to de-register and that UE ought not to be " staying at the ON-SNPN indefinitely "

2. so that UE if registered for onboarding but has not completed onboarding can know that it re-attempt registration for onboarding.
As OPPO have explained before and during CT1#131e, the many flaws with introducing a new reject cause – which the proponents of C1-215090 have still fail to address - are:-
· compliant UEs - and any logical UE implementation even if CT1 does not change the 'should' to a 'shall' in 24.501 subclause 5.5.2.1, see above – will de-register itself after completion of onboarding. Especially so as upon completing onboarding, the user would want to make use of the recently onboarded SNPN credentials. So these compliant UEs will never ever even receive this new reject cause except if NW optional timer is mis-configured;
· a compliant UE or a logical implementation, will only see such a reject cause if the network timer is mis-configured. Then the compliant UE is force to de-register before completion of onboarding, just too repeat the registration for onboarding for it to yet fail to complete onboarding;

· as the NW based guard timer is optional; and given there is no proper guidance on setting the duration of this timer; plus misconfigurations will only lead to UE repeating registration for onboarding and repeatedly fail to complete onboarding, there is a high probability that operators will likely not apply such an optional guard timer, especially given that a compliant and logical UE implementation will de-register automatically upon completion of onboarding.

Note:
the NW still have mobile reachable timer and implicit detach timer to ensure 


UE do not stay in NW "indefinitely"
· even if a compliant UE misbehaves and stay on the NW it registered to for onboarding, that UE will not get any other services. And if that UE tries to get other services, the NW could return reject cause #10 following the proposal in previous sub-section of local de-registration.

What the above points demonstrate is that compliant UE will never get this reject cause except for mis-configured networks, but yet such UE will be left having to implement, test, integrate and proof conformance and support forever more a solution that is likely not be used or not useable.
· Proposal:
Do not introduce a new and specific reject cause to be use when optional implementation specific timer in AMF expires for UE registered for onboarding.
3. (compromise) way forward, alternative CR to C1-215090
Given the above discussion, OPPO has submitted C1-215679 taking in the above proposals for CT1's  considerations.
