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1. Abstract
This paper discusses how to provide UAS parameters when initiating UUAA-SM or C2 communication in EPS.
2. Discussion
2.1 Usage of PCO / ePCO IE in IP based PDN connection in WB-S1 mode
2.1.1 Baseline analysis
When a UE establishes an IP based PDN connection in WB-S1 mode, subclauses 6.6.1.1 specifies whether PCO or ePCO IE is used as follows:
------------------

If supported by the network and UE end-to-end for a PDN connection, protocol configuration options shall be exchanged via the extended protocol configuration options IE. Otherwise the protocol configuration options IE is used.

...
For the UE, the extended protocol configuration options is supported by the network and the UE end-to-end for a PDN connection if

...
-
the network has indicated support of the extended protocol configuration options IE in the last ATTACH ACCEPT or TRACKING AREA UPDATING ACCEPT message and the network has included the extended protocol configuration options IE in at least one EPS session management message received by the UE for this PDN connection.

...
------------------

Observation-1: TS 24.301 baseline enables the UE to provide the ePCO IE in an ESM message of an IP based PDN connection in WB-S1 mode only when:

(i) the network has indicated support of the ePCO IE in the last ATTACH ACCEPT or TRACKING AREA UPDATING ACCEPT message; and 


(ii) the network has included the ePCO IE in at least one ESM message received by the UE for this PDN connection.
The conditions for inclusion of PCO and ePCO IE in PDN CONNECTIVITY REQUEST and in ESM INFORMATION REQUEST are aligned:

------------------

8.3.14.3
Protocol configuration options
This IE is included in the message when, during the attach procedure, the UE wishes to transmit security protected (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, the UE is in WB-S1 mode and the PDN Type requested is different from Non-IP and Ethernet.

...
8.3.14.4
Extended protocol configuration options
...
This IE shall not be included if the Protocol configuration options IE is included in the message.

...

8.3.20.4
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, the UE is in WB-S1 mode and the PDN Type requested is different from Non-IP and Ethernet.

...
8.3.20.8
Extended protocol configuration options
...

This IE shall not be included if the Protocol configuration options IE is included in the message.

------------------

Observation-2: When the UE sends a PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE for an IP based PDN connection in WB-S1 mode during initial attach, (i) and (ii) above are not satisfied. Thus, the PCO IE has to be included and the ePCO IE cannot be included, according to TS 24.301 baseline.

Observation-3: When the UE sends a PDN CONNECTIVITY REQUEST for an IP based PDN connection in WB-S1 mode after initial attach, (ii) above is not satisfied. Thus, the PCO IE has to be included and the ePCO IE cannot be included, according to TS 24.301 baseline.
2.1.2 Discussion to proposal of other company as raised in Aug 2021 CT1 meeting
In the Aug 2021 CT1 meeting, a company suggested:

-
to mandate the MME to support ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription; and
-
to mandate the UE to provide ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE, of a PDN connection of an IP based PDN connection in WB-S1 mode for UAS services.

Such proposal would mandate PLMN operator to upgrade its MMEs for UAS (rather than upgrading solely P-GWs/SMFs for UAS), which is much bigger impact on the network.
It has been pointed out in Aug 2021 CT1 meeting that the MME is anyway impacted due to "The MME may determine the UE has an aerial subscription and selects the Default APN for connectivity with the USS". However:

1)
MME determination of aerial subscription is an existing functionality (see TS 23.401 v15.2.0 subclause 4.3.31)
2)
MME selection of the default APN is an existing functionality.

The fact that stage-2 does not expect MMEs being impacted by UAS services can be also seen in subclause 4.3 of TS 23.256 which lists all entities impacted by UAS services, where MME is not included.
Observation-4: Stage-2 does not require MME updates when UAS services are deployed.
Observation-5: Mandating MME to support the ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription as proposed by a company in Aug CT1 meeting implies that the operator has to upgrade its MMEs when UAS services are deployed. This is much bigger impact than upgrading P-GWs/SMFs dedicated to UAS.
Even if MMEs are mandated to be updated as proposed by a company in Aug CT1 meeting, the MME serving the UE can be compliant to Rel-16 only or be compliant in Rel-17 but in network not supporting UAS services. Such MMEs will not support ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode, regardless when the UE has aerial subscription or not.

Thus, even if MMEs are mandated to be updated to support ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription as proposed by a company in Aug CT1 meeting, when the UE sends the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode for UAS services, the MME may happen not to support ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode and the UE is not informed whether the MME supports this functionality.

Furthermore, even if informing the UE whether the MME supports this functionality is specified, such information would be provided in ATTACH ACCEPT, so when the UE sends the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE during intial registration, the UE would still not know whether the MME supports this functionality.

Observation-6: Even if MMEs are mandated to support the ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription as proposed by a company in Aug CT1 meeting, when the UE sends PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode for UAS services during attach procedure, the UE cannot know whether the MME supports the ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode.
If the UE happens to be served by an MME which does NOT support ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode, and the UE provides ePCO IE in the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode for UAS services, then the MME will consider ePCO IE as an unexpected IE, ignore it and not send it to the P-GW/SMF. As result, the P-GW/SMF will not get protocol configuration options from the UE.
Example of the information provided by the UE in the protocol configuration options which P-GW/SMF does not get: 3GPP PS data off UE status, use DHCPv4 for IPv4 address assignment, IPv4 Link MTU parameter, the PDU session ID, QoS rules with the length of two octets support indicator, the QoS flow descriptions with the length of two octets support indicator and DNS server security information indicator, service-level-AA container.
Since the protocol configuration options do not reach the P-GW/SMF, the P-GW/SMF supporting UAS services would reject the PDN connection unnecessarily.

Observation-7: If the UE is configured with correct APN for UAS services, and the UE provided the ePCO IE with protocol configuration options in PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE of an an IP based PDN connection in WB-S1 mode for UAS services during initial attach as proposed by a company in Aug CT1 meeting and the MME happens not to support the ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode, then the PDN connection is rejected unnecessarily.

Furthermore, if the UE is configured with incorrect APN for UAS services, the UE would provide ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode for UAS services for an APN which the network does not consider for UAS services. In such case, the MME supporting ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription might forward ePCO IE to a P-GW not supporting ePCO IE and then the P-GW would handle the PDN connection establishment without considering the protocol configuration options provided by the UE.

Observation-8: If the UE is configured with incorrect APN for UAS services, the UE provided the ePCO IE with the protocol configuration options in PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode for UAS services as proposed by a company in Aug CT1 meeting and the MME supporting the ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription forwarded the ePCO IE to a P-GW not supporting the ePCO IE, then the PDN connection establishment would be incorrectly handled without considering the protocol configuration options provided by the UE.

2.2 Usage of PCO parameters with length of two octets

2.2.1 Baseline analysis

TS 24.008 enables use of a PCO parameter with length of two octets only if the receiving entity has earlier indicated support of the particular PCO parameter with length of two octets. Support of a PCO parameter with length of two octets is indicated by a another PCO parameter (with length of one octet). Example:

----------

When the container identifier indicates QoS rules with the length of two octets support indicator, the container identifier contents field is empty and the length of container identifier contents indicates a length equal to zero. If the container identifier contents field is not empty, it shall be ignored. The length of container identifier contents field consists of one octet. This information indicates that the MS supports receiving QoS rules with the length of two octets.
...

When the container identifier indicates QoS rules with the length of two octets, the container identifier contents field contains the QoS rules for the QoS flow corresponding to the EPS bearer of the PDN connection if the MS has indicated the support of receiving QoS rules with the length of two octets. The QoS rules with the length of two octets is coded as the value part of QoS rules information element as specified in subclause 9.11.4.13 of 3GPP TS 24.501 [167]. The usage of the QoS rules is specified in 3GPP TS 24.501 [167]. See NOTE 2.

----------
This handling is necessary since if the receiver does not support the particular PCO parameter with length of two octets, the receiver considers it as a PCO parameter with length of one octets and decodes ePCO IE incorrectly.
Observation-9: TS 24.008 baseline enables providing a PCO parameter with length of two octets in the ePCO IE only if the receiving entity has previously indicated support of the particular PCO parameter. TS 24.008 states so since providing a PCO parameter with length of two octets in the ePCO IE to receiving entity not supporting the particular PCO parameter would result into incorrect decoding of the ePCO IE.

2.2.2 Discussion to proposal of other company as raised in Aug 2021 CT1 meeting
In the Aug 2021 CT1 meeting, a company suggested:

-
to mandate the P-GW supporting UAS services to support the service-level AA container with the length of two octets (or the C2 aviation container with the length of two octets); and

-
to mandate the UE to provide the service-level AA container with the length of two octets (or the C2 aviation container with the length of two octets) in ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE, of a PDN connection for UAS services.

However, if the UE is configured with incorrect APN for UAS services, the UE would provide the service-level AA container with the length of two octets (or the C2 aviation container with the length of two octets) in ePCO IE of PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE for APN which the network does not consider for UAS services. In such case, the MME supporting ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription would forward ePCO IE to a P-GW not supporting UAS services and if the P-GW not supporting UAS services supports the ePCO IE, then the P-GW would decode ePCO IE incorrectly.
Observation-10: If the UE is configured with incorrect APN for UAS services, the UE provided ePCO IE containing the service-level AA container with the length of two octets (or the C2 aviation container with the length of two octets) in PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE as proposed by a company in Aug CT1 meeting and the MME supporting the ePCO IE in PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE of an IP based PDN connection in WB-S1 mode when the UE has aerial subscription forwarded the ePCO IE to a P-GW not supporting UAS services but supporting the ePCO IE, then the P-GW will decode the ePCO IE incorrectly. As result the PDN connection would either be rejected or be established incorrectly with incorrectly decoded protocol configuration options.

3. Proposal

When a UE establishes an IP based PDN connection in WB-S1 mode, it is proposed:

Proposal-1)
to keep the existing 24.301 logic of using the PCO / ePCO IE and the existing 24.008 logic of using the PCO parameters with length of two octets.
Proposal-2)
if the parameters for UAS services fit into service-level-AA container (with length of one octet), the UE includes the parameters in the service-level-AA container (with length of one octet) in the PCO IE of PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE.
Proposal-3)
if the parameters for UAS services do not fit into service-level-AA container (with length of one octet):

-
the UE indicates that parameters for UAS services are too big to the P-GW/SMF in the PCO IE of PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE;

-
based on the parameters for UAS services are too big indication, the P-GW/SMF requests the UE to provide the UAS parameters in the ePCO IE Of ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST; and

-
based on the requests to provide the UAS parameters, the UE considers UUAA-SM as pending and provides the UAS parameters in service-level-AA container with length of two octets in ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT.

Proposal-4)
in order to enable usage of service-level-AA container with length of two octets in the ePCO, sending of any PCO parameter above indicates that the sending entity also supports receiving the service-level-AA container with length of two octets.
