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The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.9.2-1.
Table 4.9.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcdata-warn-code SP mcdata-warn-text DQUOTE
mcdata-warn-code = DIGIT DIGIT DIGIT 
mcdata-warn-text = *( qdtext | quoted-pair )


Table 4. 9.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4.9.1.
Table 4.9.2-2: Warning texts defined for the Warning header field
	Code
	Explanatory text
	Description

	101
	service authorisation failed
	The service authorisation of the MCData ID against the IMPU failed at the MCData server.

	102
	too many simultaneous affiliations
	The MCData user already has N2 maximum number of simultaneous affiliations.

	104
	isfocus not assigned
	A controlling MCData function has not been assigned to the MCData session.

	110
	user declined the call invitation
	The MCData user declined to accept the call for the file distribuition.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCData server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCData group
	The group exists on the group management server but the requesting user is not part of this group.

	120
	user is not affiliated to this group
	The MCData user is not affiliated to the group.

	136 
	authentication of the MIKEY-SAKKE I_MESSAGE failed
	Security context establishment failed.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the public user identity with an MCData ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	148
	group is regrouped
	The group hosted by a non-controlling function is part of a temporary group session as the result of the group regroup function.

	149
	SIP-INFO request pending
	The MCData client needs to wait for a SIP-INFO request with specific content, before taking further action.

	150
	invalid combinations of data received in MIME body
	The MCData client included invalid combinations of data in the SIP request.

	160
	user not authorised to request creation of a regroup
	The user is not authorised to request creation of a regroup.

	161
	user not authorised to request removal of a regroup
	The user is not authorised to request removal of a regroup.

	162
	group call abandoned due to required group members not affiliated
	The group call was abandoned as the required number of affiliated group members is not met or some required members are not affiliated.

	163
	the group identity indicated in the request does not exist
	The server determines that the group identity indicates a user or group regroup based on a preconfigured group that does not exist.

	165
	group ID for regroup already in use
	The group ID proposed by the client for the user/group regroup based on a preconfigured group is already in use.

	167
	call is not allowed on the preconfigured group
	Calls are not allowed on this group that is administratively designated for preconfigured group use only.

	168
	alert is not allowed on the preconfigured group
	Alerts are not allowed on this group that is administratively designated for preconfigured group use only.

	198
	no users are affiliated to this group
	No users in the group are affiliated.

	199
	expected MIME bodies not in the request"
	The expected MIME bodies were not received in the SIP request.

	200
	user not authorised to transmit data
	The MCData user is not authorised to transmit data.

	201
	user not authorised to transmit data on this group identity
	The MCData user is not authorised to transmit data on the group identity included in the request.

	202
	user not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request

	203
	message too large to send over signalling control plane
	The MCData client sent data that is greater than the size that can be handled by the signalling control plane.

	204
	unable to determine targeted user for one-to-one SDS
	The MCData server is unable to determine the targeted user for one-to-one SDS.

	205
	unable to determine targeted user for one-to-one FD
	The MCData server is unable to determine the targeted user for one-to-one FD.

	206
	short data service not allowed for this group
	SDS is not allowed on the group indicated in the SDS request.

	207
	SDS services not supported for this group
	SDS services not supported for this group

	208
	user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for group MCData communications due to exceeding the maximum amount of data that can be sent in a single request.

	209
	one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message only must be present in FD request
	Only one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message must be present in FD request

	210
	Only one File URL must be present in the FD request
	Only one File URL must be present in the FD request.

	211
	payload for an FD request is not FILEURL
	The payload in the FD request did not contain a FILEURL

	212
	file referenced by file URL does not exist
	The MCData server was unable to locate the file referenced by the file URL.

	213
	file distribution not allowed for this group
	FD is not allowed on the group indicated in the FD request.

	214
	FD services not supported for this group
	FD services not supported for this group

	215
	request to transmit is queued by the server
	The MCData request was queued by the server for later transmission.

	216
	unable to correlate the disposition notification
	The MCData server was unable to correlate the disposition notification to a MCData message.

	217
	user not authorised for SDS communications on this group identity due to message size
	The size of the message exceeded the maximum data allowed for SDS communications on this group identity

	218
	user not authorised for one-to-one SDS communications due to message size
	The size of the message exceeded the maximum data allowed for one-to-one SDS communications.

	219
	user not authorised for FD communications on this group identity due to file size
	The size of the file exceeded the maximum data allowed for FD communications on this group identity

	220
	user not authorised for FD communications due to file size
	The size of the file exceeded the maximum data allowed for one-to-one FD communications.

	221
	user not authorised to initiate one-to-one SDS session
	The MCData user is not authorised to initiate a one-to-one SDS session.

	222
	user not authorised to initiate group SDS session on this group identity
	The MCData user is not authorised to initiate a SDS session on the group identity included in the request.

	223
	No Conversation ID or Message ID present
	Conversation ID and Message ID required to identify transmission

	224
	No Transmission available
	No transmission identified with given Conversation ID, Message Id and file URL

	225
	User not authorized to initiate pre-established session
	The MCData user is not authorised to initiate a pre-established MCData session.

	226
	function not allowed due to pre-established session not supported
	Pre-established session is not supported by MCData participating function

	227
	unable to determine targeted user for one-to-one IP Connectivity
	The MCData server is unable to determine the targeted user for one-to-one IP Connectivity.

	228
	maximum number of service authorizations reached
	The number of maximum simultaneous service authorizations for the MCData user has been reached.

	229
	one-to-one MCData communication not authorised to the targeted user
	The user is not authorised to initiate one-to-one MCData communication to this targeted user.

	230
	one-to-one MCData communication not authorised from this originating user
	The user is not authorised to receive one-to-one MCData communication from this originating user.

	231
	user deferred the call invitation
	The MCData user deferred the call invitation for the file distribuition.

	232
	communication is stored for later delivery
	The participating MCData function stores the communication for later delivery if the receiving MCData user is not available at the time of data delivery or the network is congested or the request is deferred by the MCData user. If the communication is for file distribution then the file content is also stored.

	abc
	maximum number of service authorizations for the user reached
	The number of maximum simultaneous service authorizations for the user has been reached.
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7.3.2	SIP REGISTER request for service authorisation
The MCData server shall support obtaining service authorization specific information from the SIP REGISTER request sent from the MCData client and included in the body of a third-party SIP REGISTER request.
NOTE 1:	3GPP TS 24.229 [5] defines how based on initial filter criteria the SIP REGISTER request sent from the UE is included in the body of the third-party SIP REGISTER request.
Upon receiving a third party SIP REGISTER request with a message/sip MIME body containing the SIP REGISTER request sent from the MCData client containing an application/vnd.3gpp.mcdata-info+xml MIME body with an <mcdata-access-token> element and an <mcdata-client-id> element within a message/sip MIME body of the SIP REGISTER request sent from the MCData client, the MCData server:
1)	shall identify the IMS public user identity from the third-party SIP REGISTER request;
2)	shall identify the MCData ID from the SIP REGISTER request sent from the MCData client and included in the message/sip MIME body of the third-party SIP REGISTER request by following the procedures in subclause 7.3.1A;
x)	shall check if the number of maximum simultaneous authorizations supported for the MCData user as specified in the <user-max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCData user profile (see the user profile configuration document in 3GPP TS 24.484 [12]) has been reached. If reached, the MCData server shall not continue with the rest of the steps in this clause;
2A)	shall check if the number of maximum simultaneous authorizations supported for the MCData user service as specified in the <max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCData service configuration document (see the service configuration document in 3GPP TS 24.484 [12]) has been reached. If reached, the MCData server shall not continue with the rest of the steps in this clause;
3)	shall perform service authorization for the identified MCData ID as described in 3GPP TS 33.180 [26];
4)	if service authorization was successful, shall bind the MCData ID and the MCData client ID to the IMS public user identity;
[bookmark: _Hlk78880229][bookmark: _Hlk80100730]4a)	if service authorization was successful and if the service authorization request was from an MCData user who is previously MCData service authorized on another MCData client (as determined by a comparison of the received MCData client ID with the MCData client ID of existing bindings), keep the current bindings and create a new binding between the MCData ID, the MCData client ID and the IMS public user identity;
NOTE 2:	The MCData server will store the binding MCData ID, MCData client ID, IMS public user identity and an identifier addressing the MCData server in an external database.
[bookmark: _Toc20215524][bookmark: _Toc27495991][bookmark: _Toc36107731][bookmark: _Toc44598482][bookmark: _Toc44602337][bookmark: _Toc45197514][bookmark: _Toc45695547][bookmark: _Toc51851003]5)	if a Resource-Share header field with the value "supported" is contained in the "message/sip" MIME body of the third-party REGISTER request, shall bind the MCData ID and the MCData client ID to the identity of the MCData UE identified by the "+g.3gpp.registration-token" header field parameter in the Contact header field of the incoming third-party REGISTER request; and
6)	if more than one binding exists for the MCData ID, shall include in the SIP 200 (OK) response an application/vnd.3gpp.mcdata-info+xml MIME body as specified in annex D.1 with a <multiple-devices-ind> element set to the value "true".
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7.3.3	SIP PUBLISH request for service authorisation and service settings
The MCData server shall support obtaining service authorization specific information from a SIP PUBLISH request for MCData server settings.
Upon receiving a SIP PUBLISH request containing:
1)	an Event header field set to the "poc-settings" value;
2)	an application/poc-settings+xml MIME body; and
3)	an application/vnd.3gpp.mcdata-info+xml MIME body containing an <mcdata-access-token> element and an <mcdata-client-id> element;
the MCData server:
1)	shall identify the IMS public user identity from the P-Asserted-Identity header field;
2)	shall perform the procedures in subclause 7.3.1A;
3)	if the procedures in subclause 7.3.1A were not successful shall send a SIP 403 (Forbidden) response towards the MCData client with the warning text set to: "140 unable to decrypt XML content " in a Warning header field as specified in subclause 4.9, and not continue with the rest of the steps in this subclause;
3A)	shall check if the number of maximum simultaneous authorizations supported for the MCData user as specified in the <user-max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCData user profile (see the MCData user profile service configuration document in 3GPP TS 24.484 [12]) has been reached. If reached, the MCData server shall send a SIP 486 (Busy Here) response towards the MCData client with the warning text set to: "abc maximum number of service authorizations for the user reached" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps in this clause;
3A)	shall check if the number of maximum simultaneous authorizations supported for the MCData user service as specified in the <max-simultaneous-authorizations> element of the <anyExt> element contained in the <OnNetwork> element of the MCData service configuration document (see the service configuration document in 3GPP TS 24.484 [12]) has been reached. If reached, the MCData server shall send a SIP 486 (Busy Here) response towards the MCData client with the warning text set to: "228 maximum number of service authorizations reached" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps in this clause;
4)	shall perform service authorization for the identified MCData ID as described in 3GPP TS 33.180 [26];
5)	if service authorization was successful:
a)	shall bind the MCData ID and MCData client ID to the IMS public user identity;
[bookmark: _Hlk78880411][bookmark: _Hlk79156396][bookmark: _Hlk80100910]b)	if the service authorization request was from an MCData user who is previously MCData service authorized on another MCData client (as determined by a comparison of the received MCData client ID with the MCData client ID of existing bindings), keep the current bindings and create a new binding between the MCData ID, MCData client ID and the IMS public user identity; and
c)	if a Resource-Share header field with the value "supported" was included in the "message/sip" MIME body of the third-party REGISTER request, shall bind the MCData ID and MCData client ID to the identity of the MCData UE identified by the "+g.3gpp.registration-token" header field parameter in the Contact header field of the third-party REGISTER request that contained this IMS public user identity;
NOTE 1:	The MCData server will store the binding MCData ID, MCData client ID, IMS public user identity and an identifier addressing the MCData server in an external database.
6)	if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCData client with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.9, and not continue with the rest of the steps in this subclause;
7)	shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [34] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
8)	shall cache the received MCData service settings until the MCData service settings expiration timer expires;
9)	shall send a SIP 200 (OK) response according 3GPP TS 24.229 [5] with:
[bookmark: _Hlk78880484][bookmark: _Hlk78875656]a)	if more than one binding exists for the MCData ID, an application/vnd.3gpp.mcdata-info+xml MIME body as specified in annex D.1 with a <multiple-devices-ind> element set to the value "true";
10)	shall download the MCData user profile from the MCData user database as defined in 3GPP TS 29.283 [37] if not already stored at the MCData server and use the <selected-user-profile-index> element of the poc-settings event package if included to identify the active MCData user profile for the MCData client;
NOTE 2:	If the <selected-user-profile-index> element of the poc-settings event package is included then only that MCData user profile is needed to be downloaded from the MCData user database.
11)	if there is no <selected-user-profile-index> element included in the poc-settings event package then if multiple MCData user profiles are stored at the MCData server or downloaded for the MCData user from the MCData user database, shall determine the pre-selected MCData user profile to be used as the active MCData user profile by identifying the MCData user profile (see the MCData user profile document in 3GPP TS 24.484 [12]) in the collection of MCData user profiles that contains a <Pre-selected-indication> element; and
NOTE 3:	If only one MCData user profile is stored at the MCData server or only one MCData user profile is downloaded from the MCData user database, then by default this MCData user profile is the pre-selected MCData user profile.
12)	if an <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCData user profile document with one or more <entry> elements containing an MCData group ID (see the MCData user profile document in 3GPP TS 24.484 [12]) for the served MCData ID, shall perform implicit affiliation as specified in subclause 8.3.2.15.

