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	Reason for change:
	SA3 requested CT1 to check about feasibility to initiate security mode command after the primary authentication. CT1 shared response in C1-211518 indicating that AMF initiating a security mode control procedure as soon as possible after a successful primary authentication and key agreement procedure to take the new partial native 5G NAS security context into use is feasible. Based on CT1 response, SA3 shared LS S3-212291 with attachment S3-212290 suggesting the below change. 

SA3 response.
Based on the answer for CT1(S3-211375/C1-211518), SA3 has agreed the attached Rel-17 CR (S3-212290, CR#1138) to TS 33.501, to mandate the AMF to initiate a security mode control (SMC) procedure soon after a successful primary authentication and key agreement procedure to take the new partial native 5G NAS security context into use. Mandating the AMF to initiate a SMC procedure as soon as possible after a successful primary authentication is applicable only when using 5G AKA based authentication and not for EAP based authentication 

	
	

	Summary of change:
	AMF to initiate security mode command after 5G AKA authetication is successful
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	UE will not know if the authentication is successful or not. This will cause KAUSF keys mismatch between UE and network.
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***** First change *****
[bookmark: _Toc20232621][bookmark: _Toc27746714][bookmark: _Toc36212896][bookmark: _Toc36657073][bookmark: _Toc45286737][bookmark: _Toc51948006][bookmark: _Toc51949098][bookmark: _Toc76118901]5.4.1.3	5G AKA based primary authentication and key agreement procedure
[bookmark: _Toc20232622][bookmark: _Toc27746715][bookmark: _Toc36212897][bookmark: _Toc36657074][bookmark: _Toc45286738][bookmark: _Toc51948007][bookmark: _Toc51949099][bookmark: _Toc76118902]5.4.1.3.1	General
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF (see 3GPP TS 33.501 [24]). The cases when the 5G AKA based primary authentication and key agreement procedure is used are defined in 3GPP TS 33.501 [24].
The network initiates the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REQUEST message to the UE without the EAP message IE. The network shall include the ngKSI and the ABBA in AUTHENTICATION REQUEST message.
The 5G AKA based primary authentication and key agreement procedure is always initiated and controlled by the network. However, the UE can reject the 5G authentication challenge sent by the network.
The UE shall proceed with a 5G authentication challenge only if a USIM is present.
A partial native 5G NAS security context is established in the UE and the network when a 5G authentication is successfully performed. During a successful 5G AKA based primary authentication and key agreement procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute new keys KAUSF, KSEAF and KAMF. KAMF is stored in the 5G NAS security contexts (see 3GPP TS 33.501 [24]) of both the network and in the volatile memory of the ME while registered to the network, and is the root for the 5GS integrity protection and ciphering key hierarchy. When the 5G AKA based primary authentication and key agreement procedure completes successfully, the ME shall reset the SOR counter and the UE parameter update counter to zero, and store KAUSF, KSEAF, the SOR counter and the UE parameter update counter as specified in annex C.
Editor's note:	It is FFS how does the UE identify the successful completion of the 5G AKA based primary authentication and key agreement procedure.
NOTE 1:	Generation of the new KAUSF and the new KSEAF does not result into deletion of the valid KAUSF and the valid KSEAF, if any.
The 5G AKA based primary authentication and key agreement procedure is initiated by an AUTHENTICATION REQUEST message without the EAP message IE.
Upon successful completion of the 5G AKA primary authentication, the AMF shall initiate a security mode control procedure (see subclause 5.4.2) to take the new partial native 5G NAS security context into use.
NOTE 2:	The AMF shall immediately initiate a security mode control procedure (see subclause 5.4.2) after 5G AKA primary authentication is successful to avoid KAUSF key mismatch between the UE and the network.

***** Next change *****
[bookmark: _Toc76118909]5.4.2	Security mode control procedure
[bookmark: _Toc20232630][bookmark: _Toc27746723][bookmark: _Toc36212905][bookmark: _Toc36657082][bookmark: _Toc45286746][bookmark: _Toc51948015][bookmark: _Toc51949107][bookmark: _Toc76118910]5.4.2.1	General
The purpose of the NAS security mode control procedure is to take a 5G NAS security context into use, and initialise and start NAS signalling security between the UE and the AMF with the corresponding 5G NAS keys and 5G NAS security algorithms.
Furthermore, the network may also initiate the security mode control procedure in the following cases:
a)-	in order to change the 5G NAS security algorithms for a current 5G NAS security context already in use;
b)	in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24], subclause 6.9.4.4; and
c)	in order to provide the Selected EPS NAS security algorithms to the UE.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.501 [24], subclause 6.9.5.
If the security mode control procedure is initiated after successful 5G AKA based primary authentication and key agreement procedure and the security mode control procedure intends to bring into use the partial native 5G NAS security context created by the 5G AKA based primary authentication and key agreement procedure and the UE accept received security mode command (see subclause 5.4.2.3), the ME shall:
a)	delete the valid KAUSF and the valid KSEAF, if any; and
b)	consider the new KAUSF to be the valid KAUSF, and the new KSEAF to be the valid KSEAF, reset the SOR counter and the UE parameter update counter to zero, and store the valid KAUSF, the valid KSEAF , the SOR counter and the UE parameter update counter as specified in annex C and use the valid KAUSF in the verification of SOR transparent container and UE parameters update transparent container, if any are received.

***** End change *****
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