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1
Overall description
CT1 thanks GSMA CVD for their LS on attack preventing NAS procedures to succeed.

CT1 has discussed the attack scenarios mentioned in the LS and would like to provide following feedback.

For Scenario 1, as per specified in TS 24.301 subclause 4.4.4.3, the MME will ignore the received DETACH REQUEST with cause "switch off" without integrity protection sent by the attacking UE. Hence, there is no protocol issue in this scenario.
For Scenario 2, as per specified in TS 24.301 subclause 4.4.4.3, the MME will firstly perform the integrity check before further processing the ATTACH REQUEST message. As the attacking UE has to send the ATTACH REQUEST message without integrity protection, the MME will firstly perform an EPS AKA before further processing it. Here, the attacking UE cannot pass the EPS AKA initiated by the MME and hence, finally the MME will not jump to TS 24.301 clause 5.5.1.2.7 (i.e. abnormal case (d)). Note that even the attacking UE intentionally includes the same UE identity (e.g. GUTI or IMSI) as the legitimate UE in the ATTACH REQUEST message, but before passing the security verification at the MME, the MME will not treat the received ATTACH REQUEST message as the message sent from the legitimate UE. With this, the ongoing attach procedure initiated by the legitimate UE is not impacted and hence, there is no protocol issue in this scenario.

CT1 would like to further note that when the MME performs the integrity check, it does not care the received NAS message from which location. Hence, in both Scenario 1 and Scenario 2, there is no protocol issue can be caused by attacks via remote exploitation.
The above feedback can be applied to 5GS as well.

2
Actions
To GSMA CVD
ACTION: 
3GPP TSG CT WG1 kindly asks GSMA CVD to take the above feedback into account.
3
Dates of next TSG CT WG1 meetings
CT1#132e
11th-15th October 2021
electronic meeting
CT1#133e
11th-19th November 2021
electronic meeting

