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	Reason for change:
	For updating the locally stored NAS COUNT, subclause 4.4.3.1 indicates the following:-
The value of the downlink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in annex C, is the largest downlink NAS COUNT used in a successfully integrity checked NAS message

However, in subclause 4.4.3.3, the following requirement is stated:-
After successful integrity protection validation, the receiver shall update its corresponding locally stored NAS COUNT with the value of the estimated NAS COUNT for this NAS message.
I.e., here the stored NAS COUNT is the one used in the last successful verification.

Given that 
· during the discussions at CT1#124-e (2 – 10 June 2020), leading to the agreement of C1-214045, it was indicated that out-of-sequence NAS messages have been observed in practice,
· and as a consequence the text added by C1-214045 allows for NAS implementations handling out-of-sequence NAS messages after successful integrity verification, 
the 2 requirements above are inconsistent.

E.g. consider the following sequence:-




At t1, when a NAS message is received, the receiver derives an estimate NAS COUNT made up of the NAS Overflow count of the locally stored NAS COUNT (in this example "X") and the NAS Sequnce Number in the received NAS message (in this example "253"). Thus the estimate NAS COUNT is x||253. If integrity checks are successful, the receiver updates the locally stored NAS COUNT with the value of the estimate NAS COUNT, see subclause 4.4.3.3, i.e,
After successful integrity protection validation, the receiver shall update its corresponding locally stored NAS COUNT with the value of the estimated NAS COUNT for this NAS message.
At t2, after passing integrity checks, the locally stored NAS COUNT is updated to X||255 and :-
at t3, after passing integrity checks, locally stored NAS COUNT = X+1||0;
at t4, after passing integrity checks, locally stored NAS COUNT = X+1||1;
at t5, after passing integrity checks, locally stored NAS COUNT = X||254.

But if, as per a UE implementation, at t5 the locally stored NAS COUNT is updated to x||254, then this is in contradiction to the requirement insubclause 4.4.3.1, 
The value of the downlink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in annex C, is the largest downlink NAS COUNT used in a successfully integrity checked NAS message.

It is important to NOTE that if the receiver is a UE which is switched-off after the NAS COUNT value was updated to x||254 at t5, and subsequently the USIM is inserted in a different UE, that new UE would be vulnerable to replay-attacks with the NAS messages with NAS COUNT values X||255, X+1||0 and X+1||1.

Therefore, the requirement in subclause 4.4.3.3 needs to be corrected to avoid an updating of the NAS COUNT to a value lower than the currently stored one.

	
	

	Summary of change:
	Requirement in subclause 4.4.3.3 is corrected so that the new NAS count value will be stored locally only if it is greater than the already stored one.

	
	

	Consequences if not approved:
	Wrong update of locally stored NAS COUNT can lead to a vulnerability to NAS message replay attacks for the UE.
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* * * First Change * * * *

[bookmark: _Toc20232413][bookmark: _Toc27746499][bookmark: _Toc36212679][bookmark: _Toc36656856][bookmark: _Toc45286517][bookmark: _Toc51947784][bookmark: _Toc51948876][bookmark: _Toc75769947]4.4.3.3	Integrity protection and verification
The sender shall use its locally stored NAS COUNT as input to the integrity protection algorithm.
The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter as defined in subclause 4.4.3.1 to form the NAS COUNT input to the integrity verification algorithm.
The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.501 [24], and in case of the:
a)	SECURITY PROTECTED 5GS NAS MESSAGE message, the integrity protection shall include octet 7 to n, i.e. the Sequence number IE and the NAS message IE.
b)	Intra N1 mode NAS transparent container IE and S1 mode to N1 mode NAS transparent container IE, the integrity protection shall include all octets of the value part of the IE starting from octet 7.
NOTE:	To ensure backward compatibility, the UE uses all octets starting from octet 7 in the received NAS transparent container for the purpose of integrity check of the NAS transparent container irrespective of the release/version it supports. After a successful integrity check, the UE can ignore the octets which are not specified in the release/version which the UE supports.
In addition to the data that is to be integrity protected, the BEARER ID, DIRECTION bit, NAS COUNT and 5G NAS integrity key are input to the integrity protection algorithm. These parameters are described in 3GPP TS 33.501 [24].
After successful integrity protection validation, if the estimated NAS COUNT is higher than the corresponding locally stored NAS COUNT, then the receiver shall update its corresponding locally stored NAS COUNT with the value of the estimated NAS COUNT for this NAS message; otherwise, the locally stored NAS COUNT is not updated.
Integrity verification is not applicable when 5G-IA0 is used.

* * * End of Changes * * * *
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