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Overall description
CT1 thanks GSMA FSAG for their LS on attack preventing NAS procedures to succeed.

CT1 has discussed the Man-in-the-Middle (MitM) attack mentioned in the LS and would like to provide following feedback.

When an MitM attacker can surreptitiously cause chosen NAS messages not to reach their destination during the network initiated NAS security related procedures (i.e. EPS AKA procedure, NAS security mode control procedure, GUTI reallocation procedure, and identification procedure), as per current EPS NAS protocol specified in TS 24.301, the network will proceed as below:

(1) The MME shall start an NAS guard timer after sending the NAS message to the UE. At the expiry of the NAS guard timer, the MME shall retransmit the previously sent NAS message;

(2) Above retransmission is repeated four times, i.e. on the fifth expiry of NAS guard timer, the network shall abort the NAS security procedure and then:

a) For EPS AKA procedure:
i. If EPS AKA procedure is initiated during the ongoing EMM specific procedure, all these ongoing EMM specific procedure shall be aborted as well;

ii. If there is already a valid EPS NAS security context shared between the UE and the network, the abort of the ongoing EPS AKA procedure will not cause any protocol issue and the existing valid EPS NAS security context can still be used;
iii. If there is no valid EPS NAS security context shared between the UE and the network (e.g. such EPS AKA procedure is initiated during an attach procedure), the abort of the ongoing EPS AKA procedure will cause the UE cannot be registered to the network.
b) For NAS security mode control procedure: 
i. If there is already a valid EPS NAS security context shared between the UE and the network, the abort of the ongoing NAS security mode control procedure will not cause any protocol issue and the existing valid EPS NAS security context can still be used;
ii. If there is no valid EPS NAS security context shared between the UE and the network (e.g. such NAS security mode control procedure is initiated during an attach procedure), the abort of the ongoing NAS security mode control procedure will cause the NAS security association cannot be activated between the UE and the network.
c) For GUTI reallocation procedure: after the abort of the ongoing GUTI reallocation procedure, the MME will use both the old GUTI and the new GUTI, e.g. for paging, until the old GUTI can be considered as invalid by the network. The issue here is the old GUTI will be used for longer time.
d) For identification procedure: 
i. If identification procedure is initiated during the ongoing attach procedure, the ongoing attach procedure will be aborted as well and cause the UE cannot be registered to the network.

ii. If identification procedure is initiated during other NAS procedures than attach procedure or initiated standalone, the abort of identification procedure will not cause any protocol issue.
Note that during all above handling, the UE has not involved, i.e. the UE is not aware of MitM attack happened.

For potential caused protocol issues in above (2). a). iii, (2). b). ii, (2). c) and (2). d). i, if the MitM attack is still there, there is way to resolve them from protocol perspective.
About "The researchers suggest as a mitigation that the UE should restart the attach procedure to the network if it notices an unexpected, significant increase of the downlink NAS count between two received NAS messages.", CT1 would like to note that if the MitM attack is always there, the UE cannot notice such MitM attack happened. If the MitM attack is gone, then the UE needs not to restart attach procedure as all procedures can be recovered naturally.
With above, CT1 would like to note that there is no any clarification/mitigation can be provided from NAS protocol perspective.
The above feedback can be applied to 5GS as well.

2
Actions
To GSMA FSAG
ACTION: 
3GPP TSG CT WG1 kindly asks GSMA FSAG to take the above feedback into account.
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Dates of next TSG CT WG1 meetings
CT1#132e
11th-15th October 2021
electronic meeting
CT1#133e
11th-19th November 2021
electronic meeting

