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1. Introduction
[bookmark: _Hlk77848234]CT1 has received an LS C1-214012/FSAG#94 Doc 003 from GSMA related to attack preventing NAS procedures to succeed. In this LS, GSMA has shared some security threats on NAS protocols in EPS, 3G and also potentially in 5GS identified in a public research paper [1]. GSMA has provided some technical observations on some attack scenarios and based on which GSMA requested 3GPP CT1 and SA3 to review the information provided by GSMA and consider whether the current specifications sufficiently mitigate the mentioned threat, or whether a clarification or even a mitigation measure is required.
This paper attempts to discuss and analyse the related attack scenarios mentioned in this GSMA LS from stage 3 NAS protocol perspective and finally propose a way forward.
2. Discussion
In the LS, GSMA mentioned following two attack scenarios from [1]:
"Scenario 1: researchers claim that according to TS 24.301 clause 5.4.4.6 (e) an attacker can send to a target MME a DETACH REQUEST with cause “switch off” without integrity protection during the victim UE’s ongoing identification, which would result in abortion of identification procedure and DoS to the victim UEs. The researchers claim they have confirmed their finding on 3 open source tools and in a commercial real world network.
Scenario 2: the researchers claim based on TS 24.301 clause 5.5.1.2.7 that an attacker can exploit the time between the victim UE's ATTACH REQUEST and ATTACH COMPLETE messages to send towards the MME a new ATTACH REQUEST with different IEs towards the same MME before the ATTACH COMPLETE message has been received resulting in abortion of the previously initiated attach procedure and a DoS to the victim UE. The researchers claim they have confirmed their finding on 3 open source tools and in a commercial real world network."

2.1 Discussion on Scenario 1
For Scenario 1, GSMA has provided following understanding based on TS 24.301:
"(a) When MME has a valid UE security context (e.g., legitimate UE sending GUTI attach request; MME sending "IMEI" identification request; and attacker UE sending detach request with switch off), it is up to the implementation to ignore or proceed with the detach request without valid integrity protection. 
(b) When MME has lost UE security context and sends "IMSI" identification request, MME will indeed proceed with the attacker's detach request with switch off."
Scenario 1 happens during the ongoing identification procedure initiated by the MME. Hence, the legitimate UE was already in the connected mode. Considering identification procedure initiated by the MME is mainly to request UE’s IMSI or IMEI or IMEISV, then typically for IMSI, it is initiated in the case in which the MME cannot obtain UE’s IMSI from othe MMEs (e.g. during the initial attach) or the GUTI provided by the UE cannot be authenticated (e.g. AKA not accepted by the network) and for IMEI/IMEISV, it typically happens during the initial attach procedure. Based on all these situation for Scenario 1, following two cases need to be considered:
(1) Case 1: The secure exchange of NAS messages via a NAS signalling connection is already established between the UE and the MME.
(2) Case 2: The secure exchange of NAS messages via a NAS signalling connection is NOT established between the UE and the MME. 
Case 1 typically happens for IMEI/IMEISV retrieval from the UE which can only happens after the secure exchange of NAS messages is already established between the UE and the MME. In this case, the MME shall not proceed and discard the received DETACH REQUEST with cause “switch off” without integrity protection sent by the attacking UE. Hence, for Case 1, there is no any protocol issue caused by the attacker in Scenario 1.
Case 2 typically happens for IMSI retrieval during the initial attach procedure, or during the AKA procedure initiated during the ongoing initial attach procedure for which the GUTI provided by the UE cannot be authenticated (e.g. AKA not accepted by the network). In this case, the MME needs to integrity check the received NAS message. For the received DETACH REQUEST message, as per below text specified in TS 24.301, the MME can also ignore the received DETACH REQUEST with cause “switch off” without integrity protection sent by the attacking UE as well. Hence, for case 2, there is no any protocol issue caused by the attacker in Scenario 1 as well.
"If a DETACH REQUEST message fails the integrity check, the MME shall proceed as follows:
-	If it is not a detach request due to switch off, and the MME can initiate an authentication procedure, the MME should authenticate the subscriber before processing the detach request any further.
-	If it is a detach request due to switch off, or the MME does not initiate an authentication procedure for any other reason, the MME may ignore the detach request and remain in state EMM-REGISTERED."
Based on above, one can see the understanding (a) and (b) from GSMA are not fully correct as current NAS protocol specified in TS 24.301 has clearly specified that the MME needs to ignore the detach request without integrity protection. Note that even it is "may" for the MME handling but assuming the MME does not ignore the detach request without integrity protection, then reasonably the MME needs to authenticate the UE before jumping into TS 24.301 clause 5.4.4.6 (e) to abort the ongoing identification procedure. Finally, the attacking UE cannot pass the authentication and hence, the MME will not jump into TS 24.301 clause 5.4.4.6 (e) to abort the ongoing identification procedure.
[bookmark: OLE_LINK7]Observation #1: Based on the current EPS NAS protocol, there is no protocol issue can be caused by the attacker in Scenario 1 mentioned in GSMA LS.
2.2 Discussion on Scenario 2
For Scenario 2, GSMA has provided following understanding based on TS 24.301:
"(a) When MME has a valid UE security context (e.g., legitimate UE sending GUTI attach request; and attacker UE sending second attach request), MME will ignore the second attach request without valid integrity protection. 
(b) When UE is sending IMSI attach request, in which case MME does not yet have UE security context, MME will indeed proceed with the second attach request from the attacker."
Scenario 2 happens during the ongoing attach procedure. As per below text in TS 24.301, regardless of the valid NAS security context is shared between the UE and the MME, the MME shall firstly perform the integrity check before further processing the attach request message:
"If an ATTACH REQUEST message is received without integrity protection or fails the integrity check and it is not an attach request for emergency bearer services and it is not an attach request for access to RLOS, the MME shall authenticate the subscriber before processing the attach request any further. "
For the legitimate UE, in case of a valid NAS security context is shared betwee the network, it shall send the ATTACH REQUEST message integrity protected and then normally it will pass the integrity check at the MME. In case of no valid NAS security context shared betwee the network, it shall send the ATTACH REQUEST message without integrity protection and then the MME will initiate an EPS AKA procedure to authenticate the UE. After successfully AKA and SMC procedure, the MME will further process the previous received ATTACH REQUEST message.
For the attacking UE, it has to send the ATTACH REQUEST message without integrity protection and hence, the MME shall firstly perform an EPS AKA before further processing it. Then in Scenario 2, the MME will not jump to TS 24.301 clause 5.5.1.2.7 (i.e. abnormal case (d)). That is to say, the MME will not perform any handling as specified in TS 24.301 clause 5.5.1.2.7 (i.e. abnormal case (d)) before the received ATTACH REQUEST message can be successfully authenticated. Here, the attacking UE cannot pass the EPS AKA initiated by the MME and hence, finally the MME will not jump to TS 24.301 clause 5.5.1.2.7 (i.e. abnormal case (d)). Note that even the attacking UE intentionally includes the same UE identity (e.g. GUTI or IMSI) as the legitimate UE in the ATTACH REQUEST message, but before passing the security verification at the MME, the MME will not treat the received ATTACH REQUEST message as the message sent from the legitimate UE. With this, the ongoing attach procedure initiated by the legitimate UE is not impacted and hence, no any protocol issue caused by such attack.
Based on above, one can see the understanding (a) from GSMA is not fully correct as the MME does not directly ignores the second attach request without valid integrity protection but needs to authenticate it. The understanding (b) from GSMA is not correct as the MME will not proceed with the second attach request from the attacking UE as it cannot be authenticated by the network ever.
Observation #2: Based on the current EPS NAS protocol, there is no protocol issue can be caused by the attacker in Scenario 2 mentioned in GSMA LS.
[bookmark: OLE_LINK5]2.3 Discussion on common GSMA observation
For both Scenario 1 and Scenario 2, GSMA has provided following considerations and requests:
" GSMA considers the risk of above scenario to be low when the attacker is sending the detach/attach request from the same location as the legitimate UE (i.e., same cell). But if the attacker could achieve the same from a different location (remote exploitation, i.e., from a different cell), GSMA considers that the severity of attack may increase to some degree. 
Therefore, GSMA requests SA3/CT1 to advise if the current specifications sufficiently mitigate this above-mentioned remote exploitation. "
As per current EPS NAS protocol, when the MME performs the integrity check, it does not care the received NAS message from which location. Hence, even the attacking UE initiates above attacks from a different location than the legitimate UE, the MME will provide the same handling on integrity check. Then based on the discussion in section 2.1 and 2.2, these attacks will not cause any protocol issue.
Observation #3: Based on the current EPS NAS protocol, there is no protocol issue can be caused by attacks via remote exploitation.
2.4 Discussion on threats in 5GS
5GS provides stronger security protection than EPS. The related security protections mentioned in section 2.1 and 2.2 in EPS are inherited in 5GS as well. Additionally, 5GS has defined enhanced NAS security mechanisms, including ciphering of initial NAS messages and concealed UE identity (i.e. using SUCI instead of IMSI over radio interface). All these will prevent 5GS from attacks initiated by attacking UE in Scenario 1 and Scenario 2 mentioned in GSMA LS.
Observation #4: Based on the current 5GS NAS protocol, there is no protocol issue can be caused by the attacker in Scenario 1 and 2 mentioned in GSMA LS.
3. Proposal
[bookmark: OLE_LINK51]Based on the discussion and observations in section 2, for below GSMA request indicated in the LS:
"GSMA politely requests 3GPP CT1 and SA3 to review the above information and consider whether the current specifications sufficiently mitigate the mentioned threat, or whether a clarification or even a mitigation measure is required."

We would propose:
[bookmark: OLE_LINK6]Proposal: The current EPS and 5GS NAS specifications can sufficiently mitigate the mentioned threat in attack scenarios in GSMA LS, and the clarification or mitigation measure on EPS and 5GS NAS specifications are not required.
[bookmark: OLE_LINK17]4. Conclusion
This paper has discussed and analysed the possible threats of attack scenarios in GSMA LS based on the current EPS and 5GS NAS protocols.
Based on the discussion, following observations were provided:
Observation #1: Based on the current EPS NAS protocol, there is no protocol issue can be caused by the attacker in Scenario 1 mentioned in GSMA LS.
Observation #2: Based on the current EPS NAS protocol, there is no protocol issue can be caused by the attacker in Scenario 2 mentioned in GSMA LS.
Observation #3: Based on the current EPS NAS protocol, there is no protocol issue can be caused by attacks via remote exploitation.
Observation #4: Based on the current 5GS NAS protocol, there is no protocol issue can be caused by the attacker in Scenario 1 and 2 mentioned in GSMA LS.
Based on above discussion and observations, following proposal was provided:
Proposal: The current EPS and 5GS NAS specifications can sufficiently mitigate the mentioned threat in attack scenarios in GSMA LS, and the clarification or mitigation measure on EPS and 5GS NAS specifications are not required.
[bookmark: _GoBack]Above propsoal was captured in the reply LS C1-214692.
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