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1. Introduction
[bookmark: _Hlk77848234]About storage of KAUSF, CT1 and SA3 have exchanged several rounds of LS and recently CT1 received a reply LS C1-214038/S3-212291 from SA3.  In SA3 reply LS, SA3 has indicated following information to CT1:
"SA3 discussed addressing the potential KAUSF de-synchronization issue from Release 16 as agreed for Release 17 (only after identifying that the primary (re)authentication is successful in the network side, the UE shall store the KAUSF, SOR counter and UE parameter update counter). SA3 requests CT1 to consider the possibility of mandating the SMC procedure soon after a successful 5G AKA authentication procedure from Release 16.

Also, SA3 would like to request CT1, to provide their feedback on the following SA3 agreed solution to address the potential KAUSF de-synchronization issue, specifically when UE receives multiple authentication requests simultaneously. SA3 assumes that CT1 will specify further details (stage-3 aspects) of the following solution.
	[bookmark: OLE_LINK47]If UE receives more than one authentication requests via different access types simultaneously (e.g., initial registration after UE powers on, UE initiate the service request procedures simultaneously via both NAS connections), the UE should process the authentication challenges in sequence. The UE should respond to the second authentication challenge after completion of the first authentication procedure. In case if the first authentication procedure is 5G-AKA, then after sending the Authentication Response message to the network the UE should respond to the second authentication challenge. In case if the first authentication procedure is EAP-AKA', then after receiving EAP Success/Failure from the network the UE should respond to the second authentication challenge.



ACTION: 	SA3 kindly requests CT1,
1. To take the attached SA3 CR into account when specifying the stage-3 aspects. 
2. To consider the feasibility of mandating the AMF to initiate a SMC procedure soon after a successful 5G AKA authentication in Release 16 and provide their decision to SA3. 
3. To review and provide their feedback on the solution to address the potential KAUSF de-synchronization issue, specifically when UE receives multiple authentication requests simultaneously. "
Based on above information, one can see SA3 requests CT1 to provide feedback on following two topics:
(1) Topic#1 (Yellow part): The feasibility of mandating the AMF to initiate a SMC procedure soon after a successful 5G AKA authentication in Rel-16; and
(2) Topic#2 (Green part): The feedback on the solution to address the potential KAUSF de-synchronization issue, specifically when UE receives multiple authentication requests simultaneously.
This paper attempts to discuss and analyse these two topics from stage 3 protocol implementation perspective and finally propose a way forward.
2. Discussion on Topic#1
For the Topic#1, we believe CT1 should provide the negative answer considering following reasons:
(1) Rel-16 was deeply frozen in CT1 for 1+ year and the issue is not FASMO.  Note that normally the potential KAUSF de-synchronization issue in case of 5G AKA cannot happen and it can only happen in rare cases (e.g. the RES* verification fails at the AUSF) or abnormal cases (e.g. Authentication response message was not received by the AMF).
(2) Originally CT1 triggered the discussion under 5GProtoc17 for storage of storing KAUSF, KSEAF, SOR counter and UE parameter update counter and sent LS to SA3 for guidance targeting Rel-17 only. Note that even in the second rely LS C1-211518 to SA3, CT furether clearly indicated below information, i.e. the target release is still Rel-17.
"Mandating the AMF to initiate a security mode control procedure as soon as possible after a successful primary authentication and key agreement procedure to take the new partial native 5G NAS security context into use is feasible in Release 17. "
(3) The potential KAUSF de-synchronization issue in case of 5G AKA actually can happen in 5GS since Rel-15, so if the change is considered to the frozen Rel-16, then the people could ask that why not to change the frozen Rel-15 to resolve the issue since the very beginning?
(4) SA3 agreed solution under TEI#16 (see agreed Rel-16 CR S3-212289) has not covered Topic#1 ever and hence currently there is no any stage 2 requirement to implement this from Rel-16 in stage 3.
Based on above, we would propose:
Proposal #1: It proposes to inform SA3 that mandating the AMF to initiate a SMC procedure soon after a successful 5G AKA in Rel-16 is not feasible from stage 3 protocol perspective. CT1 believes to mandate this AMF handling since Rel-17 is enough considering Rel-16 NAS protocol was frozen and the potential KAUSF de-synchronization issue is not an FASMO issue.

3. Discussion on Topic#2
[bookmark: OLE_LINK51]3.1 Release for implementing Topic#2 in stage 3
SA3 has covered Topic#2 since Rel-16 (see agreed Rel-16 CR S3-212289) and related security background can be seen in the reason for change of S3-212289 as below:
"SA3 clarified in its LS to CT4 (S3-201350):
  - Only one KAUSF (latest one) is maintained in the AUSF and in the UE, as KAUSF is security association between the UE and the HPLMN. 
 - The AUSF in home PLMN never maintains two KAUSF, when a user is simultaneously registered in two Serving Networks via different access-types (3gpp and non-3gpp).
  - SA3 does not see the need for maintaining multiple KAUSF in the UE and in the HPLMN. Further keeping the old keys laying around in the network is not a good security practice.
The above clarifications needs to be captured in the TS 33.501."

Observation #1: SA3 enforced that only one KAUSF (latest one) is maintained between the AUSF in the HPLMN and the UE regardless of the UE registered to the same or different serving PLMN.
As indicated in SA3 LS, Topic#2 is mainly to address the potential KAUSF de-synchronization issue. However, similar as analyzed in section 2 for Topic#1, we believe such potential KAUSF de-synchronization issue needs not to be addressed in Rel-16 due to following reasons:
(1) Rel-16 was deeply frozen in CT1 for 1+ year and the issue is not FASMO.  Note that normally the collision NAS procedure handling is treated as abnormal case in CT1 and hence abnormal case cannot justify it is an FASMO issue.
(2) Following SA3’s logic, such potential KAUSF de-synchronization issue can happen in 5GS since Rel-15 as well, so if the change is considered to the frozen Rel-16, then the people could ask that why not to change the frozen Rel-15 to resolve the issue since the very beginning?
Proposal #2: It proposes to not implement the UE based solution (UE handling on simultaneous AKA procedures) to address the potential KAUSF de-synchronization issue since Rel-16.

3.2 Problems of Topic#2 in stage 3
The scenario of Topic#2 is the UE registered to different VPLMNs via different access types (e.g. registered to VPLMN A via 3GPP access and registered to VPLMN B via non-3GPP access). The UE has two active NAS connections with different AMF's in different PLMNs.
In above scenario, the key assumption of Topic#2 is the UE has received more than one authentication requests via different access types simultaneously.
From protocol perspective, Topic#2 covers the collision between AKA procedures and basically, Topic#2 indicated a requirement that the UE should handle the received multiple authentication request in sequence: the UE should complete the 1st AKA procedure before processing the 2nd AKA procedure. This actually is a protocol issue rather than security issue and hence it should be CT1, not SA3 to discuss the issue, to see whether the solution is required and which solution is preferred.
Observation #2: UE handling on AKA procedure collisions is a protocol issue rather than security issue and should be CT1 to discuss the issue and the solution, if required.
From protocol perspective, following key points related to Topic#2 need to be considered:
(a) How can the UE guarantee the 1st AKA procedure was completed at the network side as well?
(b) How to guarantee the storage of valid KAUSF is in the same sequence as the AKA procedures at both the UE and the network sides?
(c) How to guarantee the authentication challenges received by the network are in the same sequence as the UE side?
The feasibility analysis for above points per cases can be shown in below Table 1.
Table 1. Feasibility analysis for Topic#2
	Use cases
	(a) How can the UE guarantee the 1st AKA procedure was completed at the network side as well?
	(b) How to guarantee the storage of valid KAUSF is in the same sequence as the AKA procedures at both the UE and the network sides?
	(c) How to guarantee the authentication challenges received by the network are in the same sequence as the UE side?

	Case #1: 
The 1st AKA procedure is 5G-AKA and the 2nd AKA procedure is 5G-AKA 
	· No. Due to there is no NAS guard timer for sending Authentication response message, there is no guarantee for the UE to know the 1st 5G-AKA was completed at the network side in abnormal cases (e.g. the transmission failure of Authentication response message).
	· No. As now SA3 has mandated to initiate the SMC procedure following 5G-AKA to confirm the successful completion of 5G-AKA, then even both Authentication response messages are received by AMFs, then it cannot guarantee the AMF in different VPLMN will initiate the SMC procedures in the same sequence as 5G-AKA procedures. If the sequence of SMC procedures cannot be guaranteed, then the sequence of storage of valid KAUSF at the UE cannot be guaranteed.
	· [bookmark: OLE_LINK55]No. Due to there is no ack for sending Authentication response message, if the UE quickly sends the 2nd authentication challenge just after sending the 1st Authentication response message, there is no guarantee for the network to receive these two authentication challenges in the same sequence as the UE side considering different transmission delay over different access types. 

	Case #2: 
The 1st AKA procedure is 5G-AKA and the 2nd AKA procedure is EAP-AKA'
	· No. Due to there is no NAS guard timer for sending Authentication response message, there is no guarantee for the UE to know the 1st 5G-AKA was completed at the network side in abnormal cases (e.g. the transmission failure of Authentication response message).
	· No. As now SA3 has mandated to initiate the SMC procedure following 5G-AKA to confirm the successful completion of 5G-AKA, then if the AMF in VPLMN 1 initiates the SMC after the completion of the 2nd EAP-AKA' in VPLMN 2, then the sequence of storage of valid KAUSF at the UE is not the same as the sequence of AKA procedures.
	· No. Due to there is no ack for sending Authentication response message, if the UE quickly sends the 2nd authentication challenge just after sending the 1st Authentication response message, there is no guarantee for the network to receive these two authentication challenges in the same sequence as the UE side considering different transmission delay over different access types. 

	Case #3: 
The 1st AKA procedure is EAP-AKA' and the 2nd AKA procedure is 5G-AKA 
	· Yes. The receipt of EAP success/failure from the network can guarantee for the UE to know the 1st EAP-AKA' was completed at the network side.
	· Yes. The receipt of EAP success/failure from the network indicates the 1st EAP-AKA' was already completed at the network side and hence, the storage of valid KAUSF is in the same sequence as the AKA procedures at both the UE and the network sides.
	· Yes. The receipt of EAP success/failure from the network indicates the 1st EAP-AKA' was already completed at the network side and hence, authentication challenges received by the network are in the same sequence as the UE side.

	Case #4: 
The 1st AKA procedure is EAP-AKA' and the 2nd AKA procedure is EAP-AKA'
	· Yes. The receipt of EAP success/failure from the network can guarantee for the UE to know the 1st EAP-AKA' was completed at the network side.
	· Yes. The receipt of EAP success/failure from the network indicates the 1st EAP-AKA' was already completed at the network side and hence, the storage of valid KAUSF is in the same sequence as the AKA procedures at both the UE and the network sides.
	· Yes. The receipt of EAP success/failure from the network indicates the 1st EAP-AKA' was already completed at the network side and hence, authentication challenges received by the network are in the same sequence as the UE side.



[bookmark: _Hlk78300805]Based on Table 1, one can see when the 1st received AKA at the UE is 5G-AKA (i.e. case #1 and case #2), even as per SA3 agreed that "the UE should process the authentication challenges in sequence.", (a), (b) and (c) cannot be guaranteed. When the 1st received AKA at the UE is EAP-AKA' (i.e.  case #3 and case #4), (a), (b) and (c) can be guaranteed.
If (a), (b) and (c) cannot be guaranteed, then it can still create potential KAUSF de-synchronization issue for which Topic#2 wants to resolve. For example:
(1) [bookmark: _Hlk78300922]In case #1, the AUSF will store the valid KAUSF as the same sequence of 5G-AKA procedure, i.e. the final stored valid KAUSF at the AUSF is created during the 2nd 5G-AKA procedure. However, due to there is no synchronized mechanism between two AMFs in different VPLMNs, if the UE firstly receives the SMC following the 2nd 5G-AKA before receiving the SMC following the 1st 5G-AKA, then the final stored valid KAUSF at the UE is created during the 1st 5G-AKA procedure. Then KAUSF de-synchronization issue happens.
(2) In case #2, even the UE firstly sends Authentication response message for the 1st 5G-AKA over 1st access type (e.g. 3GPP access) before sending the Authentication response message for the 2nd EAP-AKA' over 2nd access type (e.g. non-3GPP access), due to the transmission delay over 1st access type (e.g. 3GPP access) is longer than 2nd access type (e.g. non-3GPP access), the AUSF in HPLMN may first receive the authentication challenge for the 2nd EAP-AKA' and then the final stored valid KAUSF at the AUSF is created during the 1st  5G-AKA procedure. However, due to there is no synchronized mechanism between two AMFs in different VPLMNs, if the UE firstly receives the SMC following the 1st 5G-AKA before receiving EAP success for the 2nd EAP-AKA', then the final stored valid KAUSF at the UE is created during the 2nd EAP-AKA' procedure. Then KAUSF de-synchronization issue happens.
Problem: The SA3 agreed UE based solution (UE handling on simultaneous AKA procedures) cannot fully resolve the potential KAUSF de-synchronization issue.

3.3 Alternative way forward for Topic#2
[bookmark: OLE_LINK52]The AKA procedure (including 5G AKA and EAP-AKA') is initiated by the network and as per specified in CT1 as below, the networks can initiate AKA procedure at any time when the UE is in the connected mode. One the other side, the initiation of AKA procedure to the UE is fully under the control of the network. 
"a)	5GMM common procedures:
	5GMM common procedure can always be initiated when the UE is in 5GMM-CONNECTED mode. The procedures belonging to this type are:
1)	Initiated by the network:
ii)	primary authentication and key agreement;"
In case of the UE registered to the same PLMN via different access types, as the same AMF is shared, so the AMF can avoid to initiate two AKA procedures simultaneously and hence, the collision between AKA procedures cannot happen at the UE side. Due to this reason, currently CT1 has not specified the UE handling on the collision between AKA procedures. Note that the collision handling of simultaneous NAS procedures is treated as an abnormal case and created unnecessary complexity, hence, it is a good principle to avoid the collision of NAS procedure as far as possible.

Observation #3: In case of the UE registered to the same PLMN via different access types, the AMF can control the initiation of two AKA procedures simultaneously and hence the collision handling at the UE is not needed.
Observation #4: It is a good principle to avoid the collision of NAS procedure as far as possible.
[bookmark: _Hlk78301109]Then in case of the UE registered to the different PLMNs via different access types, even the AMF is not shared, but for AKA procedure (including 5G AKA and EAP-AKA') as per specified in SA3 TS 33.501 subclause 6.1.3, the AUSF and UDM in HPLMN are shared. Hence, following the similar handling as registered to the same PLMN via different access types, the AUSF or UDM in HPLMN can avoid to initiate two AKA procedures simultaneously and hence, the collision between AKA procedures cannot happen at the UE side as well. 
Such network based solution could avoid the KAUSF de-synchronization issue since very beginning. Considering such network based solution should be discussed and decided by SA3 in stage 2, then CT1 should inform this to SA2 from implementation perspective.

Proposal #3: It proposes to inform SA3 that the network based solution is preferred to avoid the KAUSF de-synchronization issue from stage 3 protocol pespective, i.e. similar as the case of the UE registered to the same PLMN via different access types, it is the network to control the initiation of two AKA procedures simultaneously.
[bookmark: OLE_LINK17]4. Conclusion
This paper has discussed and analysed the problems of SA3 agreed solution from stage 3 protocol implementation perspective.
Based on the discussion, following observations were provided:
Observation #1: SA3 enforced that only one KAUSF (latest one) is maintained between the AUSF in the HPLMN and the UE regardless of the UE registered to the same or different serving PLMN.
Observation #2: UE handling on AKA procedure collisions is a protocol issue rather than security issue and should be CT1 to discuss the issue and the solution, if required.
Observation #3: In case of the UE registered to the same PLMN via different access types, the AMF can control the initiation of two AKA procedures simultaneously and hence the collision handling at the UE is not needed.
Observation #4: It is a good principle to avoid the collision of NAS procedure as far as possible.
Based on above observations, below problem of SA3 agreed solution was identified:
[bookmark: _Hlk78300765]Problem: The SA3 agreed UE based solution (UE handling on simultaneous AKA procedures) cannot fully resolve the potential KAUSF de-synchronization issue.
Based on above discussion and observations, following proposals were provided:
Proposal #1: It proposes to inform SA3 that mandating the AMF to initiate a SMC procedure soon after a successful 5G AKA in Rel-16 is not feasible from stage 3 protocol perspective. CT1 believes to mandate this AMF handling since Rel-17 is enough considering Rel-16 NAS protocol was frozen and the potential KAUSF de-synchronization issue is not an FASMO issue.
Proposal #2: It proposes to not implement the UE based solution (UE handling on simultaneous AKA procedures) to address the potential KAUSF de-synchronization issue since Rel-16.
[bookmark: _Hlk78301012]Proposal #3: It proposes to inform SA3 that the network based solution is preferred to avoid the KAUSF de-synchronization issue from stage 3 protocol pespective, i.e. similar as the case of the UE registered to the same PLMN via different access types, it is the network to control the initiation of two AKA procedures simultaneously.
[bookmark: _GoBack]Above propsoals were capatured in the reply LS C1-214690.
